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Abstract

Lenovo® and Microsoft have worked closely for many years to craft a software-defined
storage solution leveraging the advanced feature sets of the Windows Server and Azure
Stack HCI operating systems, combined with the flexibility of Lenovo ThinkSystem™ rack and
edge servers. In addition, we have created Lenovo ThinkAgile™ MX solutions that contain
only servers and server components that have been certified under the Microsoft Azure Stack
HCI Program to run Microsoft Storage Spaces Direct (S2D) properly.

This solution provides a solid foundation for customers looking to consolidate both storage
and compute capabilities on a single hardware platform, or for those enterprises that wish to
have distinct storage and compute environments. In both situations, this solution provides
outstanding performance, high availability protection and effortless scale out growth potential
to accommodate evolving business needs.

This deployment guide makes extensive use of Windows PowerShell commands and scripts.
It guides the reader through a set of well-proven procedures leading to readiness of the
solution for production use. It covers multiple deployment scenarios, including RoCE and
IWARP implementations of RDMA, as well as 2- and 3-node direct-connected deployments.

If you prefer to deploy an Azure Stack HCI cluster from the Windows Admin Center (WAC)
deployment wizard, please refer to our companion document at the following URL.:

https://lenovopress.com/1pl524

Do you have the latest version? Check whether you have the latest version of this
document by clicking the Check for Updates button on the front page of the PDF. Pressing
this button will take you to a web page that will tell you if you are reading the latest version
of the document and give you a link to the latest if needed. While you're there, you can also
sign up to get notified via email whenever we make an update.
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Storage Spaces Direct solution overview

Microsoft Storage Spaces Direct (S2D) has become extremely popular with customers all
over the world since its introduction with the release of Microsoft Windows Server 2016. This
software-defined storage (SDS) technology leverages the concept of collecting a pool of
affordable drives to form a large usable and shareable storage repository.

Lenovo continues to work closely with Microsoft to deliver the latest capabilities in the
Windows Server 2022 and Azure Stack HCI operating systems. This document focuses on
S2D/AzureStack HCI deployment on Lenovo’s rack servers. Special emphasis is given to
Lenovo ThinkAgile MX Certified Nodes, which are certified under the Microsoft Azure Stack
HCI Program for Storage Spaces Direct.

The example solutions shown in this paper were built using the Lenovo ThinkAgile MX
Certified Node that is based on the ThinkSystem SR650 rack server. The SR650 server is
used throughout this document as an example for Azure Stack HCI deployment tasks. As
other rack servers are added to the ThinkAgile MX solution family (such as the SR630 V2 and
SR650 V2), the steps required to deploy Azure Stack HCI on them are identical to those
contained in this document.

Figure 1 shows an overview of the Storage Spaces Direct stack.
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Figure 1 Storage Spaces Direct stack

Before getting into the technical details, the terminology used in this document must be made
clear in order to avoid confusion between operating systems (such as Windows Server 2022
and Azure Stack HCI) and technologies (such as Storage Spaces Direct and Azure Stack
HCI). In particular, there is often confusion regarding whether “Azure Stack HCI” refers to the
technology feature set or the operating system. When referring to the feature set, we use the
terms “S2D” or “Azure Stack HCI” and use “HCI OS” to clearly indicate that we are discussing
the actual Azure Stack HCI operating system.

Related to this topic is the relationship between the Windows Server operating systems and
the Azure Stack HCI operating systems. Although many S2D features are supported by the
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Windows Server operating systems, HCI OS contains additional capabilities not found in
Windows Server. Also, HCI OS “20H2” is based on Windows Server 2019, while HCI OS
“21H2" and later are based on Windows Server 2022. This distinction is particularly important
when looking for appropriate device drivers, since Lenovo does not designate distinct drivers
for the HCI OSes. For HCI OS 20H2 (which is no longer supported by Microsoft), use drivers
designated for Windows Server 2019 and for HCI OS 21H2 and later, use drivers designated
for Windows Server 2022.

Key considerations for S2D are as follows:
Windows Server vs. HCI OS

As mentioned in the previous paragraph, Windows Server and HCI OS are different
operating systems with different requirements and feature sets. Therefore, one of the first
decisions to be made is whether to use Windows Server or HCI OS. For example, if using
an operating system with full GUI support (i.e. “Desktop Experience”) is a requirement, a
Windows Server operating system must be used, since HCI OS supports only the Server
Core option. On the other hand, if tight integration with Azure services like Azure
Kubernetes Service (AKS) is a requirement, HCI OS should be used.

For additional guidance from Microsoft, refer to the following URLSs:
https://docs.microsoft.com/en-us/azure-stack/hci/concepts/compare-windows-server

https://techcommunity.microsoft.com/t5/itops-talk-blog/azure-stack-hci-and-wind
ows-server-2022/ba-p/3038229

Roles and features required for S2D

Multiple server roles and features that are not installed/enabled by default are required for
Azure Stack HCI functionality. For all deployments, the Failover Clustering feature and a
few File and Storage Services must be installed, including the “File and iISCSI Services”
and “File Server” role services.

However, other roles and features might or might not be required, depending on a couple
of factors and preferences. The Hyper-V role is required for true hyperconverged clusters,
but is often installed even for converged (disaggregated) clusters. The Data Center
Bridging feature is required only if using the RoOCEv2 implementation of RDMA.

S2D capacity and storage growth

Leveraging the hot-swap drive bays of Lenovo ThinkSystem rack servers such as the
SR650, and high-capacity hard disk drives (HDD) with capacities up to 14TB that can be
used in this solution, each server node is itself a JBOD (just a bunch of disks) repository.
As demand for storage and/or compute resources grow, additional ThinkAgile MX
Certified Nodes can be added into the environment to provide the necessary storage
expansion.

S2D performance

Using a combination of solid-state drives (SSD or NVMe) and regular HDDs as the
building blocks of the storage volume, an effective method for storage tiering is available in
Lenovo ThinkAgile MX Hybrid solutions. Faster-performing SSD or NVMe devices act as a
cache repository to the capacity tier, which is usually placed on traditional HDDs in these
solutions. Data is striped across multiple drives, thus allowing for very fast retrieval from
multiple read points.

For even higher performance, ThinkAgile MX All-Flash solutions are available as well.
These solutions do not use spinning disks. Rather, they are built using all SSD, all NVMe
or a combination of NVMe devices acting as cache for the SSD capacity tier.

At the physical network layer, 10GbE, 25GbE, or 100GbE links are employed today. For
most situations, the dual 10/25GbE network paths that contain both Windows Server
operating system and storage replication traffic are more than sufficient to support the
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workloads and show no indication of bandwidth saturation. However, for very high
performance all-flash Azure Stack HCI clusters, a dual-port 100GbE network adapter that
has been certified is also available.

S2D resilience (see Table 1 for a summary of supported resiliency types)

Traditional disk subsystem protection relies on RAID storage controllers. In S2D, high
availability of the data is achieved using a non-RAID adapter and adopting redundancy
measures provided by the operating system. S2D provides various resiliency types,
depending on how many nodes make up the Azure Stack HCI cluster. Storage volumes
can be configured as follows:

— Two-way mirror: Requires two cluster nodes. Keeps two copies of all data, one copy on
the drives of each node. This results in storage efficiency of 50%, which means that
2TB of data will consume 4TB of storage pool capacity. Two-way mirroring can tolerate
a single hardware failure (node or drive) at a time.

— Nested resiliency: Introduced in Windows Server 2019, requires exactly two cluster
nodes and offers two options.

* Nested two-way mirror: Two-way mirroring is used within each node, then further
resilience is provided by two-way mirroring between the two nodes. This essentially
a four-way mirror, with two copies of all data on each node. Performance is optimal,
but storage efficiency is low, at 25 percent.

* Nested mirror-accelerated parity: Essentially, this method combines nested
two-way mirroring with nested parity. Local resilience for most data within a node is
handled by single parity except for new writes, which use two-way mirroring for
performance. Further resilience is provided by a two-way mirror between the two
nodes. Storage efficiency is approximately 35-40 percent, depending on the
number of capacity drives in each node as well as the mix of mirror and parity that is
specified for the volume.

« For more information about nested resiliency, see the following Microsoft article:
https://learn.microsoft.com/en-us/azure-stack/hci/concepts/nested-resiliency

— Three-way mirror: Requires three or more cluster nodes. Keeps three copies of all
data, one copy on the drives of each of three nodes. This results in storage efficiency of
33 percent. Three-way mirroring can tolerate at least two hardware failures (node or
drive) at a time.

— Dual parity: Also called “erasure coding,” requires four or more cluster nodes. Provides
the same fault tolerance as three-way mirroring, but with better storage efficiency.
Storage efficiency improves from 50% with four nodes to 80% with sixteen nodes in the
cluster. However, since parity encoding is more compute intensive, the cost of this
additional storage efficiency is performance. Dual parity can tolerate up to two
hardware failures (node or drive) at a time.

— Mirror-accelerated parity: This is a combination of mirror and parity technologies.
Writes land first in the mirrored portion and are gradually moved into the parity portion
of the volume later. To mix three-way mirror and dual parity, at least 4 nodes are
required. Storage efficiency of this option is between all mirror and all parity.

— For more information about fault tolerance and storage efficiency on HCI clusters, refer
to the following Microsoft article:

https://learn.microsoft.com/en-us/azure-stack/hci/concepts/fault-tolerance
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Table 1 Resiliency types supported by S2D

Minimum required

Resiliency fault domains Failure tolerance Storage efficiency
Two-way mirror 2 1 50%

Three-way mirror 3 2 33.3%

Dual parity 4 3 50% - 80%

Mixed 4 2 33.3% - 80%

S2D use cases

The importance of having a SAN in the enterprise space as the high-performance and
high-resilience storage platform is changing — S2D can be a direct replacement for this
role. Whether the primary function of the environment is to provide Windows applications
or a Hyper-V virtual machine farm, Azure Stack HCI can be configured as the principal
storage provider to these environments. Another use for S2D is as a repository for backup
or archival of VHD(X) files. Wherever a shared volume is applicable for use, S2D can be
the solution to support this function.

S2D supports two general deployment types, converged (sometimes called “disaggregated”)
and hyperconverged. Both approaches provide storage for Hyper-V, specifically focusing on
Hyper-V Infrastructure as a Service (laaS) for service providers and enterprises.

In the converged/disaggregated approach, the environment is separated into compute and
storage components. An independent pool of servers running Hyper-V acts to provide the
CPU and memory resources (the “compute” component) for the running of VMs that reside on
the storage environment. The “storage” component is built using S2D and Scale-Out File
Server (SOFS) to provide an independently scalable storage repository for the running of
VMs and applications. This method, as illustrated in Figure 2, allows for the independent
scaling and expanding of the compute cluster (Hyper-V) and the storage cluster (S2D).
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Figure 2 Converged/disaggregated S2D deployment type - nodes do not host VMs

For the hyperconverged approach, there is no separation between the resource pools for
compute and storage. Instead, each server node provides hardware resources to support the
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running of VMs under Hyper-V, as well as the allocation of its internal storage to contribute to
the S2D storage repository.

Figure 3 on page 7 demonstrates this all-in-one configuration for a four-node hyperconverged
solution. When it comes to growth, each additional node added to the environment will mean
both compute and storage resources are increased together. Perhaps workload metrics
dictate that a specific resource increase is sufficient to cure a bottleneck (e.g., CPU
resources). Nevertheless, any scaling will mean the addition of both compute and storage
resources. This is a fundamental limitation for all hyperconverged solutions.
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Figure 3 Hyperconverged S2D deployment type - nodes provide shared storage and Hyper-V hosting

Common to both converged and hyperconverged deployment types, S2D relies on Remote
Direct Memory Access (RDMA) networking for storage (East-West) traffic inside the cluster.
The two main implementations of RDMA that can be used for S2D are RDMA over Converged
Ethernet version 2 (RoCEv2) and iWarp. Which implementation is chosen is primarily a
personal preference. The key difference, in terms of the S2D deployment process, is that a
RoCE implementation requires configuration of the network switches (if used) to enable Data
Center Bridging (DCB), while iWARP does not require any special network switch
configuration.



Solution configuration

8

Configuring the converged and hyperconverged S2D deployment types is essentially
identical. In this section, we begin by discussing, in general, the components used in our lab
environment for the various deployment scenarios that are covered in this document. Next, in
“General hardware preparation” on page 13, general installation and configuration steps
required for all deployment scenarios, such as firmware updating, and OS installation and
configuration are addressed. In the section “Deployment scenarios” on page 25, each of the
deployment scenarios listed below are described in detail. Any special considerations, such
as network cable diagrams and switch configuration are covered for each scenario.

Based on customer feedback, we have found a few key deployment scenarios to be the most
widely adopted. The deployment scenarios covered in this document are based on the
number of nodes contained in the Azure Stack HCI cluster, the number and type of network
interfaces provided by each node, and whether or not a network switch is used for storage
traffic. In addition, the steps required to deploy Azure Stack HCI depend on whether RDMA is
implemented via ROCE using Mellanox NICs or via iWarp using Intel EB10 NICs.

The deployment scenarios addressed in this document include the following:

— Two or more nodes using the RoCE implementation of RDMA (includes details for
using one or two dual-port NICs in each node of the cluster)

— Two or three nodes using RoCE, direct-connected (no switch for storage traffic)

— Two or more nodes using the iIWARP implementation of RDMA (includes details for
using one or two dual-port NICs in each node of the cluster)

— Two or three nodes using iIWARP, direct-connected (no switch for storage traffic)

The following components and information are relevant to the lab environment used to
develop this guide. This solution consists of two key components, a high-throughput network
infrastructure and a storage-dense high-performance server farm. Each of these components
are described in further detail below. The examples and diagrams shown in this document are
based on a Lenovo ThinkAgile MX solution using the ThinkSystem SR650 V1 rack server.

For details regarding Lenovo systems and components that have been certified for use with
Azure Stack HCI, please refer to the Lenovo Press documents shown here.

To view or download the document Lenovo Certified Configurations for Azure Stack HCI - V1
Servers, refer to the following URL:

https://lenovopress.com/1p0866

To view or download the document Lenovo Certified Configurations for Azure Stack HCI - V2
Servers, refer to the following URL:

https://lenovopress.com/1pl1520

These guides provide the latest details related to certification of Lenovo systems and
components under the Microsoft Azure Stack HCI Program. Deploying Azure Stack HCI
certified configurations takes the guesswork out of system configuration. You can rest
assured that purchasing a ThinkAgile MX Certified Node or Appliance will provide a solid
foundation with minimal obstacles along the way. These configurations are certified by
Lenovo and validated by Microsoft for out-of-the-box optimization.
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Note: It is strongly recommended to build S2D solutions based on Azure Stack HCI
certified configurations and components. Deploying certified configurations ensures the
highest levels of support from both Lenovo and Microsoft. The easiest way to ensure that
configurations have been certified is to purchase Lenovo ThinkAgile MX solutions.

For more information about the Microsoft Azure Stack HCI program, see the following URL:

https://docs.microsoft.com/en-us/windows-server/azure-stack-hci

Network infrastructure

The host network requirements for an HCI cluster are expressed by Microsoft based on the
intended purpose of the network traffic type. Microsoft defines the following three traffic
classifications:

Management traffic: Traffic to or from outside the local cluster. For example, storage
replica traffic or traffic used by the administrator for management of the cluster like
Remote Desktop, Windows Admin Center, Active Directory, etc.

Compute traffic: Traffic originating from or destined to a virtual machine.

Storage traffic: Traffic using Server Message Block (SMB), including SMB-based live
migration. This traffic is layer-2 traffic and is not routable.

Using a network adapter outside of its qualified traffic type is not supported. For more
information, refer to the following Microsoft article:

https://learn.microsoft.com/en-us/azure-stack/hci/concepts/host-network-requirements

For 2- or 3-node clusters, it is possible to build a high-performance Azure Stack HCI solution
without using network switches for East-West storage traffic inside the Azure Stack HCI
cluster. In these solutions, the Mellanox (for RoCE configurations) or Intel E810 (for iWARP
configurations) NICs are connected directly to each other, eliminating the need for a
high-speed network switch architecture. This is particularly useful in small Remote Office /
Branch Office (ROBO) environments or anywhere a small cluster would satisfy the need for
high-performance storage. The sections “RoCE: 2-4 nodes, direct-connected” on page 46
and “iIWARP: 2-4 nodes, direct-connected” on page 74 discuss these deployment scenarios
in detail.

To build the Azure Stack HCI solutions described in this document that use a network switch
for storage traffic, we used a pair of Lenovo ThinkSystem NE2572 RackSwitch network
switches (Lenovo network switches are no longer available), which are connected to each
node via 25GbE Direct Attach Copper (DAC) cables.

Note: We provide examples throughout this document that are based on deployments in
our lab. Details related to IP subnetting, VLAN numbering, and similar environment-based
parameters are shown for information purposes only. These types of parameters should be
modified based on the requirements of your network environment.

For the deployment scenarios identified as “direct-connected,” no network switch is required
to handle RDMA-based traffic. The only switches required in these scenarios is for
North-South traffic between the Azure Stack HCI cluster and the organization’s intranet. Note
that in this case, the network adapter used for North-South traffic must support both
management and compute traffic, since there is no other connection between the HCI cluster
and the outside world. Microsoft certification requirements are different for these two network
traffic types, so make sure to choose an appropriate network adapter for this connectivity.
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LOM ports in Lenovo V1 rack servers are based on the Intel x722 adapter, which is certified
to carry management and compute traffic, as shown in Figure 4.
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Figure 4 Microsoft HCI catalog showing Intel X722 network adapter certifications
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To build the Azure Stack HCI solutions on which this document is based, we used between
two and four Lenovo ThinkAgile MX Certified Nodes based on the ThinkSystem SR650 rack
servers, equipped with multiple storage devices. Supported storage devices include HDD,
SSD, and NVMe media types. A four-node cluster is the minimum configuration required to
harness the failover capability of losing any two nodes, while sixteen nodes is the maximum
number of nodes supported by Microsoft.

Memory configurations: Although many memory configurations are possible and
supported, we highly recommend that you choose a balanced memory configuration. For
more information, see one of the following Lenovo Press white papers:

For Lenovo ThinkSystem V1 servers, refer to Balanced Memory Configurations with
Second-Generation Intel Xeon Scalable Processors at the following URL:

https://lenovopress.com/1p1089.pdf

For Lenovo ThinkSystem V2 servers, refer to Balanced Memory Configurations for
2-Socket Servers with 3rd-Gen Intel Xeon Scalable Processors at the following URL:

https://lenovopress.com/1pl517._pdf

Use of RAID controllers: Microsoft does not support any RAID controller attached to the
storage devices used by Azure Stack HCI, regardless of a controller’s ability to support
“pass-through” or JBOD mode. As a result, the ThinkSystem 430-16i SAS/SATA HBAs are
used in this solution. The ThinkSystem M.2 Mirroring Enablement Kit is used only for dual
M.2 boot drives and has nothing to do with S2D functionality.

Lenovo has worked closely with Microsoft for many years to ensure our products perform
smoothly and reliably with Microsoft operating systems and software. Our customers can
leverage the benefits of our partnership with Microsoft by deploying Lenovo certified
configurations for Microsoft Azure Stack HCI, which have been certified under the Microsoft
Azure Stack HCI Program.
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Deploying Lenovo ThinkAgile MX Certified Nodes for Azure Stack HCI solutions takes the
guesswork out of system configuration. For details regarding Azure Stack HCI certified
configurations for Azure Stack HCI, refer to the Lenovo Press documents shown below.

To view or download the document Lenovo Certified Configurations for Azure Stack HCI - V1
Servers, refer to the following URL:

https://lenovopress.com/1p0866

To view or download the document Lenovo Certified Configurations for Azure Stack HCI - V2
Servers, refer to the following URL:

https://lenovopress.com/1pl1520

Overview of installation tasks

This document specifically addresses the deployment of Storage Spaces Direct
hyperconverged solutions. Although nearly all configuration steps presented apply to
converged solutions as well, there are a few differences between these two deployment
types. We have included notes regarding steps that do not apply to a converged solution.
These notes are also included as comments in the PowerShell scripts shown.

A number of tasks need to be performed in order to configure this solution. If completed in a
stepwise fashion, this is not a difficult endeavor. The high-level steps described in the
remaining sections of this paper are as follows:

1. “General hardware preparation”

— “Prepare servers and storage” on page 13
— ‘“Install operating system” on page 22
— ‘“Install Windows Server roles and features” on page 23

2. “Deployment scenarios” on page 25

— "RoCE: 2-16 nodes with network switches” on page 25
— "RoCE: 2-4 nodes, direct-connected” on page 46

— “IWARP: 2-16 nodes with network switches” on page 56
— “IWARP: 2-4 nodes, direct-connected” on page 74

3. “Create failover cluster” on page 84

— “Perform Windows Update and join AD domain” on page 84
— “Cluster validation and creation” on page 84
— “Cluster file share witness” on page 85

4. “Enable and configure Storage Spaces Direct” on page 87

— “Verify RDMA functionality” on page 87
— “Create virtual disks” on page 90

5. “Cluster set creation” on page 93
— “Introduction to cluster sets” on page 93
— “Create the cluster set” on page 94

Figure 5 shows a process flow diagram that illustrates how to use this document to deploy
any of the scenarios discussed.

11


https://lenovopress.com/lp0866
https://lenovopress.com/lp0866

General Hardware
Preparation

RoCE
2-16 Nodes

1or2NICs
per Node?

Configure
Network Switches
for RoCE

Configure
Network Switches
for RoCE

(One Switch Port
to each Node)

(Two Switch Ports
to each Node)

Connect Servers

Connect Servers
to Switches

to Switches

(One connection

(Two connections
to each Switch)

to each Switch)

Configure
Networking
Parameters on
Nodes

Deployment
Scenario?

RoCE
2 or 3 Nodes
Direct-Connected

iWARP
2 or 3 Nodes
Direct-Connected

Connect Servers

Connect Servers
to Each Other

to Each Other

Configure
Networking
Parameters on
Nodes

Configure
Networking
Parameters on
Nodes

iWARP
2-16 Nodes

1or2NICs
per Node?

Configure

Configure
Network Switches

Network Switches

(One Switch Port

(Two Switch Ports
to each Node)

to each Node)

Connect Servers

Connect Servers
to Switches

to Switches

(One connection

(Two connections
to each Switch)

to each Switch)

Configure
Networking
Parameters on
Nodes

Solution
Performance
Optimization

Create
Failover Cluster

Enable and
Configure
Storage Spaces
Direct

Create Cluster Set

Figure 5 Process flow diagram illustrating flow through this document

12

Microsoft Storage Spaces Direct (S2D) Deployment Guide




General hardware preparation

Several configuration steps must be followed for all servers that will become nodes in the
Azure Stack HCI cluster, regardless of which deployment scenario is desired. These steps
include updating system firmware, as well as installing and configuring the operating system.

Prepare servers and storage

In this section, we describe the steps associated with preparing the physical servers and
storage devices, which includes updating system firmware and configuring the RAID
subsystem for the boot drive in the server nodes.

Update system firmware according to Best Recipe
For Lenovo ThinkAgile MX Certified Nodes, ensure that the latest Best Recipe firmware and

device driver versions are running on all nodes. For information regarding the current
ThinkAgile MX Best Recipe, refer to the following URL:

https://datacentersupport. lenovo.com/us/en/solutions/HT507406

To simplify the process of downloading all firmware and device driver update packages for a
given ThinkAgile MX Best Recipe, a single zip archive that includes all packages is available
from the ThinkAgile MX Updates Repository site, which can be found at the following URL:

https://thinkagile. lenovo.com/mx

Lenovo offers multiple tools for updating firmware and device drivers on the nodes, including
the Lenovo XClarity™ Integrator for Microsoft Windows Admin Center (LXCI for WAC),
Lenovo XClarity Administrator (LXCA), Lenovo XClarity Provisioning Manager (LXPM), and
Lenovo XClarity Essentials OneCLI. Since there are multiple benefits associated with using
LXCI for WAC or LXCA to manage an Azure Stack HCI cluster, we recommend using one of
these tools to update system firmware on the cluster nodes.

LXCI for WAC provides IT administrators with a smooth and seamless experience in
managing Lenovo servers. IT administrators can manage Azure Stack HCI clusters as well as
Lenovo ThinkAgile MX appliances and certified nodes for Microsoft Azure Stack HCI through
the LXCI snap-ins integrated into WAC's cluster creation and Cluster-Aware Update (CAU)
functions. Of particular interest is the ability of this tool to recognize and apply firmware and
device driver updates based on the current ThinkAgile MX Best Recipe. For more information
about LXCI for WAC, see the following URL:

https://support. lenovo.com/us/en/solutions/ht507549

LXCA is a centralized resource management solution that is aimed at reducing complexity,
speeding response, and enhancing the availability of Lenovo server systems and solutions.
LXCA provides agent-free hardware management for our servers, storage, network switches,
hyperconverged and ThinkAgile solutions. LXCA can be used to monitor Azure Stack HCI
clusters as well as Lenovo ThinkAgile MX appliances and certified nodes for Microsoft Azure
Stack HCI, as well as to maintain firmware compliance with a published Best Recipe. For
more information about LXCA, see the Lenovo XClarity Administrator Product Guide at the
following URL:

https://lenovopress.com/tips1200-lenovo-xclarity-administrator
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Configure M.2 boot drive

We recommend using a dual M.2 boot drive configuration for OS boot, since this allows all
other storage devices to become part of the S2D shared storage pool. Alternatively, you can
use a pair of devices attached to a RAID adapter for OS boot. If doing so, make sure to create
a RAID-1 mirror using the correct two devices. There are multiple ways to configure the M.2
Mirroring Enablement Kit, including System Setup (graphical or text-based), LXCA, OneCLl,
and the XCC browser interface. The following steps use the XCC browser interface to
configure a RAID-1 array for the operating system on the M.2 devices via the ThinkSystem
M.2 Mirroring Enablement Kit:

1. Log in to the XCC browser interface on the server.
2. In the left navigation pane, select Server Configuration > RAID Setup.

Clarity Controller ! ThinkSystem SR650  System name S2D-Node01 <% Expot & USERD Q@ 843PM =
ﬁ Home Array Configuration Storage Inventory 0

B Events

@ Please be careful with RAID Setup while OS is running. Incorrect operations might cause data lost. Enable edit mode

E Inventory

M utilization Controller 1: ThinkSystem M.2 with Mirroring
Enablement Kit (0 virtual disk created)

E Remote Console

2 Firmware Update

a Server Configuration

Adapiers

Boot Options
Power Policy

RAID Setup

Server Properties

BMC Configuration

Figure 6 XCC browser interface with RAID Setup selected

3. Select the link to Enable edit mode.
4. For Controller 1, click the + Create Virtual Disk box.
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Clarity Controller

A Home

B Events

= Inventory

Utilization

Remote Console

Firmware Update

Server Configuration

Adapters

Boot Options

Power Policy

RAID Setup

! ThinkSystem SR650

Array Configuration

3. 'n edit mode

System name:52D-Node01

<% Export

Storage Inveniory

& USERD (® 845PM =

o

Change to read-only mode

Controller 1: ThinkSystem M.2 with Mirroring

Enablement Kit (0 virtual disk created)

+

Create Virtual
i

Controller Actions

Figure 7 XCC browser interface showing Create Virtual Disk option for M.2 drives

5. On the Select Disk Drive/Disk Array page, select RAID 1 from the Select RAID level

dropdown list.

Clarity Controller

Home:
Events

= Inventory
Utilization
Remote Console
Firmware Update
Server Configuration
Adaptiers
Boot Options
Power Policy
RAID Setup

Server Properties

BMC Configuration

! ThinkSystem SR650

° Select Disk Drive/Disk Array

Get started:

Create new virtual disk on a new disk array
Select RAID level
Unconfigured good drives
Disk Drive - Type o
M2-0 SATA

mz-1 SATA

System name:S2D-Mode01

2 Create Virtual Disk 2

a minimum of 2 drive(s) for RAID 1. (*)

Selected disk drives:

Capacity - Role

Add member >

Add hot spare  »

Disk Drive

480GB

480GB

4 Remove

«; Export & USERD (@ 848Pm =

Summary

Capacity

Cancel

Figure 8 XCC browser interface while specifying M.2 drives to form a RAID-1 virtual disk

6. In the Unconfigured good drives list, select both M.2 drives and then click Add member.
7. With both M.2 drives moved to the Selected disk drives list on the right, click Next.
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Clarity-Controller

A Home

B Events

= Inventory
Utilization
Remote Console

2 Firmware Update

£n Server Configuration
Adapters
Boot Options
Power Policy
RAID Setup

Server Properties

BMC Configuration

! ThinkSystem SR650

o Select Disk Drive/Disk Array

System name:S2D-Node01

o Create Virtual Disk

< Export & USERID (@ 8:49PM

3 Summary

By default 1 virtual disk will be created with all the available capacity. You can change the capacity if need create multiple virtual disks.

Virtual Disk :

Name ‘Capacity

VD_1 44703 GB
< Back

Strip Size RAID Level Actions
32K RAID 1

Cancel

Figure 9 XVV browser interface during configuration of RAID-1 boot device

8. If you would like to give the virtual disk a name, click the pencil icon.

In the edit window that appears, change the Virtual Disk Name to something meaningful,
like “Boot,” click Apply and then click Next.

Clarity Controller

ﬁ Home

B Events

= Inventory
Utilization
Remote Console

2 Firmware Update
Server Configuration
Adapters
Boot Options
Power Policy
RAID Setup

Server Properties

BMC Configuration

! ThinkSystem SR650

o Select Disk Drive/Disk Array

System name:S2D-Node01

o Create Virtual Disk

= Export & USERD (@ 850PM

3 Summary

By default 1 virtual disk will be created with all the available capacity. You can change the capacity if need create multiple virtual disks.

Virtual Disk

C
Name apacity

vD_1 44703 GB

Strip Size RAID Level Actions

.

32K RAID 1 Id

Edit Virtual Disk

Virtual Disk Name:

Capacity: 7.03 Q m 110 Policy:

Strip Size: 32K -~ Access Policy.

Read Palicy: o Read Ahead - Drive Cache:

Default Write Palicy: Default Initialization
Cancel

Read Write

< Back

Cancel

Figure 10 XCC browser interface with M.2 boot drive configured

10.Verify that all looks good and then click Start Creating.
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Clarity Controller

ﬁ Home

B Events

= Inventory
Utilization
Remote Console
Firmware Update
Server Configuration
Adapters
Boot Options
Power Policy
RAID Setup

Server Properties

BMC Configuration

Figure 11 XCC browser interface with virtual disk ready for creation

! ThinkSystem SR650  System name:S2D-Node01

t Disk Drive/Dis

Review the summary and go back if you need to make corrections.

Disk array
RAID Level RAID 1
Humber of 2
drives
Hot spare 0

Total capacity 447.03 GB

Free capacity 0 GB

New Virtual Disks

Boot 44703 GB

< Back

< Expot & USERD (@ 851PM =

e Summary

Cancel

11.After several seconds, the new virtual disk is shown. To protect this virtual disk, select
Change to read-only mode.

Clarity Controller

Home:
Events

= Inventory
Utilization
Remote Console
Firmware Update
Server Configuration
Adaptiers
Boot Options
Power Policy
RAID Setup

Server Properties

BMC Configuration

Figure 12 XCC browser interface with M.2 RAID-1 boot drive created

! ThinkSystem SR650  System name:S2D-Node01

Array Configuration  Siorage Inveniory

§. In edit mode

Controller 1: ThinkSystem M.2 with Mirrering
Enablement Kit (1 virtual disk created)

«; Export & USERD (@ 852PM =

Controller Actions «

Virtual Disk 1: Boot
Optimal

447.069GB

t

Disk Aney 0,RAID 1

The mirrored M.2 boot disk is now ready for use. Leave all remaining storage devices (which
are connected to an HBA) as unconfigured. They will be managed directly by the operating

system when the time comes to create the storage pool.
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LOM and OCP network ports

The terms “LOM” and “OCP” are used throughout this document when referring to a
particular type of network port used in Lenovo V1 and V2 rack servers. LOM ports are LAN
On Motherboard network ports that might be present in V1 servers, depending on the system
configuration. For V1 servers, only certain Intel network adapters are available, which have
not been certified to carry East-West (storage) traffic. Therefore, LOM ports can only be used
for North-South (management and compute) traffic. For this reason, LOM ports are often
disabled before deploying an Azure Stack HCI cluster on Lenovo V1 servers.

OCP ports are similar, but are available from multiple manufacturers for Lenovo V2 rack
servers. The Open Compute Project (OCP) NIC 3.0 specification provides the foundation for
this high-density network adapter form factor. For Lenovo V2 rack servers, multiple network
adapters that comply with the OCP form factor standard are available, including the Mellanox
ConnectX-6 (for RoCEv2 implementations) and Intel E810 (for iWARP scenarios) network
adapters.

Regardless of the network adapter type (LOM, OCP, or PCle), make sure to verify that it is
certified for the use you intend to have it perform. See “Network infrastructure” on page 9 for
more information on the three traffic types (management, compute, and storage) defined by
Microsoft for HCI clusters.

Figure 13 shows the placement of LOM/OCP ports in Lenovo ThinkSystem SR650 V1 and V2
rack servers as well as an example of a PCle network adapter location. Although LOM and
OCP ports are always located in the lower left corner at the rear of the server, a PCle network
adapter can be placed in various PCle slots. There is no operational or functional difference
between the OCP and PCle version of a given network adapter. Many customers order the
OCP version of a network adapter in order to save a PCle slot in the server for other options.

SR650 V1 rack server

=IO
. H GBS B 00

LOM Ports

OCP NIC Ports PCle NIC Ports

Figure 13 Placement of LOM/OCP ports in Lenovo ThinkSystem SR650 V1 and V2 rack servers
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Configure system settings
We need to change a couple of system settings to optimize system performance and also to
ensure that unneeded network interfaces do not cause any issues with cluster validation and

creation later.

Operating Mode

The system Operating Mode should be changed to Maximum Performance to optimize
system performance for its intended role as an Azure Stack HCI cluster node. To modify this
system setting, follow these steps:

1. Reboot the server if necessary and enter the UEFI menu screen by pressing the F1 key
when prompted at the bottom of the screen.

a. If using the graphical system setup, navigate to UEFI Setup > System Settings and
then select Operating Modes. Ensure that Choose Operating Mode is set to
Maximum Performance. Once this setting change has been made, click the Save icon
on the right, and then click Back to return to the System Settings screen. Proceed with

Step 2 below.

@ H 0241818 0seRD & Acive Users(1)

Orower  ®media [ Recording B Keyboard @ vouse L 1 Screen Mode

Clarity

. s P ThinkSyst SR650 -[7X06CTO1WW]-
Provisioning Manager s ' '

{ Exit UEFI Setup &«
Choose Operating Mode v 1 Back
System Information - )
v
System Settings B
v Save
Date and Time
v
L0

Figure 14 Graphical System Settings screen with Operating Mode set to Maximum Performance

b. If using the text-based system setup, navigate to System Settings > Operating
Modes. Ensure that Choose Operating Mode is set to Maximum Performance. If it is
not, press Enter and use the arrow keys to select “Maximum Performance” before
pressing Enter again. Once the setting change has been made, press the Esc key to
return to the System Settings screen, and then proceed with Step 2 below.
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Figure 15 Text-based System Settings screen with Operating Mode set to Maximum Performance

2. Once the Operating Mode has been set to Maximum Performance, continue with the next
steps to disable unneeded LOM ports if necessary. See “LOM and OCP network ports” on
page 18 for a brief discussion regarding these types of network adapter ports. If no LOM
ports are available in the nodes, exit System Setup, saving any changes made and reboot
the system. Then proceed with Windows Server installation in “Install operating system”
on page 22.

Disable unneeded LOM ports in UEFI (V1 servers)

In order to avoid issues later with cluster validation and creation later, it is a good idea to
disable any network interfaces that will not be used in the solution. For Lenovo ThinkSystem
SR630 V1 and SR650 V1 servers, this typically includes LOM ports. See “LOM and OCP
network ports” on page 18 for an overview of the similarities and differences between LOM
ports in V1 servers and OCP ports in V2 servers.

The network interface for the “IBM USB Remote NDIS Network Device” that shows up after
installing device drivers should be disabled, but from the OS - it should not be disabled in
UEFI. More information is available about this device in each of the deployment scenarios.

For V1 servers, unused LOM ports should be disabled in UEFI so they are not visible to the
OS. To disable unneeded LOM ports in UEFI, follow these steps:

1. From the System Setup screen, follow the instructions below based on whether you are
using the graphical or text-based system setup.

a. If using the graphical system setup, in the main System Settings pane, navigate to
Devices and I/O Ports > Enable/Disable Onboard Device(s) and scroll to the bottom
of the device list.
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b. Disable either Onboard LOM to disable all LOM ports, or disable each unneeded port
individually, as necessary. Once this setting change has been made, click the Save
icon on the right, and then click Exit UEFI Setup to reboot the system.

() Power @ Media 2] Recording BH Keyboard 9 mouse L 1 Screen Mode

Clarity
s ThinkSystem SR650 -[7X06CTO1WW] - & © @ =
Provisioning Manager il [ :

{ Exit UEFI Setup <-
slot 6 IDisabIe v Back
System Information
slot 7 IEnable v
System Settings : B
slot8 IEnahIe v Save
Date and Time
Onboard LAN |Disab|a | v
Start Options : @
NVMe Bay 8 IEnabIe v Discard
Boot Manager
NVMe Bay 9 1Enahle v
BMC Settings ﬂ
NVMe Bay 10 IEnabIr v Default
System Event Logs
NVMe Bay 11 IEnable v

User Security

I J
l d
I |
[ B

Figure 16 Graphical System Settings screen showing options for disabling LOM ports in UEFI

c. If using the text-based system setup, from the System Settings page, navigate to
Devices and I/O Ports > Enable/Disable Onboard Device(s). Ensure that unneeded
LOM ports are disabled. All LOM ports can be disabled at once by disabling Onboard
LAN, or each individual LOM port can be disabled as necessary. Once this setting
change has been made, press the Esc key repeatedly until prompted to save the new
settings. Press the ‘Y’ key to save the settings and reboot the system.
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Figure 17 Text-based System Settings screen showing options for disabling LOM ports in UEFI

2. Once all system setting changes have been made, exit System Setup, saving changes

when prompted. The system will reboot.

Install operating system

ThinkSystem rack servers feature an advanced Baseboard Management Controller (BMC)
called the “XClarity Controller” (XCC) to provide remote out-of-band management, including
remote control and remote virtual media. You can install Windows Server from a variety of
sources. Some examples include:

Remote ISO media mount via the XCC

Bootable USB media with the installation content
Installation DVD

Windows Deployment Services

Select the source that is appropriate for your situation. The following steps describe the
installation:

1.

With the method of OS installation selected, power the server on to begin the installation
process for the OS.

Select the appropriate language pack, correct input device, and the geography, then select
the desired OS edition, Desktop Experience (GUI) or Server Core, if necessary.

. Select the virtual disk connected to the ThinkSystem M.2 Mirroring Enablement Kit as the

target on which to install Windows Server.

Follow the prompts to complete installation of the OS.

22 Microsoft Storage Spaces Direct (S2D) Deployment Guide




Install device drivers

It is critical to check the current ThinkAgile MX Best Recipe web page at the following URL to
determine the exact versions of device drivers that have been certified for use by Azure Stack
HCI:

https://datacentersupport. lenovo.com/us/en/solutions/HT507406

For any device driver that does not match the version shown in the latest ThinkAgile MX Best
Recipe, download and run the EXE version of the device driver installer on each system that
will become an Azure Stack HCI cluster node. Note that for HCI OS the EXE must be
launched from the command line.

To simplify the process of downloading all firmware and device driver update packages for a
given ThinkAgile MX Best Recipe, a single zip archive that includes all packages is available
from the ThinkAgile MX Updates Repository site, which can be found at the following URL:

https://thinkagile. lenovo.com/mx

Install Windows Server roles and features

Several Windows Server roles and features are used by this solution. It makes sense to install
them all at the same time, then perform specific configuration tasks later. To make this
installation quick and easy, use the PowerShell script shown in Example 1.

Example 1 PowerShell script to install necessary server roles and features

Install-WindowsFeature -Name File-Services

Install-WindowsFeature -Name Data-Center-Bridging # Optional for Intel E810 NICs
Install-WindowsFeature -Name Failover-Clustering -IncludeManagementTools
Install-WindowsFeature -Name Hyper-V -IncludeManagementTools -Restart

Note: It is a good idea to install the Hyper-V role on all nodes even if you plan to implement
the converged solution. Although you may not regularly use the storage cluster to host
VMs, if the Hyper-V role is installed, you will have the option to deploy an occasional VM if
the need arises.

Once the server has rebooted, check the status of all the required roles and features by using
the PowerShell script shown in Example 2.

Example 2 PowerShell script to check status of all required roles and features

Get-WindowsFeature | ? installstate -eq installed | ? name -Like *File*
Get-WindowsFeature | ? installstate -eq installed | ? name -Like *Cluster*
Get-WindowsFeature | ? installstate -eq installed | ? name -Like Hyper-v*
Get-WindowsFeature | ? installstate -eq installed | ? name -Like *Bridging*

The returned output should be as shown in Example 3, with all roles and features shown as
“Installed.”

Example 3 Expected status of required roles and features

Display Name Name Install State
[X] File and Storage Services FileAndStorage-Services Installed
[X] File and iSCSI Services File-Services Installed

[X] File Server FS-FileServer Instal led

[X] Failover Clustering Failover-Clustering Installed
[X] Failover Clustering Tools RSAT-Clustering Installed
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[X] Failover Cluster Management Tools RSAT-Clustering-Mgmt Installed

[X] Failover Cluster Module for Windows ... RSAT-Clustering-Powe... Installed
[X] Hyper-V Hyper-V Installed
[X] Hyper-V GUI Management Tools Hyper-V-Tools Installed
[X] Hyper-V Module for Windows PowerShell  Hyper-V-PowerShell Installed
[X] Data Center Bridging Data-Center-Bridging Installed

With the Windows Server roles and features installed on all systems that will become cluster
nodes, we turn our attention to the particular deployment scenario that makes the most sense
for the situation to be addressed. Figure 18 contains a portion of the process flow diagram
from Figure 5 on page 12, showing this first decision point.

Deployment
Scenario?

RoCE iWARP
2 or 3 Nodes 2 or 3 Nodes
Direct-Connected Direct-Connected

Figure 18 Portion of this document s process flow showing scenario decision point
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Deployment scenarios

This section contains multiple Azure Stack HCI deployment scenarios, which are based on
the following variables:

— ROCE (Mellanox NICs) vs. iWARP (Intel EB10 NICs) implementation of RDMA
— Number of nodes to be included in the Azure Stack HCI cluster
— Whether the nodes are direct-connected to each other

The RoCE specification requires specific capabilities and settings to be implemented on the
network switches, including DCB, ETS, and PFC. The Lenovo switches mentioned in this
document are fully compliant with these requirements and are extremely easy to configure.

For each scenario, the steps to deploy an Azure Stack 