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Abstract

Windows Server 2016 includes a number new features that will be useful to IT managers and
nested virtualization is one of them. This new feature makes it possible to create virtual
machines inside virtual machines running on one physical server. This feature is particularly
useful in cloud environments.

In this paper we describe how to enable and use this feature on Lenovo servers using
Windows Server 2016 Technical Preview 4 (TP4). We provide the step-by-step instructions
on how to create a virtual machine inside a Hyper-V virtual machine.

This paper is aimed at IT specialists and IT managers wanting to understand more about the
new features of Windows Server 2016.

At Lenovo Press, we bring together experts to produce technical publications around topics of
importance to you, providing information and best practices for using Lenovo products and
solutions to solve IT challenges.

See a list of our most recent publications at the Lenovo Press web site:

http://Tenovopress.com

Do you have the latest version? We update our papers from time to time, so check
whether you have the latest version of this document by clicking the Check for Updates
button on the front page of the PDF. Pressing this button will take you to a web page that
will tell you if you are reading the latest version of the document and give you a link to the
latest if needed. While you're there, you can also sign up to get notified via email whenever
we make an update.
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Introduction

Nested virtualization is a new feature of Windows Server 2016 that enables users to run
virtualization inside a virtualized environment. It is similar in concept to the VMware ESXi
feature with the same name. With this new feature, you can create and run a Hyper-V virtual
machine (VM) inside a Hyper-V guest environment.

In our lab we used Windows Server 2016 Technical Preview 4 (TP4) and we evaluated the
new feature on these Lenovo® servers:

» ThinkServer® TD340
» ThinkServer RD650
» System x3650 M5

The configuration of the TD340 was as follows:

CPU: Intel Xeon E5-2470 v2 processor
Memory: 32 GB DDR3 memory
Storage: 500 GB SATA HDD

NIC: Intel 1350-T4 Ethernet adapter

vyvyyy

The objective of our testing was to create a a guest operating system three-levels deep using
Hyper-V; that is, a guest VM within a guest VM within a guest VM.

Hyper-V virtualization

Server virtualization enables users to run multiple operating systems on a single physical
machine as virtual machines. This function can consolidate workloads of underutilized server
machines into a smaller number of fully utilized machines.

Hyper-V requires hardware virtualization support (such as Intel VT-x and AMD-V) to run
virtual machines. However, the hypervisor has previously hidden this capability from guest
VMs which prevents guest VM from running Hyper-V server role among other hypervisors.
For example, in Windows Server 2012 R2, the Hyper-V role cannot be installed in a Hyper-V
guest OS.

In Windows Server 2016 TP4 however, Microsoft provides PowerShell scripts to enable
virtualization within hosted Windows Server 2016 VMs.

The following two diagrams illustrate the architectural differences between Hyper-V VMs and
Hyper-V Nested VMs. Figure 1 on page 4 represents Hyper-V without nesting. The Hyper-V
hypervisor takes full control of the hardware virtualization extensions, and does not expose
them to the guest operating systems.
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Figure 1 Hyper-V without nested VMs

In contrast, Figure 2 represents Hyper-V with nesting. In this case, Hyper-V exposes the
hardware virtualization extensions to its virtual machines. With nesting enabled, a guest
virtual machine can install its own hypervisor and run its own guest VMs.

Guest Hypervisor Virtualization support
your choice

Guest Hypervisor

' Using physical
Host Hypervisor virtualization

Physical system with virtualization support

Figure 2 Hyper-V with nested virtual machines

Creating a nested virtual machine

The steps to configure Hyper-V and create nested virtual machines are as follows:
1. Install Windows Server 2016 TP4 on the host, as well as the Hyper-V feature role.

2. Create a first layer of VM named VM1. Be sure to provision enough resources for VM1 as
subsequent layers of virtualization will require some of these resources as well. In our
tests we kept the default selections of 24 GB of memory and 320 GB of storage. As
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Windows Server 2016 TP4 is installed in each layer of VM, keep 8 GB of memory and 60
GB of disk for each layer of VM.

a. Inthe New Virtual Machine Wizard, choose Generation 2 in the “Specify Generation”
setting, as shown in Figure 3

M New Virtual Machine Wizard X
rk*! Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location (O Generation 1

Spedfy Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides

5 virtual hardware which has been available in all previous versions of Hyper-v.
Assign Memory

Configure Networking (®) Generation 2

Gunnect Virtual Hard Disk This virtual machine_ generation provides _support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.
Installation Opti
BRI 1, Once a virtual machine has been created, you cannot change its generation.

Summary

Figure 3 Specify generation

b. Assign 24 GB of memory to first layer of VM. Ensure that Use Dynamic Memory for
this virtual machine is not selected. See Figure 4.

im0 New Virtual Machine Wizard x

f*'[ Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 29364 MB. To improve performance, specify more than the minimum amount recommended
for the operating system.

EeabGeuea i | Startup memory: 24575 | MB I

Configure Networking

Specify Name and Location

[] Use Dynamic Memary for this virtual machine.

. . nﬁn When you dedde how much memory to assign to a virtual machine, consider how you intend to
TR P TR ~ use the virtual machine and the operating system that it will run.
Installation Options

Summary

Figure 4 Assign memory

c. Assign 320 GB of HDD to the first layer of VM, as shown in Figure 5.

im0 New Virtual Machine Wizard x

f*'[ Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
Frmsh e e storage now or configure it later by modifying the virtual machine’s properties.
Spedify Generation (® Create a virtual hard disk

e Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking Mame: 1.vhdx| |
Connect Virtual Hard Disk Location: |C: Wsers\Public\Documents\Hyper-virtual Hard Disks\, | Browse. ..
Installation Options
| Sze: | 320| 6B (Maximum: 64 TE) I
Summary

Figure 5 Create a virtual hard disk



d. Assign physical server’s Ethernet controller (1350 NIC in our example) to the vSwitch
between host and VM, Figure 6.

M New Virtual Machine Wizard x

r*lr Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
virtual switch, or it can remain disconnected.

Specify Name and Location
Specify Generation Connection: | I350 NIC ~ I

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Installation Options

Figure 6 Configure networking

3. Install Windows Server 2016 TP4 on the VM you just created, VM1. If you attempt to
directly install the Hyper-V role in VM1, you may meet with the following error, Figure 7.

Hyper-V cannot be installed: the processor does not have required
virtualization capabilities

You will see this message because, by default, the hypervisor hides hardware
virtualization support capability from guest VMs. The next steps are to use the PowerShell
scripts to enable virtualization support capability for guest VMs.

| &
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server. Click OK to select different features, o V'rtuah_‘Ed
that operates in an
n environment. This
Validation G multiple operating
Results eously.
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Hyper-V cannot be installed: The processor does not have required virtualization
capabilities.
1age

Figure 7 Error installing the Hyper-V server role

4. Shut down VM1,
5. Download the two PowerShell scripts as follows:
— Enable-NestedVM.ps1
This script is used to enable virtualization support within a VM.
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https://raw.githubusercontent.com/Microsoft/Virtualization-Documentation/mas
ter/hyperv-tools/Nested/Enable-NestedVm.psl

— Get-NestedVirtStatus.ps1

This script is used to get status of nested virtualization and to verify that nested
virtualization is supported.

https://raw.githubusercontent.com/Microsoft/Virtualization-Documentation/mas
ter/hyperv-tools/Nested/Get-NestedVirtStatus.psl

Use the following command syntax to download them:
Invoke-WebRequest Tink_address -OutFile ~/filename.psl
For example for the first script:

Invoke-WebRequest https://raw.githubusercontent.com/Microsoft/Virtualization-
Documentation/master/hyperv-tools/Nested/Enable-NestedVm.psl -OutFile
~/Enable-NestedVm.ps1”

Tip: We recommend you use the Invoke-WebRequest command to download the
scripts rather than using your browser’s Save As functionality. Using the command will
ensure the script is downloaded without any character conversions.

. Use the PowerShell scripts to verify support and to enable support of nested virtualization.

To know whether the physical system supports nested virtualization or not, Microsoft
provides Get-NestedVirtStatus.ps1 to check support status. This is an easier way to
validate support rather than reviewing the processor specifications.

a. Open PowerShell as Administrator

b. Change to the folder where you downloaded the scripts

c. lssue the following command to check the status:
.\Get-NestedVirtStatus.psl

Figure 8 on page 8 shows that our lab system, the ThinkServer TD340, supports
nested virtualization, but VM1 currently does not support it.


https://raw.githubusercontent.com/Microsoft/Virtualization-Documentation/master/hyperv-tools/Nested/Enable-NestedVm.ps1
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https://raw.githubusercontent.com/Microsoft/Virtualization-Documentation/master/hyperv-tools/Nested/Get-NestedVirtStatus.ps1
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Figure 8 Output of the Get-NestedVirtStatus command

d. Issue the following command to enable virtualization of VM1:
.\Enable-NestedVm.psl -Vmname "VM1"
The output of this command is shown in Figure 9.

EN Chusers\snytst\Enable-NestedVm.ps1(Elevated) - [m} *

ng tor vml 1n order to enable nesting:
enabled
ofing

Figure 9 Output of the Enable-NestedVm command

e. To check status again, issue the following command:
.\Get-NestedVirtStatus.psl

The status changes to YES as shown in Figure 10 on page 9. This will enable you to
install the Hyper-V feature role in VM1.
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EN Chusers\snytst\Get-NestedVirtStatus.ps1 (Elevated)
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Figure 10 Checking the status after enabling nested virtualization

7. In the settings for VM1, change the setting Automatic Stop Action to Turn off the virtual
machine. We are doing this to avoid problems associated with nesting as indicated in the
warning message displayed in Figure 9 on page 8.

8. Boot VM1 again and enable the Hyper-V server role into the virtual machine. This time,
you should not see the same error you did in step 3 on page 6.

9. From within VM1, create a virtual machine named VM2. Provision 16 GB of memory to
VM2, Figure 11.
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Figure 11 Assigning memory to VM2

10.Provision 120 GB of disk to VM2, Figure 12 on page 10.
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Figure 12 Configuring a disk to VM2

11. Select Microsoft Hyper-V network adapter - virtual switch to VM2 as VM2 vSwitch as
shown in Figure 13.

ol
o

File Action Media Clipboard View Help

S O@OO NP B c

E' File Action View Help
Recycle Bin =] $| ¥ | H

53 Hyper-V Ma==: [
gj TD240y] & Mew Virtual Machine Wizard

%AI Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to u
virtual switch, or it can remain disconnected.

Specify Mame and Location
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Configure Networking
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Figure 13 Configuring networking in VM2

12.Copy Windows Server 2016 TP4 ISO image and the two PowerShell scripts to VM1, and
install Windows Server 2016 TP4 into VM2. We used the ISO image as the source files to
install the operating system.

13.In Figure 14 on page 11, you can see that VM2 is a guest of VM1 and VM1 is a guest on
the physical server.
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Figure 14 Two levels of nesting Windows Server 2016

14.To enable nesting inside VM2, shut down VM2 and run the PowerShell scripts. We ran
Enable-NestedVM.ps1 in VM1 to enable virtualization support of VM2. The command is:

.\Enable-NestedVm.psl -Vmname "VM2"
The output of the command is shown in Figure 15.
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Figure 15 Running Enable-NestedVM in VM1 to enable nesting support in VM2

15. Verify that nesting has been enabled using the Get-NestedVirtStatus command in VM1 as
shown in Figure 16 on page 12. The command is:

.\Get-NestedVirtStatus.psl

"
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Figure 16 Verifying the status of nested virtualization in VM2

Now that nested virtualization has been enabled in VM2, we can enable the Hyper-V
role and install Windows in a new virtual machine.

16.As we did in step 7 on page 9, In the settings for VM2, change the setting Automatic Stop
Action to Turn off the virtual machine.

17.Boot to VM2 and enable the Hyper-V feature role in VM2.

18.Create the third-level VM named VMS3. Provision 8 GB of memory and 60 GB of disk.

19.Copy Windows Server 2016 TP4 ISO image to VM2 and install Windows Server 2016 TP4
into VM3.

As we show in Figure 17 on page 13, we now have 3 levels of embedded virtual machines,
confirming that the nested virtualization feature is functioning correctly.
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Figure 17 Nested virtualization to three levels

Summary

Nested virtualization in Windows Server 2016 beings a new usage scenario for virtualization
with Hyper-V that will be particularly useful in cloud installations. This paper describes how to
enable the feature on Lenovo servers.

For more information on nested virtualization, see this following articles:

» Nested Virtualization

https://msdn.microsoft.com/en-us/virtualization/hyperv_on_windows/user_guide/ne
sting

» Windows Insider Preview: Nested Virtualization

http://blogs.technet.com/b/virtualization/archive/2015/10/13/windows-insider-pr
eview-nested-virtualization.aspx

» Welcome To Hyper-V Nested Virtualization

http://blogs.msdn.com/b/msgulfcommunity/archive/2015/10/14/welcome-to-hyper-v-n
ested-virtualization.aspx
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Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult

your local Lenovo representative for information on the products and services currently available in your area.
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U.S.A.
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LENOVO PROVIDES THIS PUBLICATION “AS I1IS” WITHOUT WARRANTY OF ANY KIND, EITHER
EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
NON-INFRINGEMENT, MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some
jurisdictions do not allow disclaimer of express or implied warranties in certain transactions, therefore, this
statement may not apply to you.
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The products described in this document are not intended for use in implantation or other life support
applications where malfunction may result in injury or death to persons. The information contained in this
document does not affect or change Lenovo product specifications or warranties. Nothing in this document
shall operate as an express or implied license or indemnity under the intellectual property rights of Lenovo or
third parties. All information contained in this document was obtained in specific environments and is
presented as an illustration. The result obtained in other operating environments may vary.

Lenovo may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in
any manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this Lenovo product, and use of those Web sites is at your own risk.

Any performance data contained herein was determined in a controlled environment. Therefore, the result
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.
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Trademarks

Lenovo, the Lenovo logo, and For Those Who Do are trademarks or registered trademarks of Lenovo in the
United States, other countries, or both. These and other Lenovo trademarked terms are marked on their first
occurrence in this information with the appropriate symbol (® or ™), indicating US registered or common law
trademarks owned by Lenovo at the time this information was published. Such trademarks may also be
registered or common law trademarks in other countries. A current list of Lenovo trademarks is available on
the Web at http://www.lenovo.com/legal/copytrade.html.

The following terms are trademarks of Lenovo in the United States, other countries, or both:
Lenovo® Lenovo(logo)® ThinkServer®
The following terms are trademarks of other companies:

Intel, Intel Xeon, and the Intel logo are trademarks or registered trademarks of Intel Corporation or its
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