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Abstract

Trusted Platform Module (TPM 2.0) is an international standard for a secure cryptoprocessor,
which is a dedicated microcontroller designed to secure hardware through integrated
cryptographic keys. From laptops to desktops to servers, TPM 2.0 chips are found in most of
today's computers. Currently, TPM 2.0 chips are also available on Lenovo® ThinkSystem™
servers as well as most of the Lenovo System x, ThinkServer, and Flex System product
families.

This document presents a briefly technical overview of the TPM 2.0 and describes how to
configure and use TPM 2.0 in VMware vSphere 6.7 on Lenovo servers. This document is
intended for IT administrators who are familiar with TPM 2.0 and VMware ESXi 6.7 and
vCenter 6.7.

At Lenovo Press, we bring together experts to produce technical publications around topics of
importance to you, providing information and best practices for using Lenovo products and
solutions to solve IT challenges.

See a list of our most recent publications at the Lenovo Press web site:

http://Tenovopress.com

Do you have the latest version? We update our papers from time to time, so check
whether you have the latest version of this document by clicking the Check for Updates
button on the front page of the PDF. Pressing this button will take you to a web page that
will tell you if you are reading the latest version of the document and give you a link to the
latest if needed. While you're there, you can also sign up to get notified via email whenever
we make an update.
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Introduction

Trusted Platform Module (TPM 2.0) is a standard secure microprocessor that can securely
store artifacts used to authenticate the platform. TPM 2.0 is designed to offer comprehensive
protections based on hardware roots of trust and also offer the flexibility for industry
implementations across a broad range of platforms including servers, desktops, embedded
systems, mobile devices and network equipment. TPM 2.0 devices are now available from
many vendors. Lenovo servers currently offer the Nuvoton TPM and Nationz TPM.

The goal for TPM 2.0 is to replace the TPM 1.2 standard because of various limitations in
TPM1.2. Note that TPM 2.0 and TPM 1.2 are two entirely different implementations and there
is no backwards compatibility.

Architecture overview

TPM 2.0 has introduced many new concepts and features, including crypto-agility, easier
management, a more flexible authorization model, and better extensibility.

Figure 1 shows the overall architecture of the TPM 2.0 and the functional units required for its
operation.
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Figure 1 TPM 2.0 architectural overview
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Software stack

The TPM 2.0 software stack provides an APl that allows applications and the operating
system to use the TPM. It is developed to be compliant with the most recent TCG v1.38

specification and compatible with any TPM 2.0 implementation.

Figure 2 shows the overview of TPM 2 software stack.
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Figure 2 TPM 2.0 software stack

TPM 2.0 support

TPM 2.0 supports a variety of algorithm as shown in Table 1.

Table 1 TPM 2.0 supported cryptographic algorithms

Algorithm type Algorithm name TPM 2.0
Asymmetric RSA 1024 Yes
RSA 2048 Yes
ECC P256 Yes
ECC P256 Yes
Symmetric AES 128 Yes
AES 256 No
Hash SHA-1 Yes
SHA-2 256 Yes
HMAC SHA-1 Yes
SHA-2 256 Yes
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TPM 2.0 supports a variety Hierarchy, Root keys, Authorization and NV RAM specifications
as shown in Table 2.

Table 2 TPM 2.0 supported Hierarchy, Root Keys, Authorization and NV RAM

Specification TPM 2.0

Hierarchy Support platform, storage and endorsement

Root Keys Support multiple keys and algorithms per hierarchy

Authorization Support password, HMAC, and policy (which covers HMAC, PCR, locality,
and physical presence).

NV RAM Support unstructured data, Counter, Bitmap, Extend

Dependency and version compatibility

Intel Trusted Execution Technology (Intel TXT) make use of TPM to strengthen security of
system. This section introduces the dependency of Intel TXT, TPM 2.0 and UEFI Secure Boot
and also introduces which vSphere versions support these security technologies.

Intel TXT and UEFI Secure Boot

Intel Trusted Execution Technology (Intel TXT) is computer hardware technology that uses a
TPM and cryptographic techniques to provide measurements of software and platform
components so that the system software and management applications may use those
measurements to make trust decisions. TPM is a dependency of Intel TXT, because the TPM
is where TXT will store the measurements of the platform.

Unified Extensible Firmware Interface (UEFI) is a replacement for the traditional BIOS
firmware that has its roots in the original IBM PC. In UEFI parlance, Secure Boot is a protocol
of the UEFI firmware and this capability is designed to ensure that boot loaders are not
compromised by validating their digital signature against a digital certificate in the firmware.

UEFI Secure Boot is a prerequisite for TPM 2.0 support in vSphere ESXi 6.7 and later.

Version compatibility in vSphere
vSphere support is as follows:

» Starting with vSphere 6.7 U1, TPM 2.0 and Intel TXT are fully supported together.

» vSphere 6.7 base supports TPM 2.0, however 6.7 base does not use Intel TXT in
conjunction with TPM 2.0. Intel TXT is not used and the setting in UEFI for Intel TXT is
ignored.

» vSphere 6.5 and earlier ignores the TPM 2.0 hardware and ignores any attempt to enable
and use Intel TXT trusted boot.

Table 3 shows the vSphere versions and TPM/Intel TXT/Secure Boot support matrix.

Table 3 vSphere version and TPM/TXT/Secure Boot support matrix

vSphere version TPM/Intel TXT options | Is UEFI Secure Boot required?
vSphere 6.0 to vSphere 6.5 TPM 1.2 with Intel TXT No
vSphere 6.7 base TPM 1.2 with Intel TXT No

TPM 2.0 Yes




vSphere version TPM/Intel TXT options | Is UEFI Secure Boot required?

vSphere 6.7 U1 or later TPM 1.2 with Intel TXT No

TPM 2.0 Yes

TPM 2.0 with Intel TXT Yes

Configuring and using TPM 2.0 in vSphere 6.7

This section describes the steps how to configure TPM 2.0 for use with vSphere 6.7.

In order to use TPM 2.0, the vCenter Server environment must meet the following
requirements:

>

>

>

vCenter Server 6.7 or newer version.

ESXi 6.7 or newer version host with TPM 2.0 chip installed and correctly configured in
UEFI.

UEFI Secure Boot enabled.

Server UEFI settings
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Correctly configuring the TPM 2.0 chip in the UEFI setting involves ensuring a number of
settings are correct. The following are steps for configuring UEFI.

1.
2.
3.

Select UEFI Mode as System Boot Mode.
Enable UEFI Secure Boot.
Make sure that TPM 2.0 chip is installed and shown in UEFI setting.

The TPM 2.0 is set to use SHA-256 hashing and use the IS/FIFO (First-In, First-Out)
interface by default on Lenovo servers. VMware vSphere requires TPM 2.0 is set to use
SHA-256 hashing and use the IS/FIFO interface, so you may need to manually set it on
other vendor servers.

Enable Intel TXT if you want to use Intel TXT function with TPM 2.0. In order for Intel TXT
to function properly the following are prerequisites:

— Intel Xeon processor-based server platform with Intel TXT Enabled UEFI.

— Intel Virtualization Technology (Intel VT) must be enabled.

— Intel Virtualization Technology with Directed I/O (Intel VT-d) must be enabled.
— A Trusted Platform Module (TPM1.2/TPM 2.0) must be enabled and activated.

— A ThinkSystem server or another server where Intel SINIT authenticated code module
(ACM) is installed and enabled in UEFI.

— A hypervisor that supports trusted boot (t-boot). VMware vSphere ESXi6.7 is one of
the hypervisor that support trusted boot.

A Technical Introduction to the Use of Trusted Platform Module 2.0 with VMware vSphere 6.7




Configuration procedures

The following are steps for configuring and using TPM 2.0 in vSphere 6.7 U1 on a
ThinkSystem SR630 server.

1. Power on the Lenovo server and press F1 when prompted to enter System Setup,
Figure 3.
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Figure 3 Press F1 to enter System Setup

2. Select UEFI Mode as System Boot Mode in UEFI Setting.

a. On the System Configuration and Boot Management page, choose Boot Manager —
Boot Modes — System Boot Mode,

b. Set System Boot Mode to UEFI Mode as shown in Figure 4 on page 8.



Boot Modes

Figure 4 Boot Modes page on Lenovo ThinkSystem SR630 server

3. Assert Physical Presence as follows:

Tip: Secure Boot Settings and Secure Boot Policy are modifiable when Physical
Presence is asserted. Physical Presence is a form of authorization to perform certain
security functions. Asserted means being authorized. So we need to make sure that
hardware Physical Presence is asserted before we can enable Secure Boot.

a. Login to the XClarity Controller web interface

b. Click BMC Configuration — Security — Assert Physical Presence. Figure 5 on
page 9 appears.

c. Click the Assert button and click Apply to assert Physical Presence.
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Figure 5 Assert physical presence

4. Enable UEFI Secure Boot in UEFI settings as follows:
a. In System Setup, navigate to the System Configuration and Boot Management page.
b. Select System Settings — Security — Secure Boot Configuration.
c. Enable secure boot setting as shown in Figure 6.

when "Physical
nd

to default in Setup Utility.

y Policy]

Figure 6 Secure Boot settings

5. Enable TPM 2.0 in UEFI, as follows:
a. In System Setup, navigate to the System Configuration and Boot Management page

b. Select System Settings — Security — Trusted Platform Module — Update to
TPM2.0 compliant, toggling to TPM 2.0. See Figure 7 on page 10
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Trusted Platform Module

to TPM1.2 compliant

Figure 7 TPM page in System Setup

c. Select TPM 2.0 as shown and press Enter to display the TPM 2.0 page, where you can
view the TPM vendor, TPM firmware version, and TPM physical presence status, as
shown in Figure 8. You can also clear all TPM data from this page.

Trusted Platform Module(TPM 2.0)

TPM2 Operation

Figure 8 TPM 2.0 details

6. Enable Intel TXT if you want to use Intel TXT function together with TPM 2.0, as follows:

a. In System Setup, select System Settings — Processors

b. Select Trusted Execution Technology and press Enter to enable the function, as shown
in Figure 9 on page 11

Tip: Intel Virtualization Technology (Intel VT) and Intel Virtualization Technology with
Directed I/O (Intel VT-d) have already been enabled by default on Lenovo servers
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Figure 9 Enable Intel TXT

7. install VMware ESXi on the server
8. Deploy vCenter

9. Boot into the ESXi host and run the following command to confirm that Secure Boot is
enabled.

~# /usr/1ib/vmware/secureboot/bin/secureBoot.py -c
~# [usr/1ib/vmware/secureboot/bin/secureBoot.py -s

Figure 10 shows the output of the commands. The -c parameter checks whether Secure
Boot can be enabled or not, and the -s parameter displays the current status of Secure
Boot.

[root@localhost:™] /usr/1ib/vmware/secureboot/bin/secureBoot.py -c
Secure boot can be enabled: A1l vib signatures verified. A1l tardisks
validated. A1l acceptance Tevels validated

[root@localhost:™] /usr/1ib/vmware/secureboot/bin/secureBoot.py -s
EnabTed

Figure 10 Output of secureBoot check

10.Run the following command to check present status and version of the TPM chip.

~# vsish -e get /hardware/tpm/present
~# vsish -e get /hardware/tpm/version
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Figure 11 shows the output of TPM check command. The output of 1 means the TPM chip
is present in the system. The output of 2 means the version is TPM 2.0.

[root@localhost:™] vsish -e get /hardware/tpm/present
1
[root@localhost:™] vsish -e get /hardware/tpm/version
2

Figure 11 Output of TPM chip present and version

11.Run the following command to check the status of trustedboot.
~# esxcli hardware trustedboot get

Figure 12 shows the output of trustedboot check command for ESXi 6.7 GA build when
Intel TXT is enabled. ESXi 6.7 GA (base) does not support Intel TXT work together with
TPM 2.0, so the output of Drtm Enabled: falsein ESXi 6.7 GA is expected.

[root@localhost:™~] esxcli hardware trustedboot get
Drtm Enabled: false
Tpm Present: true

Figure 12 Output of trustedboot status in ESXi 6.7 GA

Figure 13 shows the output of trustedboot check command for ESXi6.7 U1 and newer
version when Intel TXT is enabled. ESXi 6.7 U1 adds support Intel TXT work together with
TPM 2.0, so it shows Drtm Enabled: true.

[root@localhost:™~] esxcli hardware trustedboot get
Drtm Enabled: true
Tpm Present: true

Figure 13 Output of trustedboot status in ESXi 6.7 U1

12.Run the following commands to check TPM driver:

~ # vmkload mod -1 |grep tpm
~ # zcat /var/log/boot.gz | grep -i -E "tpm"

Figure 14 shows the output of the command vmkload_mod -1 |grep tpm:

[root@localhost:~] vmkload_mod -1 |grep tpm
tpmdriver 2 120

Figure 14 The output of check TPM driver

Figure 15 on page 13 shows the output of the command zcat /var/log/boot.gz | grep
-i -E "tpm". The highlighted text in the figure is the portion of the output that you should
check for the TPM driver.

12 A Technical Introduction to the Use of Trusted Platform Module 2.0 with VMware vSphere 6.7



[root@localhost:™] zcat /var/log/boot.gz | grep -i -E "tpm"

VMB: 183: TPM I0 address found is unset, using default 0xfed40000

VMB: 603: TPM is in FIFO mode.

VMB: 1596: Initialization of TPM 2 impl done.

VMB: 89: injectPMemSratEntries = FALSE

TSC: 897038 cpul:1)BootConfig: 806: injectPMemSratEntries = FALSE

ACPI: TPM2 Oxa6e2db60 00034 (v03 LENOVO THINKSYS 00000100 01000013)

0:00:00:04.809 cpu0:2097152)VMKAcpi: 390: \_SB_.TPM_: found VMKAPI-capable ACPI PNP Device.
0:00:00:04.815 cpu0:2097152)Device: 1466: Registered device: 0x43053b8b1410 \_SB_.TPM_
hO7NTN1003x08MSFT0101 (parent=0x2a9343053b8b16a4)

0:00:00:04.815 cpu0:2097152) VMKAcpi: 699: \_SB_.TPM_: registered VMKAPI-capable ACPI PNP Device
(hO7NTN1003x08MSFT0101) .

0:00:00:04.834 cpu0:2097152)TPM FixedMem: start = 0xfed40000, end = Oxfed44fff, write protect = 1
2019-10-15T05:29:23.718Z cpu7:2097545)Activating Jumpstart plugin tpm.

2019-10-15T05:29:23.791Z cpul0:2098149)Loading module tpmdriver ...

2019-10-15T05:29:23.793Z cpul0:2098149)E1f: 2101: module tpmdriver has license VMware
2019-10-15T05:29:23.807Z cpul0:2098149)TPM FixedMem: start = Oxfed40000, end = Oxfed44fff, write protect
=1

2019-10-15T05:29:23.817Z cpul0:2098149)TPM FixedMem: start = Oxfed40000, end
=1

2019-10-15T05:29:23.817Z cpul0:2098149) tpmDriver: TpmDriverFindIoMemory:332: Found TPM at base:
0xfed40000

2019-10-15T05:29:23.817Z cpul0:2098149) tpmDriver: Tpm2Init:1582: Activated locality 2
2019-10-15T05:29:23.817Z cpul0:2098149) tpmDriver: Tpm2CheckInterface:603: TPM is in FIFO mode.
2019-10-15T05:29:23.828Z cpul0:2098149) tpmDriver: Tpm2Init:1596: Initialization of TPM 2 impl done.
2019-10-15T05:29:23.838Z cpul0:2098149)tpmDriver: Tpm2LogVendor:1551: Vendor ID: NTC
2019-10-15T05:29:23.881Z cpul0:2098149)tpmDriver: Tpm2ResMgr_Init:1415: TPM 2.0 Resource manager
initialized.

2019-10-15T05:29:23.923Z cpul0:2098149)Mod: 4962: Initialization of tpmdriver succeeded with module ID
78.

2019-10-15T05:29:23.923Z cpul0:2098149)tpmdriver Toaded successfully.

2019-10-15T05:29:23.931Z cpu7:2097545)Jumpstart plugin tpm activated.

[root@localhost:™]

Oxfed44fff, write protect

Figure 15 The TPM driver related log in boot.gz

The TPM driver on ESXi may fail to load and report errors with error code 0x921 or 0x98e
in vmkernel.log. This kind of issue is caused if another operating system has previously
taken ownership of the TPM. By design, TPM driver on ESXi does not overwrite the
ownership of the TPM on the server platform. To resolve this error, clear the TPM chip
data using the UEFI setting shown in Figure 8 on page 10.

Figure 16 shows the similar error code 0x921/0x98e in vmkernel.log.

[root@IMM2-6cae8b2beba5:™] 2018-05-23T15:58:32.037Z
cpul12:2100954) tpmDriver: Tpm2ResMgrProcessResponse:846: Error: TPM command
error code 0x921/0x98e

Figure 16 TPM error code 0x921/0x98e in vmkernel.log
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13.Create a datacenter and cluster on the vCenter server, and then add the ESXi server to
the vCenter server. Figure 17 shows add ESXi host to vCenter server cluster.

[} 10.24530.206 | B 2

ssigned Tag Category Deseri

Getting Started | Summary | Monitor Configure

10.245.39.206

Hypervisor, W are ESX|, 6.7.0, 10302608
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Model: Lenovo Think3ystem SRE30 -[TX33CTOINWW]-
Y MEMORY FREE: 28.78 GB
Processor Type: Intel(R} Xeon(R) Gold £240C CPU @ 2.60GHz
o Logical Processors: 72 USED: 1.58 GB CAPACITY: 31.87 GB
NICs: = STORAGE FREE: 736.33 GB
irtual Mac hines: D USED: 1.42 GB CAPACITY: T37.75 GB
State: Connected
Uptime: 6 minutes

ESXi Shell for the host has been enabled
55H for the host has been enabled

Hardware

Tags

tion

&
o

This list is empty.

5]

|

» Configuration

~ Custom Attributes
Attribute Value

AutoDeploy Ma..

Suppress Waming
Suppress Waming

il
&

Figure 17 Add ESXi host to vCenter server cluster

14.Check ESXi host attestation status as follows. The expected status is that no host TPM
attestation alarm is reported.

a.

b
c.
d

Figure 18 shows there’s no host TPM attestation alarm when TPM attestation success.

Connect to vCenter Server by using the vSphere Client.

Navigate to a Datacenter and click the Monitor tab.

Click “Issues” -> “Triggered Alarms”.

Review the host's status in the Attestation column and read the accompanying
message in the Message column:

* No host TPM attestation alarm: indicating full trust, TPM attestation success.
¢ Red host TPM attestation alarm: TPM attestation failed.

Getting Started  Summary | Monitor | Configure

| Issues | Performance | Tasks & Events | Hardware Status |

fid

All Issues Obiect

Triggered Alarms

Alarm Definitions

This list is empty.

Permissions VMs Datastores Networks Update Manager

T %how acknowledged

Figure 18 No host TPM attestation alarm
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Figure 19 shows the host TPM attestation alarm on Summary page when TPM attestation

failed.
Gefting Started | Summary | Monitor Configure Permissions VMs Datastores Networks Update Manager
............. ru rREC. wa.ot wne
Hypervisor: /hware ESAL 10 2 USED: 42.00 MHz CAPACITY. 83.35 GHz
Model: Lenovo ThinkSystem SR B3CTOINWWI-
MEMORY FREE: 20.74 GB
Processor Type:  Intel(R) Xeon(R) Gold 6240C GPU @ 2.60GHz
= = Logical Processors: 72 USED: 1.82 GB CAPACITY: 31.67 GB
MICs: 5 STORAGE FREE: 847.13 GB
Vitual Mechines: 0 USED: 2.37 GB CAPACITY: 848.50 GB
State: Connected
Uptime: 84 minutes
ESXi Shell for the host has been enabled Suppress Waming
$5H for the host has been enabled Suppress Waming
|0 Host TPM attestation alarm Acknowledge ResetTo Green
» Hardware | | » Configuration (]
~ Tags 0| | = Custom Attributes (]
Aszigned Tag Category Description Aftribute Value
This list is empty. AutoDeploy Ma...

Figure 19 TPM attestation alarm on Summary page

Figure 20 shows the host TPM attestation alarm on Triggered Alarms page when TPM
attestation failed.

Gefting Started  Summary | Monitor | Configure  Permissions VMs Datastores Networks  Update Manager

['lssues | Performance Tasks & Evenis | Hardware Status |

“ 2 on [# Show acknowledged | q, Filte -
All Issues Obiect & ity Name Triggersd Ack
e e | —

Triggered Alarms ‘ 10.245.30.206 £ Critical Host TPM attestation alarm 3M872019 2214 PM

Alarm Definitions

Figure 20 TPM attestation alarm on Triggered Alarms page

Using OneCLI to configure TPM 2.0

Lenovo XClarity™ Essentials OneCLlI is a collection of command-line utilities which can be
used to configure the server, collect service data for the server, update firmware and device
drivers, and perform power-management functions on the server. OneCLlI is especially useful
if you wish to automate certain processes. This section shows examples on how to configure
TPM 2.0-related settings using OneCLI.

You can download OneCLI from the Lenovo support site:

https://datacentersupport.lenovo.com/us/en/solutions/ht116433

The OneCLI commands to configure TPM 2.0 are as follows:
1. Assert Physical Presence and check the status of Physical Presence.
Run the following OneCLI command to assert Physical Presence:

OneCli.exe config set
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy Enable --imm
<USERID>:<PASSWORD>@<IP>

15
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Figure 21 shows an example on how to assert Physical Presence via OneCLI command.

D:\onecli>OneCli. exe config set
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy Enable --imm
USERID :PASSWORD@10.245.39.142

Invoking SET command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy=Enable
Success.

Figure 21 Assert Physical Presence via OneCLI command

Run the following OneCLI command to check the status of Physical Presence:

OneCli.exe config show
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy —imm
<USERID>:<PASSWORD>@<IP>

Figure 22 shows an example on how to check the status of Physical Presence via OneCLI
command.

D:\onecli>OneCli.exe config show
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy --imm
USERID:PASSWORD@10.245.39.142

Invoking SHOW command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
PhysicalPresencePolicyConfiguration.PhysicalPresencePolicy=Enable
Success.

Figure 22 Check status of Physical Presence via OneCLI command

2. Enable Secure Boot and check the status of Secure Boot.
Run the following OneCLI command to enable Secure Boot:

OneCli.exe config set SecureBootConfiguration.SecureBootSetting Enabled
--override --imm <USERID>:<PASSWORD>@<IP>

Figure 23 shows an example on how to enable Secure Boot via OneCLI command.

D:\onecli>0OneCli.exe config set SecureBootConfiguration.SecureBootSetting
Enabled --override --imm USERID:PASSWORD@10.245.39.142

Invoking SET command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
SecureBootConfiguration.SecureBootSetting=Enabled
Success.

Figure 23 Enable Secure Boot via OneCLI command

Run the following OneCLI command to check the status of Secure Boot:

OneCli.exe config show SecureBootConfiguration.SecureBootSetting --imm
<USERID>:<PASSWORD>@<IP>

16 A Technical Introduction to the Use of Trusted Platform Module 2.0 with VMware vSphere 6.7



Figure 24 shows an example on how to check status of Secure Boot via OneCLI
command.

D:\onecli>0neCli.exe config show SecureBootConfiguration.SecureBootSetting
--imm USERID:PASSWORD@10.245.39.142

Invoking SHOW command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
SecureBootConfiguration.SecureBootSetting=Enabled
Success.

Figure 24 Check status of Secure Boot via OneCLI command

. Update TPM 1.2 to TPM 2.0.
Run the following OneCLI command to update TPM 1.2 to TPM 2.0:

OneCli.exe config set TrustedComputingGroup.DeviceOperation "Update to TPM2.0
compliant" --override --imm <USERID>:<PASSWORD>@<IP>

Figure 25 shows an example on how to update to TPM 2.0 compliant via OneCLI
command.

D:\onec1i>0neCli. exe config set TrustedComputingGroup.DeviceOperation
"Update to TPM2.0 compliant" --override --imm USERID:PASSWORD@10.245.39.142

Invoking SET command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
TrustedComputingGroup.DeviceOperation=Update to TPM2. 0 compliant
Success.

Figure 25 Update to TPM 2.0 compliant via OneCLI command

Run the following OneCLI command to check the status of TPM device:

OneCli.exe config show TrustedComputingGroup.DeviceStatus —imm
<USERID>:<PASSWORD>@<IP>

Figure 26 shows an example on how to check the status of TPM device via OneCLI
command.

D:\onecli>0neCli.exe config show TrustedComputingGroup.DeviceStatus --imm
USERID:PASSWORD@10.245.39.142

Invoking SHOW command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
TrustedComputingGroup.DeviceStatus=TPM2.0 Device is enabled, Hardware
Physical Presence is Asserted.

Success.

Figure 26 Check status of TPM device via OneCLI command

. Run the following OneCLI command to clear TPM device:

OneCli.exe config set TrustedComputingGroup.DeviceOperation "Clear" --override
--imm <USERID>:<PASSWORD>@<IP>
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Figure 27 shows an example on how clear TPM device via OneCLI command.

D:\onecli>0neCli.exe config set TrustedComputingGroup.DeviceOperation
"Clear" --override --imm USERID:PASSWORD@10.245.39.142

Invoking SET command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
TrustedComputingGroup.DeviceOperation=Clear

Success.

Figure 27 Clear TPM device via OneCLI command

5. Enable Intel Trusted Execution Technology (TXT) and check the status of it.
Run the following OneCLI command to enable Intel TXT:

OneCli.exe config set Processors.TrustedExecutionTechnology Enable --imm
<USERID>:<PASSWORD>@<IP>

Figure 28 shows an example on how to enable Intel TXT via OneCLI command.

D:\onecli>0neCli.exe config set Processors.TrustedExecutionTechnology Enable
--imm USERID:PASSWORD@10.245.39.142

Invoking SET command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
Processors.TrustedExecutionTechnology=Enable
Success.

Figure 28 Enable Intel TXT via OneCLI command

Run the following OneCLI command to check the status of Intel TXT:

OneCli.exe config show Processors.TrustedExecutionTechnology --imm
<USERID>:<PASSWORD>@<IP>

Figure 29 shows an example on how to check the status of Intel TXT via OneCLI
command.

D:\onecli>OneCli.exe config show Processors.TrustedExecutionTechnology --imm
USERID:PASSWORD@10.245.39.142

Invoking SHOW command ...

Connected to BMC at IP address 10.245.39.142 by IPMI
Processors.TrustedExecutionTechnology=Enable
Success.

Figure 29 Check status of Intel TXT via OneCLI command
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