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Abstract

vSphere Quick Boot is an innovative feature that speeds up the upgrade process of an ESXi
server. A regular reboot involves a full power cycle that requires firmware and device
initialization. Quick Boot optimizes the reboot path to skip time-consuming hardware
initialization, saving time from the upgrade process. Lenovo® ThinkSystem™ servers support
Quick Boot starting with ESXi 7.0.

This document provides a briefly technical overview of the Quick Boot and describes how to
configure and use Quick Boot in VMware vSphere 7.0 on Lenovo ThinkSystem servers. This
document is intended for IT administrators who are familiar with VMware vSphere products.

At Lenovo Press, we bring together experts to produce technical publications around topics of
importance to you, providing information and best practices for using Lenovo products and
solutions to solve IT challenges.

See a list of our most recent publications at the Lenovo Press web site:

http://lenovopress.com

Do you have the latest version? We update our papers from time to time, so check
whether you have the latest version of this document by clicking the Check for Updates
button on the front page of the PDF. Pressing this button will take you to a web page that
will tell you if you are reading the latest version of the document and give you a link to the
latest if needed. While you're there, you can also sign up to get notified via email whenever
we make an update.

Contents

2

INtrOdUCHION . .. 3
Quick Boot Support and Hardware Compatibility Check . .. ......... ... ... ... ... .... 4
How to Use Quick Boot on Standalone Host . .......... . ... ... ... . ... . . ... ..... 8
How to use Quick Boot on vSphere Lifecycle Manager. . ......... ... ... ... ... ... .. 9
ReferenNCes. . . .. e 14
AUTNOT. . o e 14
NOtICES . . .ot e 15
Trademarks . ... e 16

Using Quick Boot in VMware ESXi 7.0 on Lenovo ThinkSystem Servers


http://lenovopress.com

Introduction

vSphere Quick Boot is a creative feature to speed up system reboot. Quick Boot restarts the
VMware ESXi hypervisor without rebooting the physical host, thus the hardware does not go
through the normal process of reboot operations such as power-on self-test (POST), loading
firmware, re-initialization of hardware resources, and reloading ACPI/SMBIOS tables. It helps
us speed up the upgrade process of an ESXi server.

Quick Boot workflow

vSphere Quick Boot feature lets us restart only the hypervisor without rebooting the physical
host. A regular reboot involves a full power cycle that requires power-on self-test (POST) and
all hardware initialization processes.

Figure 1 shows the workflow of Quick Boot.

[ Running ESXi ]
[ Stopping service J [ Starting services ]
I i
Detaching device driver J [ Device driver initialization J
l ) Quick Boot ( i
[ 08 shutdown | OS5 initialization ]

|

[ Power-on Self Test(POST), Firmware and device initialization I

T

Regular Reboot ]

Figure 1 Quick Boot workflow

Quick Boot and Regular Boot performance comparison

Quick Boot optimizes the reboot path to save time from the upgrade process. Regular boot
takes much more time to reboot when there are more PCle devices in the system. Table 1
shows a performance comparison between Quick Boot and Regular Boot on the
ThinkSystem SR650 server.

Table 1 Quick Boot and Regular Boot performance comparison

Reboot Mode Boot time (SR650)
Regular Boot 3 minutes 55 seconds
Quick Boot 1 minute 30 seconds

© Copyright Lenovo 2021. All rights reserved. 3




Quick Boot Support and Hardware Compatibility Check

Quick Boot is supported on specific set of Lenovo ThinkSystem servers running ESXi 7.0b
(build# 16324942) or later. ESXi hypervisor maintains a platform whitelist which is used to
validate the Quick Boot compatibility. Quick Boot uses the platform name exposed by
SMBIOS tables to match the server model listed in the platform whitelist.

You can verify the Quick Boot compatibility of Lenovo ThinkSystem servers using the
VMware Compatibility Guide available at the following address:

https://www.vmware.com/resources/compatibility/search.php

Filter the servers by selecting the Quick Boot feature as shown in Figure 2.

Partner Name: Features: AMD Opteron™ Generation 1
frenewrine a| [Certified Persistent Memary [PMEM) «| EMax Cores per Socket: AMD Opteron™ Generation 2
Kaga Electronics Extended Configuration Maximum |AI - AMD Opteron™ Generation 3
Klas Telecom Fault Tolerant(FT) AMD Opteron™ Generation 3 without 3DM
KNS Group LLC (Trademark YADRO) Intel Optane Persistent Memory (PMEM) | g 3 AMD Opteron™ Generation 4 -
Kontron Legscy FT =ICPU Series:
KTNF TS IO ey ilL!D EPYC 7001 Seri “ | ©Fault Tolerant Compatible Sets:
Lenovo Quick Boot i . Al -
Lynx IT-Systems GmbH ool AMD EPYC T002/7Fx2/THx2 Series i )
M . ) AMD Opteron 4o Series AMD Bullgozer Generation
agusy Total combined memory (PMEM + DRAM) R AMD Opteron™ Generation 3
Marketstar . AMD Opteron 4200 Series ) ) - -~
Trusted Platform Module (TPM) . AMD Piledriver Generation
Maxta AMD Opteron 4300 Series N i
MiDef AB UEFI Secure Boot AMD Opteron 6ixx Series + | |Intel® Haswell Generation
iIDe | |vDGA_Linux - Intel® Ivy-Bridge Generation
vDGA_Win - Intel® Nehalem Generation
Keyword:Q M Direct Path 10 |=/Posted Date Range: Intel® Penryn Generation
WM DirectPath 10 for General Purpose GF = | | All ¥ | |intel® Sandy-Bridge Generation -

Update and View Resulis Reset

Click here to Read Important Support Information

Server Device and Model Information

The detailed lists show actual vendor devices that are either physically tested or are similar to the devices tested by WMware or VMware partners. VMware provides support only for the
devices that are listed in this document.

Click on the 'Model' to view more details and to subscribe to RSS feeds.

BEookmark | Print | Export to CSV

Search Results: Your search for” Systems / Servers " refumed 5 results. Back to Top Tum Off Auto Scroll Display:
Partner Name Model CPU Series Supported Releases
Lenovo ThinkSystem SRG35 AMD EPYC ESXi 70U1 7.0
TO02/TFx2/THX2 Series
Lenovo ThinkSystem SRG650 Intel Xeon Gold 6200/5200 ESXi o0 7.0
(Cascade-Lake-

SP/Refresh) Series

Lenovo ThinkSystem SRG50 Intel Xeon Platinum 8200 ESXi 7o T.0
{Cascade-Lake-SP) Series
Lenovo ThinkSystem SRE50 Intel Xeon Silver 4200, ESXi 70U1 7.0

Eronze 3200 (Cascade-
Lake-SP/Refresh) Series

Lenovo ThinkSystem SRG655 AMD EPYC ESXi 701 T.0
TO02TFx2(THx2 Series

Figure 2 Quick Boot compatible check
Not all the servers or configurations support the Quick Boot feature. Quick Boot is supported

with a limited set of hardware platforms, drivers, and is not supported on ESXi hosts that use
TPM or passthrough devices.
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To check if your host platform is compatible with Quick Boot, you can run the following
command on the ESXi host from the shell:

~# [/usr/1ib/vmware/loadesx/bin/1oadESXCheckCompat.py

If your platform configuration meets the Quick Boot hardware and software requirements, you
will get the similar output as shown in Figure 3.

1

Figure 3 Quick Boot compatibility check on a supported platform

If your platform configuration does not meet the Quick Boot hardware and software
requirements, you will get the similar output as shown in Figure 4.

Figure 4 Quick Boot compatibility check on an unsupported platform

For more information about Quick Boot compatibility, refer to the following VMware KB article:
https://kb.vmware.com/s/article/52477

TPM must be disabled

ESXi Quick Boot requires that TPM be disabled, however there is no UEFI option to disable
TPM 2.0 on the ThinkSystem SR650 and SR630. There are two methods to disable TPM 2.0:
switch to TPM 1.2 and disable it, or use OneCLI to hide TPM 2.0.

Switch to TPM 1.2 and disable

The first method to disable TPM 2.0 is toggling the system to TPM 1.2, and then disabling the
TPM 1.2. The detailed steps are listed as follows.

Note: You can only toggle between TPM 1.2 and TPM 2.0 a total of 128 times.

1. Power on the server and press F1 when prompted to enter System Setup.
2. In System Setup, navigate to the System Configuration and Boot Management page.


https://kb.vmware.com/s/article/52477

3. Select System Settings — Security — Trusted Platform Module — Update to TPM1.2
compliant, toggling to TPM 1.2. See Figure 5.

HARNING

Figure 5 Toggling to TPM 1.2

Reboot system and press F1 to go to UEFI System Setup page again.
In System Setup, navigate to the System Configuration and Boot Management page.

Navigate to System Settings — Security — Trusted Platform Module — TPM 1.2 —
TPM Device, select Disable to disable TPM1.2 as shown in Figure 6.

sted Platform Module(TPM 1.2)

Figure 6 Disable TPM 1.2

7. Reboot the system.
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Hide TPM 2.0 from OneCLI

The second method is using Lenovo XClarity™ Essentials OneCLI to hide the TPM2.0 from
operation system. You can download OneCLI from the Lenovo Support site:

https://datacentersupport.lenovo.com/us/en/solutions/ht116433

The steps to hide and show the TPM 2.0 from the operation system are as follows:
1. Run the following OneCLI command to hide the TPM2.0 from operation system:

OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "Yes" --imm
<USERID>:<PASSWORD>@<IP> --override

Figure 7 shows an example on how to hide the TPM 2.0 from the operation system.

—-imm USERID:F

Figure 7 Hide TPM from OS via OneCLI command

2. Reboot the system.
3. Access ESXi via SSH and run the following command to check if TPM 2.0 is present.

~# vsish -e get /hardware/tpm/present

Figure 8 shows TPM 2.0 is not present in ESXi.

Figure 8 TPM 2.0 is not present in ESXi

If you later want to show TPM 2.0 feature again, perform the following steps to show the TPM
2.0 in ESXi:

1. Run the following OneCLI command to show the TPM2.0 in ESXi.

OneCli.exe config set TrustedComputingGroup.HideTPMfrom0S "No" --imm
<USERID>:<PASSWORD>Q<IP> --override

Figure 9 shows an example on how to show TPM2.0 from operation system.

override

Figure 9 Show TPM from OS via OneCLI command

2. Reboot the system.


https://datacentersupport.lenovo.com/us/en/solutions/ht116433

3. Access ESXi via SSH and run the following command to check if TPM2.0 is present.

~# vsish -e get /hardware/tpm/present
Figure 10 shows TPM 2.0 is present in ESXi.

Figure 10 TPM 2.0 is present in ESXi

How to Use Quick Boot on Standalone Host

The following are steps for configuring and using Quick Boot in vSphere 7.0 on a standalone
ThinkSystem SR650 server.

1. Access ESXi via SSH and run the following command to check if your host platform is
compatible with Quick Boot:

~# /usr/1ib/vmware/loadesx/bin/1oadESXCheckCompat.py
The output of the command is shown in Figure 11.

Figure 11 Quick Boot compatibility check on the ThinkSystem SR650

2. Run the following command to enable Quick Boot on a standalone host as shown in
Figure 12.

~# /bin/loadESXEnable -e

The output is shown in Figure 12.

INFO: all re enabled.

Figure 12 Enable Quick Boot

3. Run the following command to prepare Quick Boot as shown in Figure 13.
~# [usr/1ib/vmware/loadesx/bin/1oadESX.py
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The output is shown in Figure 13.

VE

Figure 13 Prepare for Quick Boot

4. Graceful reboot ESXi from ESXi shell or Direct Console User Interface (DCUI).

You will now see the host is performing Quick Boot to only restart the hypervisor without
rebooting the physical host. Quick Boot/var/log/loadESX.log contains events related to
restarting an ESXi host through Quick Boot.

How to use Quick Boot on vSphere Lifecycle Manager

vSphere Lifecycle Manager (vVLCM) is a service that runs in vCenter Server and does not
require any additional installation to use it. Upon deploying the vCenter Server appliance, the
vLCM user interface becomes automatically enabled in the HTML5-based vSphere Client.

vLCM leverages Quick Boot feature to reduce the remediation time for hosts that undergo
patch and upgrade operations. If the Quick Boot feature is enabled, vLCM skips the hardware
reboot and then the maintenance time is reduced and the risk of failures during remediation is
minimized.

The following steps list how to use Quick Boot in vLCM to upgrade ESXi from previous
version:

1. Login to vCenter Server 7.0 and go to the HTML5-based vSphere web client.

2. Create a datacenter, cluster and then add an ESXi host to the vCenter server.



3. In the vSphere web client, navigate to Menu — Lifecycle Manager — Settings —
Baselines, edit Baselines Remediation Settings to enable Quick Boot as shown in
Figure 14. Quick Boot is disabled by default.

Edit Settings for Host Remediation X

Do not change WM power state «

Leave virtual machines and virtual appliances in their current power state

Retry entering maintenance mode in case of failure

Retry Delay 5 minutes ~

Mumber of retries 3

(] Anlow installation of additional software on PXE booted hosts

C] Migrate powered off and suspended WMs to other hosts in the cluster, if a
host must enter maintenance mode

C] Disconnect removable media devices that might prevent a host from entering
maintenance mode

Enable Quick Boot

CANCEL SAVE

Figure 14 Edit Baselines Remediation Settings in vLCM

4. In the vSphere web client, navigate to Menu — Lifecycle Manager — Imported ISOs,
click IMPORT ISO to import the ESXi image as shown in Figure 15.

Import ISO X

You can import an ISO file or enter a URL.

ISO Filename or UR -
ename or URL EROWSE

CANCEL IMPORT

Figure 15 Import ESXi image in vLCM
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5. In the vSphere web client, navigate to Menu — Lifecycle Manager — Baselines, click

NEW to create a baseline for imported ESXi image as shown in Figure 16.

Create Baseline

e Name and description
1 Name and Description

Enter a name and select the baseline type.

Name ESXi7.0U1_upgrade
Description
4
Content © Uparade
() Patch
(O) Extension

CANCEL NEXT

Figure 16 Create Baseline in vLCM

6. The new created baseline will be listed in the Baseline section as shown in Figure 17.

vm vSphere Client

(= Hybrid Cloud Services

<|> Developer Center

@ Administration
Tasks
[g Events

7 Tags & Custom Attributes

< Lifecycle Manager

& Home

% Snortcuts Lifecycle Manager | actions~

[E Hosts and Clusters Image Depot Updates Imported ISOs Baselines Settings

[¥] VMs and Templates

= NEW ~

=] Storage

% Networking Baselines T Content h 4 Type T ESXi version

|j Content Libraries

“ )  ESXi7.0U1_upgrade Upgrade Custom 7.02

e Workload Management O ! i B =

[ Global Inventory Lists (0 Non-Critical Host Patches (Predefined) Patch Predefined 7.01,70,7.0"
() Critical Host Patches (Predefined) Patch Predefined

53 Policies and Profiles e

@ Auto Deploy C;- Host Security Patches (Predefined) Patch Predefined

Last Modified

3 days ago

4 days ago

4 days ago

4 days ago

Figure 17 Baselines list in vLCM
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7. In the vSphere web client, navigate to Menu — Hosts and Clusters, select an ESXi host
and navigate to Updates tab, and click ATTACH to attach a baseline which was created in
the previous step. Attach baseline to the ESXi host as shown in Figure 18.

Attach [10.245.39.207 X
E] Name T Content T
E] Mon-Critical Host Patches (Predefined) Patch
()  critical Host Patches (Predefined) Patch
E] Host Security Patches (Predefined) Patch
1 EXPORT 4 Baselines

Figure 18 Attach baseline to a ESXi host

8. Select the attached baseline and click REMEDIATE to upgrade the ESXi host as shown in
Figure 19.

Menu Vv

vm vSphere Client

fa 10.245.39.207 ACTIONS v
Summary Monitor Configure Permissions VMs Datastores Networks Updates
Hosts v .
Attached Baselines
ATTACH~ DETACH REMEDIATE
Hardware Compatibility
VMware Tools [0 | Attached Baselines v Status T Content Type ESXiversion T Last Modified R4
VM Hardware
[[] Host Security Pat redefined) 7 Unknown Patch 1hour ago
[] Critical Host Patches (Predefined) & Unknown Patch 1hour ago
L] g
+~  ESXi7.0U1_upgrade Unknown Upgrade Custom 7.02 20 minutes ago
[ ] EXPORT
Figure 19 Select baseline and remediate
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9. Under Remediation settings, double check and make sure that Quick Boot is enabled as
shown in Figure 20.

Remediate | 10.245.39.207 with ESXi7.0U1_upgrade X

v EXPORT
> Install IS0 VMware ESXi Release 7.0.2, Build 17473468
> Scheduling Options: Will remediate immediately

Remediation settings

CLOSE DIALOG AND GO TO SETTINGS
VM Power state
> Retry entering maintenance mode in case of failure

PXE Booted Hosts

m
s}
1
-1

o 10sts

VM Migration Do not migrate powered off and suspended VMs to other hosts in the cluster
Disconnect removable media devices No

Quick Boot (I)

Check host health after installation

lgnore warnings about unsupported hardware devices |:|

Figure 20 Check remediation settings

10.Click the REMEDIATE button to upgrade the ESXi host, and then the host enters into
maintenance mode and upgrade is in progress as shown in Figure 21.

Attached Basslines

a2

Figure 21 Upgrade is in progress

11. The ESXi host enters into Quick Boot cycle without rebooting hardware when the upgrade

progress finished. We can find Quick Boot related log in vmksummary.log as shown in
Figure 22.

Figure 22 Quick Boot related log
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