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Enabling Protected Processor Identification Number
(PPIN) on Lenovo ThinkSystem Servers

Planning / Implementation

Both Intel and AMD processors all have serial number assigned to them, known as the Protected Processor
Identification Number (PPIN). This number makes it easy to identify a specific CPU, which is particularly useful
in troubleshooting scenarios.

PPIN is calculated based on the physical characteristics of different chips and added in the factory using fuses
on the silicon die. Fuses are one-time programmable devices on a chip used to configure or set specific
functionalities during the chip manufacturing process. Once set, the fuses cannot be altered, ensuring PPIN
uniqueness and security within the same CPU series. However, the uniqueness of the PPIN number is only
guaranteed within the same series of CPUs. In different CPU series, PPIN numbers may be duplicated. PPIN is
unique to physical cores, logical cores on the same physical core share the same PPIN.

The algorithm developed by CPU vendors calculates a unique PPIN number based on the hardware
characteristics of the processor and other factors. Typically, the generated PPIN is linked to the processor's
unique serial number.

The software can communicate with the processor through specific instructions or interfaces and request to
obtain the PPIN number. This usually requires the operating system or application program to provide
corresponding functional interfaces. Through the specified interface, the software can read the PPIN number
from the processor.

Linux kernel version 5.18 and later introduces a new sysfs interface to acquire PPIN number. Users can acquire
PPIN by reading /sys/devices/system/cpu/cpuX/topology/ppin when enabling PPIN feature.

PPIN setup in UEFI
The PPIN feature can be enabled by following steps:

1. In System Setup (F1 at boot), enter the UEFI System Configuration and Boot Management as shown in
Figure 1:
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Figure 1. Boot Management in Lenovo System Setup

2. From the BIOS setup menu path, select System Information > AMD CBS GN > CPU Common
Options and set PPIN Opt-in to Enable to enable the PPIN feature as shown in Figure 2.
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Figure 2. PPIN feature in Lenovo System Setup

3. Save your changes and exit the UEFI System Configuration menu.

A Turn on PPIN feature

4. Once the kernel boots up, you can acquire each of processor's PPIN number by reading the kernel
sysfs interface at /sys/devices/system/cpu/cpuX/topology/ppin. Each processor has own

unique PPIN number.

Alternatively, you can acquire it via XCC/XCC2 using OneCLI commands. See the following page for

details:

https://pubs.lenovo.com/sr630-v3/enable_intel _on_demand#reading-ppin

Note: In some platform, PPIN Opt-in is hidden, it is enabled by default.
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PPIN working model in the Linux kernel

PPIN working model is shown as in Figure 3.

USER [

cat
/sys/device/system/cpu/cpu=*
/topology/ppin

Kernel init

) 4

MSR Register

Figure 3. PPIN working model

At the hardware level, when PPIN is enabled, the PPIN algorithm generates PPIN based on hardware features
and stores it in efuse. When the CPU powers on, this is directly reflected in the CPU's MSR registers.

At the kernel level, during CPU initialization, the kernel reads the values from the MSR registers and stores
PPIN into the software cpuinfo_x86 structure. The PPIN in this structure is then provided to the created sysfs
and MCE (Machine Check Error) software components.

At the user level, PPIN can be obtained through both active and passive methods. In the active method, users
can retrieve PPIN by reading /sys/device/system/cpu/cpuX/topology/ppin. In the passive method,
MCE generally adopts a passive approach. When the system detects an error, it triggers MCE and inputs PPIN
information into MCE log files. However, this paper mainly describes how to obtain PPIN using the active
method.

Support scope
The Linux kernel supports PPIN starting from Version 5.18.

All ThinkSystem servers with Intel Xeon Scalable processors or AMD EPYC processors support PPIN.
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Troubleshooting

If you cannot acquire PPIN number under the /sys/devices/system/cpu/cpuX/topology/ppin, you
can use the following steps to do troubleshooting.

1. Check kernel version
Use the command uname -a to check whether your kernel version >= 5.18. If not, upgrade kernel
please.

2. Check CPU platform
Use 1scpu command to check whether your CPU platform supports PPIN feature. For Intel platform, it
needs Xeon or later platforms to support this feature. For AMD platform, it needs EPYC or later
platforms.

3. Check whether PPIN feature is enabled
For Intel if PPIN feature is enabled, 1scpu | grep ppin hasthe intel ppin flag as shown in
Figure 4:
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Figure 4. CPU flags for Intel ppin

For AMD, if PPIN feature is enabled, 1scpu | grep ppin hasthe amd ppin flag as shown in Figure
5:
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Figure 5. CPU flags for AMD ppin
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Related product families
Product families related to this document are the following:

e Processors
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Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult your local
Lenovo representative for information on the products and services currently available in your area. Any reference to a
Lenovo product, program, or service is not intended to state or imply that only that Lenovo product, program, or service
may be used. Any functionally equivalent product, program, or service that does not infringe any Lenovo intellectual
property right may be used instead. However, it is the user's responsibility to evaluate and verify the operation of any
other product, program, or service. Lenovo may have patents or pending patent applications covering subject matter
described in this document. The furnishing of this document does not give you any license to these patents. You can
send license inquiries, in writing, to:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION "AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. Lenovo may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without
notice.

The products described in this document are not intended for use in implantation or other life support applications where
malfunction may result in injury or death to persons. The information contained in this document does not affect or
change Lenovo product specifications or warranties. Nothing in this document shall operate as an express or implied
license or indemnity under the intellectual property rights of Lenovo or third parties. All information contained in this
document was obtained in specific environments and is presented as an illustration. The result obtained in other
operating environments may vary. Lenovo may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in any manner
serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for this
Lenovo product, and use of those Web sites is at your own risk. Any performance data contained herein was determined
in a controlled environment. Therefore, the result obtained in other operating environments may vary significantly. Some
measurements may have been made on development-level systems and there is no guarantee that these
measurements will be the same on generally available systems. Furthermore, some measurements may have been
estimated through extrapolation. Actual results may vary. Users of this document should verify the applicable data for
their specific environment.

© Copyright Lenovo 2024. All rights reserved.

This document, LP1890, was created or updated on February 24, 2024.
Send us your comments in one of the following ways:

e Use the online Contact us review form found at:
https://lenovopress.lenovo.com/LP1890

e Send your comments in an e-mail to:
comments@lenovopress.com

This document is available online at https://lenovopress.lenovo.com/LP1890.
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Trademarks

Lenovo and the Lenovo logo are trademarks or registered trademarks of Lenovo in the United States, other
countries, or both. A current list of Lenovo trademarks is available on the Web at
https://www.lenovo.com/us/en/legal/copytrade/.

The following terms are trademarks of Lenovo in the United States, other countries, or both:
Lenovo®
ThinkSystem®

The following terms are trademarks of other companies:
Intel® and Xeon® are trademarks of Intel Corporation or its subsidiaries.
Linux® is the trademark of Linus Torvalds in the U.S. and other countries.

Other company, product, or service names may be trademarks or service marks of others.
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