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Introduction 
Edge computing is transforming data processing by handling data closer to its origin, reducing reliance on 

distant cloud services. This approach is crucial for scenarios requiring immediate analysis or minimal latency. 

Gartner predicts that by 2025, over 50% of data will be managed outside traditional data centers, boosting the 

edge computing market. Organizations are strategically placing workloads near data generation points to 

leverage real-time insights and avoid cloud processing delays. 

Revolutionizing Public Sector Safety with AI and Advanced Technologies 

AI is enhancing public sector safety through automated data analysis and real-time decision-making. By 

analyzing data from CCTV, social media, and public records, AI can identify crime patterns and predict 

incidents, improving efficiency and response times. Public sector organizations are also prioritizing 

cybersecurity with robust security frameworks and zero-trust models to protect sensitive data. 

The adoption of edge computing, computer vision, and IoT sensors in public safety is growing. These 

technologies, along with mobile access, smart sensors, and automated systems, are enhancing response 

times and situational awareness. 

Lenovo Edge Computing Solution with Kognition 

This document outlines Lenovo’s edge computing solution for public sector safety and security, featuring 
Kognition running on Lenovo ThinkEdge servers, SE100, and SE455 V3. The goal of this Lenovo Validated 
Design (LVD) is to evaluate Kognition’s performance across these platforms and generate data-driven sizing 
recommendations. The solution has undergone rigorous testing and comprehensive documentation to ensure 
reliability and repeatability in real-world deployments. 

This paper also provides design guidance, deployment considerations, and best practices for implementing 
Kognition-based safety and security solutions in the public sector using Lenovo infrastructure 

Intended Audience 

The intended audience for this document includes IT professionals, technical architects, sales engineers, and 

consultants. It aims to assist in the planning, designing, and implementation of public sector Kognition Safety 

and Security solutions. 
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Key Challenges and Business Value 
Key Challenges 

Public safety and security in public sector environments, especially in K–12 schools, are increasingly under 

pressure due to a combination of evolving threats, limited resources, and technological gaps. The following 

challenges illustrate the urgent need for modernized, AI-enabled security infrastructure: 

• Gun Violence and School Shootings 
The alarming rise in gun violence and active shooter incidents has made physical security a top 
priority for school districts nationwide. Traditional surveillance systems are often reactive rather than 
proactive, and many institutions lack the ability to detect threats in real time. This creates an urgent 
need for intelligent, preemptive safety systems capable of alerting officials before violence occurs. 

• Mental Health and Behavioral Threat Detection 
There is growing awareness of the connection between student mental health and campus safety. 
Undiagnosed or untreated mental health conditions can escalate into violent behavior or self-harm. 
Unfortunately, many schools are understaffed in counselors and mental health professionals, making 
it difficult to intervene early. AI-powered behavior detection and anomaly monitoring can serve as a 
digital early warning system to flag potential risks. 

• Bullying and Harassment 
Bullying—both in-person and online—remains a pervasive issue, contributing to anxiety, depression, 
and disengagement among students. While anti-bullying policies exist, enforcement is often 
inconsistent, and many incidents go unreported. Advanced video analytics can help detect bullying 
behaviors in real time, enabling faster intervention and promoting a safer school culture. 

• Cybersecurity Vulnerabilities 
With the shift toward digital learning platforms, schools are now highly vulnerable to cyber threats 
such as ransomware, phishing attacks, and data breaches. These incidents not only disrupt 
operations but also put sensitive student and staff data at risk. Schools require robust cybersecurity 
frameworks that integrate both physical and digital threat monitoring. 

• Emergency Preparedness and Incident Response 
Many schools lack comprehensive, real-time emergency response systems for active shooter events, 
medical emergencies, or natural disasters. Delays in response or communication can lead to greater 
harm. Integrated AI solutions can improve situational awareness and accelerate coordinated 
responses through automated alerts and unified dashboards. 

• Communication and Coordination Gaps 
Efficient communication during emergencies is often hindered by outdated systems and lack of 
interoperability between schools and first responders. Without a centralized platform, vital information 
can be delayed or lost during critical moments. Schools need secure, real-time communication 
systems that connect administrators, teachers, law enforcement, and emergency services. 

Sources: see appendix  
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Business value 

Kognition’s AI platform delivers measurable improvements in safety, situational awareness, and operational 
efficiency for public sector environments, particularly in schools, municipal buildings, and other civic facilities. 
By integrating and automating security infrastructure—such as surveillance cameras, access control systems, 
and IoT sensors—Kognition enables a unified, intelligent security solution that goes far beyond traditional 
video monitoring. 

The system provides real-time detection, analysis, and response capabilities that not only enhance security 
but also support broader public safety goals like emergency preparedness, threat mitigation, and facility 
optimization. 

Key value drivers include: 

• Automated Access Control 
Secure facilities by verifying identities at entry points using facial recognition or badge authentication. 
AI detects unauthorized access attempts and generates alerts, reducing dependency on manual 
monitoring. 

• Behavior & Activity Analysis 
The platform continuously analyzes live video feeds to identify unusual or suspicious behaviors, 
enabling proactive interventions before incidents escalate. This supports early detection of aggressive 
behavior, loitering, or boundary breaches. 

• Crowd Detection & Flash Mob Alerts 
Detects rapid crowd formations or volatile gatherings—such as student fights or unauthorized 
assemblies—and notifies security teams in real time to prevent escalation and maintain order. 

• Identity Verification & Watchlist Alerts 
Enhances situational awareness by verifying the identities of individuals entering facilities and cross-
checking against watchlists of banned or high-risk persons. Alerts are triggered automatically upon 
match detection. 

• Intrusion & Perimeter Violation Detection 
Detects unauthorized entries or tampering with doors, windows, or restricted areas, sending 
immediate alerts to facility or law enforcement personnel. 

• Object & Weapon Detection 
Utilizes AI to identify unattended bags, hazardous materials, or visible weapons, enabling early 
intervention and lockdown procedures where necessary. 

• Occupancy Monitoring & People Counting 
Tracks building occupancy in real-time, supporting compliance with fire codes, social distancing 
policies, and energy management. Visual dashboards provide actionable insights for administrators. 

• Emergency Response Integration (Panic Buttons & Alarms) 
Silent duress alarms can be triggered by staff through wearable devices or fixed locations. These are 
integrated with video feeds and location tracking to coordinate rapid emergency response. 
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• Environmental Hazard Detection (Smoke & Fire) 
AI models trained to detect visual cues of smoke or fire from security cameras supplement traditional 
fire alarms and provide faster visual confirmation. 

• Threat Detection & Response Automation 
When a threat is detected—such as an intruder, weapon, or known suspect—predefined response 
protocols can be triggered automatically, including lockdowns, notifications to first responders, and 
on-screen alerts in command centers. 

• Vehicle & License Plate Recognition 
Enhances security at parking lots and entry gates by automatically identifying vehicles and capturing 
license plate data. Can automate vehicle entry/exit logs and alert for unauthorized or flagged vehicles. 

By enabling real-time decision-making, automating threat detection, and unifying siloed security systems, 
Kognition delivers a future-ready safety infrastructure. When paired with Lenovo’s edge computing 
capabilities, this AI-driven platform becomes a powerful enabler of smarter, safer public spaces. 

Benefits of the Solution 

Lenovo Edge Computing and Kognition AI solutions offer a powerful, integrated approach to public sector 

safety and security. Key benefits include: 

• Edge-Optimized Performance 
Lenovo’s energy- and cost-efficient edge platforms provide the ideal foundation for Kognition’s AI 
workloads, ensuring high performance with long-term sustainability in mind. 

• Seamless Integration 
Kognition integrates easily with existing infrastructure, including cameras, access control systems, 
and IoT sensors—minimizing upgrade costs and reducing deployment disruption. 

• Real-Time Intelligence 
The system delivers real-time video analytics and object detection, generating actionable alerts for 
threats such as intrusions, unauthorized access, and environmental hazards. This enables faster 
response and proactive risk mitigation. 

• Workplace Safety Automation 
Kognition improves occupational safety by detecting and alerting for slip-and-fall incidents, perimeter 
breaches, and hazardous conditions—helping protect staff, students, and visitors. 

• Enterprise-Grade Scalability 
The joint solution supports thousands of devices across geographically distributed facilities, enabling 
organizations to scale protection as their operational footprint grows. 

• Built-In Privacy and Security Controls 
With features like data encryption, privacy masking, and customizable retention policies, the solution 
safeguards sensitive data and ensures compliance with evolving privacy regulations. Fully 
compatible with privacy laws, including CCPA and GDPR. 
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By leveraging these capabilities, public sector organizations can strengthen their safety posture, comply with 

regulatory mandates, and build smarter, more resilient environments for the future. 



9 of 47 

 

 Lenovo Validated Design: Public Sector Safety and Security Edge AI Solution  

 

Technology Overview 
This section provides a comprehensive exploration of the technologies deployed and the requirements 

addressed in public sector Kognition Safety and Security solutions. 

Functional requirements 
Kognition AI generates real-time, actionable alerts to prevent espionage, hacking, theft, disease spread, 

active threat scenarios, and other significant threats. It proactively enhances building Kognition Safety and 

Security while offering occupants enriched smart digital experiences. Leveraging AI-powered cognitive 

services, Kognition analyses data from sensors and cameras to detect patterns, forecast crowd movements, 

and identify potential bottlenecks or safety issues. This proactive data processing allows authorities to 

promptly address risks, manage crowds, and bolster overall security and safety for employees, students, and 

visitors. 

For testing we utilized several of Kognition’s use cases to thoroughly test and monitor how both Lenovo 

platform and their software handled peak loads. The use cases utilized include facial recognition, threat 

detection, behavioral analytics, object identification and watchlist. Since the system is scalable our testing 

included 1-100 concurrent streams, with the maximum number of streams varying based on system sizing. 

The purpose was to demonstrate several factors, but most notably:  

• Faster response time and alerting to potential threats  

• Efficient use of system resources  

• System preparedness and resiliency  

Hardware Requirements 
Table 1: ThinkEdge SE100 Hardware Requirements 

 

Requirements for Validation 2592x1944 (5MP) and 1920x1080 (Full HD) IP cameras  

 
 
 

 
ThinkEdge SE100 

14-Core Intel Ultra 5 Processor 

32GB TruDDR5 6400MHz CSODIMM 

8 GB NVIDIA RTX A1000  

960GB M.2 7450 PRO NVMe SSD – PCIe 4.0 ×4 
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Interoperability 

This validation is based on hosting Kognition AI applications 

on this platform. Clients can consolidate additional 

applications by virtualizing the environment. In such cases, 

an interoperability test is required to ensure that all ISV 

applications can operate seamlessly on the same platform. 

 
Performance Expectations/Threshold 

Expected utilization of 75% of shared resources (i.e - CPU, 

RAM, HD) 

 
 

Table 2: ThinkEdge SE455 V3 Hardware Requirements 
 

Requirements for Validation 1080p IP cameras (0 -100 streams) 

 
 
 
 
 

 
ThinkEdge SE455 V3 Deployment 

64 Core AMD EPYC 8004 (Hyper-thread Capable) 

256 GB of DDR4 3200 MHz RAM 

6 TB of NVMe Storage 

Qualcomm Cloud AI 100 Accelerator x 2 

4x1 GB Ethernet 

 
 

 
Interoperability 

This validation is based on hosting Kognition AI applications 

on this platform. Clients can consolidate additional 

applications by virtualizing the environment. In such cases, 

an interoperability test is required to ensure that all ISV 

applications can operate seamlessly on the same platform. 

 
Performance Expectations/Threshold 

Expected utilization of 75% of shared resources (i.e - CPU, 

RAM, HD) 
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IP Cameras 
The Kognition Safety and Security Edge solution leverages existing IP camera infrastructure within the spaces 

to enhance safety, security, operations, and retail analytics and many other use cases. Using existing 

cameras for edge AI involves leveraging the current surveillance or operational cameras within a facility to 

perform AI-driven analytics directly at the site of data collection, without needing to transmit large amounts of 

data back to a central server or cloud. The cameras utilized for testing have a resolution of 1080p, ensuring 

high-quality video capture. Additionally, the application ingests video at a rate of 10-15 frames per second 

(fps), which balances the need for real-time processing and data efficiency. This setup is particularly effective 

for real-time processing needs where low latency and immediate action are crucial. 

VMware ESXi 
VMware ESXi provides virtualization and cloud infrastructure solutions that help businesses optimize their IT 

environments. With VMware's suite of products, organizations can create virtual machines (VMs) that run 

multiple operating systems and applications on a single physical server, improving resource utilization and 

reducing costs. VMware's capabilities include cloud management, enabling integration with public and private 

clouds, and offering tools for automation, orchestration, and security. Additionally, VMware features products 

like vSphere for efficient server management, NSX for network virtualization, and vSAN for software-defined 

storage, making it a versatile solution for various IT infrastructure needs. 

Non-functional requirements  
Performance Requirements: 

• Real-time Processing: The software must ensure rapid response times to user actions and system 

requests. The goal is to minimize latency, providing near-instantaneous feedback to enhance user 

satisfaction and efficiency. Typical response time targets should be defined based on specific use 

cases and industry standards. Kognition will alert to detected threat within 3-5 seconds of the threat 

appearing on the camera. 

• Network Throughput Requirements: The software should be capable of handling high volumes of 

data transfer across the network without bottlenecks. It must efficiently manage data transmission 

rates to support seamless communication and data exchange, ensuring that the network 

infrastructure can sustain peak loads and maintain performance levels. An average HD camera 

utilizes 3-5Mbps of bandwidth, depending on frame rate and bitrate.  Software specific requirements 

will be attached to the appendix.  

Scalability Requirements: 
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• Load Scalability: The software must efficiently handle increasing loads without compromising 

performance. The system should scale horizontally to accommodate more users and data, ensuring 

consistent response times and throughput as demand grows. 

• Reliability: The software is designed to operate without failures for a specified period under normal 

conditions. It should include mechanisms for error detection and recovery to minimize downtime and 

data loss, ensuring robust and uninterrupted service. 

• Availability Requirements: The software must maintain a high level of availability, minimizing 

downtime and ensuring that the system is operational and accessible to users whenever needed. This 

includes implementing redundant systems and failover procedures to handle unexpected outages. 

• User Interface: The software must offer a user-friendly interface that is intuitive and easy to navigate. 

The design should prioritize usability, incorporating clear visuals, consistent layouts, and responsive 

elements to enhance the overall user experience and ensure efficient interaction with the system. 

Security Requirements 

Data Encryption: The software must implement robust data encryption methods to protect sensitive 

information during transmission and storage. This includes using advanced encryption standards (e.g., SSL, 

AES-256, etc.) to safeguard data integrity and confidentiality, ensuring that user data is secure from 

unauthorized access and breaches. 

Authentication: The software should provide secure authentication mechanisms to verify the identity of users 

accessing the system. This includes multi-factor authentication (MFA) and secure password policies to 

prevent unauthorized access, ensuring that only authorized users can access sensitive functions and data. 
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Design Overview 
Lenovo Validated Design Architecture 
The diagram illustrates the IT infrastructure that powers Kognition AI’s Safety and Security solutions. The 

system supports a range of advanced applications, including watchlist monitoring, threat and intrusion 

detection, crowd formation alerts, smoke and fire detection, and identification of unattended objects. 

The solution runs on Ubuntu 24.04 LTS and leverages Kubernetes and Docker for container orchestration and 

application management, ensuring flexibility and scalability across deployments. 

Deployment options include both bare metal and virtualized environments: 

• SE100, and SE455 V3 support bare metal configurations for maximum performance and direct 
hardware access. 

• SE455 V3 is used for virtualized deployments leveraging VMware, ideal for environments requiring 
workload consolidation and simplified management. 

All edge systems, SE100, and SE455 V3, are equipped with high-performance CPUs, AI accelerators, ample 

memory, and robust I/O interfaces to deliver real-time AI processing and analytics at the edge. 

 

Figure 1: Lenovo Validated Design for Public Sector Kognition Safety and Security Edge AI 



14 of 47 

 

 Lenovo Validated Design: Public Sector Safety and Security Edge AI Solution  

 

Kognition AI Architecture 

The Kognition Architecture diagram showcases a modular, scalable framework built on the Smart Building 
Domain Model, optimized for safety and security in public sector environments. Here's a breakdown of the 
architectural layers: 

• Device Interoperability Layer 
Interfaces with diverse edge devices (e.g., cameras, sensors, alarms) using standard protocols. This 
layer enables seamless data ingestion regardless of device type or vendor. 

• AI Stream Augmentation & Streaming 
Live sensor data is enhanced and prepared for analysis in real time. This includes tasks such as pre-
processing, object tagging, and metadata enrichment. 

• SPS Data Fusion Engine 
The core of the architecture, this engine consolidates multiple data streams and applies context to 
enable situational awareness. It feeds into high-level AI models for advanced interpretation. 

• High-Level Intelligence 
Machine learning and AI models interpret contextual data to detect threats, anomalies, and events 
such as crowd formation or object abandonment. 

• Decision & Actuation Layer 
Based on AI outputs, the system makes decisions (e.g., trigger an alert, initiate lockdown) and 
activates relevant physical or digital responses. 

This architecture enables real-time monitoring, automated threat detection, and intelligent decision-making, all 
at the edge, using Lenovo ThinkEdge hardware and containerized AI services.
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Figure 2: Kognition Architecture 

Component Model 
Figure 3 below illustrates the Kognition Unified Physical Security Operations & Intelligence Platform, a 

software-defined framework designed to unify and modernize physical security systems using AI, automation, 

and real-time analytics. Here's a breakdown of the architecture: 

 

Figure 3: Component Relationship Diagram 
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Apps for Safety and Security Use Cases 
The platform includes modular AI applications tailored for specific physical security scenarios: 

• Watchlist App: Tracks and monitors persons of interest. 
• Threats App: Detects and manages life safety threats such as intrusions and weapons. 
• People App: Analyzes human activity, recognizes behavior patterns, and identifies anomalies. 

 
Orchestration and Response 
This layer processes real-time inputs and drives system actions through a coordinated approach: 

• Identity Verification: Confirms the identities of individuals in monitored areas. 
• Multi-Object Tracking: Simultaneously tracks people, vehicles, or objects across multiple camera 

feeds. 
• Threat Models: AI algorithms trained to recognize suspicious behaviors and conditions. 
• Compliance Rules: Enforces predefined policies aligned with organizational or regulatory standards. 

 
AI Runtime 
The AI engine supports leading machine learning frameworks including: 

• PyTorch 
• TensorFlow 
• ONNX 

These frameworks enable rapid, on-premise inferencing and decision-making, both at the edge and in 
hybrid environments. 

 
Physical Security Data Lake 
A scalable data repository designed for fast indexing and querying of: 

• Sensor inputs 
• Identity records 
• Threat detections 
• Incident logs 

It provides robust searchability, insight generation, and support for historical analysis. 
 
Event Enrichment 
Transforms raw sensor data into actionable intelligence by layering in: 

• Contextual details (e.g., time, location) 
• Identity and asset information 
• Threat indicators 
• Risk assessments 

Enriched data enables smarter, faster responses across the entire system. 
 
OT Layer / Hardware Integration 
The platform interfaces with operational technology through a suite of adaptors: 

• PLC & SCADA Systems 
• HVAC & Lighting Controls 
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• IoT Sensors 
• Access Control Systems 
• Cameras & VMS Platforms 
• Webhook/API Connectors 

These integrations provide end-to-end visibility and situational awareness—from device-level inputs to 
executive dashboards. 

Add-On Applications 
To extend functionality, the platform supports additional modules such as: 

• Keyless Entry 
• Visitor Management 
• Audio Analytics 
• Business Intelligence Dashboards 
• Cybersecurity Monitoring 

These add-ons broaden the platform’s capabilities to meet evolving operational needs. 

Core Advantages 
The platform delivers: 

• Unlimited Scalability – Supports a vast number of devices and sensors. 
• Edge and Cloud Flexibility – Deploy anywhere, run locally or in the cloud. 
• Rapid Deployment – One-click setup accelerates time-to-value. 
• Advanced Threat Detection – Utilizes top-performing AI models. 
• Interoperability – Seamlessly integrates with legacy systems and third-party hardware. 

This unified, intelligent security framework combines AI, IoT, and video analytics to enable real-time threat 
detection and automated response—making it ideal for smart campuses, public infrastructure, and modern 
city environments. 
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Deployment Model  
The Kognition AI deployment model offers a robust, scalable, and flexible solution designed to integrate 

seamlessly into various business environments. Leveraging cutting-edge machine learning algorithms and 

advanced analytics, Kognition AI provides real-time insights and automation capabilities tailored to enhance 

operational efficiency and decision-making processes. The deployment model supports both cloud-based and 

on-premises installations, ensuring data security and compliance with industry standards. 

A key feature of the Kognition AI deployment model is its use of containerization and Kubernetes 

orchestration. By utilizing containerization, Kognition AI ensures consistent and reliable application 

performance across different environments, facilitating easier scaling and management of services. 

Kubernetes further enhances this by automating deployment, scaling, and operations of application 

containers, providing a resilient and high-availability infrastructure. 

With a focus on adaptability, Kognition AI can be customized to meet specific industry needs, from finance 

and healthcare to manufacturing and retail. Its user-friendly interface and comprehensive support services 

make the transition to AI-driven operations smooth and efficient, empowering businesses to unlock new levels 

of productivity and innovation. 

For a detailed illustration of the Kognition AI deployment model, including its architecture and workflow, 

please refer to Figure 4. 

 

Figure 4: Kognition Deployment Architecture 
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Deployment considerations 
Deploying Kognition AI requires careful planning across several key areas to ensure optimal performance and 

integration within your business environment. These considerations include systems management, compute 

nodes, networking, and storage integration. 

Systems Management 
Effective systems management is essential for maintaining the Kognition AI application. Implement robust 

monitoring and logging to track system performance and quickly identify issues. Utilize automated tools for 

updates, patches, and configurations to keep the application secure and up to date. Implement access control 

and role-based management to protect sensitive data and system integrity. Kognition runs on standard 

Ubuntu 24.04 LTS and can be managed using standard tools. Kognition also includes Prometheus monitoring 

and Grafana reports for various system level metrics. 

Server/Compute Nodes 

Deploying Kognition AI necessitates a robust infrastructure centered around ThinkEdge Servers equipped 

with accelerators. For optimal performance, the utilization of on-premises ThinkEdge servers designed for AI 

workloads is recommended. We ensured our ThinkEdge Servers are outfitted with powerful CPUs, GPUs, and 

substantial memory resources to efficiently handle intensive data processing and machine learning tasks. 

Kognition recommends using dedicated bare metal ThinkEdge servers running Ubuntu, Docker, and 

Kubernetes to achieve the highest performance 

Networking 
Networking is critical for data flow and application responsiveness in Kognition AI deployment. Use a high-

speed network infrastructure to support data transfer between application components. Implement a hybrid 

network architecture that accommodates both on-premises and cloud-based resources. Enhance network 

security with firewalls and encryption to protect data integrity and prevent unauthorized access. An average 

HD camera utilizes 2-5Mbps of bandwidth, depending on frame rate and bitrate. A 4k stream can consume 

25Mbps. Depending on the number of video streams, properly sized network switches and network interface 

cards are required. Kognition recommends a minimum of a 1Gbps network backbone. 

Storage Integration 

Efficient storage integration is essential for supporting the high-volume, real-time data processing required by 
Kognition AI. Lenovo ThinkEdge servers, the SE100, and SE455 V3, are equipped with high-performance 
NVMe-based SSDs, ensuring rapid data access and low-latency AI inferencing at the edge. 

To optimize performance and reliability, consider the following best practices: 
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• Use High-Speed Storage: Deploy NVMe SSDs for fast read/write operations, minimizing bottlenecks 
during video streaming, object detection, and event processing. 

• Enable Scalable Retention: Integrate with cloud storage platforms to retain data long-term while 
managing edge storage efficiently. 

• Implement Smart Indexing: Organize and tag data effectively to accelerate retrieval and analytics, 
especially for historical event queries. 

• Ensure Redundancy and Recovery: Establish robust backup routines and disaster recovery 
strategies to safeguard critical security footage and metadata. 

By aligning storage strategies with the performance capabilities of Lenovo ThinkEdge platforms and the 
processing demands of Kognition AI, organizations can enable resilient, high-speed, and scalable 
deployments that maximize the platform’s impact. 

Sizing Guide  
Kognition and Lenovo have collaborated to develop a comprehensive sizing guide for compute resources, 

ensuring that your deployment of Kognition AI is optimized for performance and efficiency. Proper sizing of 

compute resources is crucial to handle the demanding workloads of AI applications and to achieve the best 

possible outcomes. 

The validation used 1080p cameras, ingesting video at 10–15 fps. 

Table 1: ThinkEdge SE100, SE455 V3 Sizing Guide 

Model Size ThinkEdge Platform FPS GPU CPU RAM Storage 

S SE100 10 - 15 fps RTX A1000 14 Cores 32GB 1x 960GB 

M SE455 V3 10 - 15 fps 2x AI 100/2x NV L4 32C Epyc 128GB 3x 1.92TB 

L SE455 V3 10 - 15 fps 2x AI 100/2x NV L4 64C Epyc 256GB 3x 1.92TB 

Importance of Sizing Recommendations 
Accurate sizing recommendations are essential to ensure that your infrastructure can support the intensive 

data processing and AI inferencing tasks required by Kognition AI. By following the guidelines developed by 

Kognition and Lenovo, businesses can avoid common pitfalls such as under-provisioning, which can lead to 

performance bottlenecks, and over-provisioning, which can result in unnecessary costs. The sizing 

recommendations, outlined above should be used as a guideline for implementation. Each customer's actual 

deployments can vary based on specific requirements, in such cases sizing can be modified to accommodate 

those requirements.  
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Compute Resource Requirements 
Kognition AI applications require a robust and balanced compute environment. The sizing guide outlines 

specific requirements for CPUs, GPUs, and memory to handle various AI workloads efficiently. High-

performance CPUs are needed for general data processing, while powerful GPUs are critical for training and 

inferencing machine learning models. Adequate memory is also necessary to ensure smooth operation and 

quick access to data. 

Collaboration with Lenovo 
The partnership between Kognition and Lenovo leverages Lenovo’s expertise in hardware and infrastructure 

solutions to provide tailored recommendations for Kognition AI deployments. This collaboration ensures that 

the sizing guide is based on real-world testing and industry best practices, offering reliable and validated 

guidelines for businesses. 

By adhering to the compute resource sizing recommendations from Kognition and Lenovo, businesses can 

achieve optimal performance, scalability, and cost-efficiency in their AI deployments, ensuring that they fully 

leverage the capabilities of Kognition AI. 
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Validation Scope 
Lenovo validation design framework helps ensure that the infrastructure is optimized for AI driven Kognition 

Safety and Security applications, featuring industry-leading servers, software, networking, and storage. The 

validation scope primarily covers: 

• Speed and Reliability: The designs are engineered to allow rapid deployment of edge-optimized 

applications. This speeds up the process by reducing the research, design, and troubleshooting time 

typically required for setting up such infrastructures. 

• Customized Solutions: The architecture is designed to be flexible, allowing adaptations based on 

specific scenarios. This customization capability ensures that each deployment can meet the precise 

needs of different environments, enhancing both efficiency and effectiveness. 

• Comprehensive Testing: This design has gone through thorough testing and validation by Lenovo in 

collaboration with third-party software and hardware partners. This rigorous testing helps reduce the 

customer’s proof-of-concept time and eliminates the lengthy periods usually required to design and 

test configurations. 

The validation scope that involves Lenovo hardware and Kognition application focuses on ensuring that this 

solution meets specific performance and interoperability standards suitable for various deployment scenarios. 

Here’s a breakdown of what this involves: 

Performance Testing: 

Performance testing in this context aims to assess how well the Lenovo hardware can run software 

applications provided by Kognition under typical or extreme conditions. This testing usually includes: 

• Load Testing: Evaluating the system performance under expected and peak load conditions to 

ensure the hardware and software can handle anticipated user actions without performance 

degradation. 

• Stress Testing: Pushing the system beyond normal operational capacities to see how it handles 

extreme workload, testing the limits of system components in terms of robust handling and error 

management. 

These tests are critical to determine the practical capabilities of the hardware when running complex 

Kognition applications, ensuring that the solutions can support the necessary business processes effectively 

and efficiently. 
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Interoperability Testing: 

Interoperability testing involves verifying that Lenovo hardware effectively integrates with software from 

Kognition and that all components of the system work harmoniously together. Key aspects include: 

• Compatibility Testing: Ensuring that the software operates as expected on the Lenovo hardware 

across various systems and environments without causing conflicts or errors. 

• Integration Testing: Checking the connections between the Kognition applications and other system 

components to ensure data flows seamlessly across the platform, confirming that APIs, data formats, 

and protocols are correctly aligned. 

• Network Interoperability: Testing the performance and reliability of the network connections 

between the software applications on Lenovo hardware, particularly important for cloud-based or 

distributed systems. 

This testing is crucial to ensure that when a business implements a solution involving Lenovo hardware and 

Kognition applications, the components will function correctly together, providing a stable and reliable system. 

These tests are part of a broader validation process that aims to deliver high assurance to businesses that 

their investment in technology will yield a robust, efficient, and compatible IT environment, ready to meet their 

operational demands. 
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Test and Validation Methodology and Results 
The Kognition Safety and Security Edge solution was validated in Lenovo lab environment to ensure accuracy 

and reliability. Key variables such as camera resolution, network speed, and deployment model were carefully 

managed. The validation used 1080p cameras, ingesting video at 10-15 fps. Optimized network conditions 

ensured efficient AI-driven analytics. Use cases included person identification, threat detection, and object 

detection. 

Different use cases can impact the number of concurrent camera streams the system can handle. Variables 

such as camera types, network bandwidth, and deployment models at a customer's site may affect 

performance, influencing the system's effectiveness and responsiveness in real-world deployments. 

Methodology 

The testing methodology for the Kognition.ai application was designed to rigorously evaluate its capabilities in 

object detection, threat detection, and facial recognition. We validated the application on various servers, 

including the SE100, and SE455 V3, to ensure comprehensive coverage and accurate assessment across 

different hardware configurations. 

To simulate real-world scenarios, we used test RTSP streams that mimicked the behavior of IP camera 

streams. This approach provided a controlled yet realistic environment, ensuring our tests closely reflected 

real-world conditions. 

Our object detection tests assessed the application’s ability to accurately identify and categorize objects within 

a video stream. For threat detection, we evaluated the application’s proficiency in recognizing and flagging 

potentially dangerous situations or behaviors. The facial recognition tests focused on the application’s 

accuracy and reliability in identifying and verifying individual faces. 

By leveraging the SE100, and SE455 V3 servers, we tested the Kognition.ai application’s performance under 

various conditions and configurations. This thorough testing process validated the application’s performance, 

reliability, and scalability. 
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Validation Results 
The overall validation results assess the performance of a range of Lenovo ThinkEdge sizing models, from 

the Small SE100 and the Medium/Large SE455 V3. These hardware configurations were benchmarked under 

two distinct video analytics use cases: Watchlist/VIP and Object/People Detection. This process was 

conducted to determine the maximum supported camera capacity for each model and validate its suitability 

for demanding, real-time video processing tasks. 

Table 5 – Validation Results: 
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Implementation Guide  
Deploying Kognition AI on Lenovo ThinkEdge SE100, and SE455 V3 servers involves specific prerequisites 

and steps to ensure a smooth installation process. Each server model requires Ubuntu 24.04 LTS (Noble 

Numbat) as the base operating system, with the ThinkEdge SE455 V3 also utilizing VMware for virtualization. 

Additionally, all three systems are equipped with Qualcomm AI 100 accelerators to enhance AI performance. 

Lenovo ThinkEdge SE100  

1) Install Hardware Components: 

• RAM: Install 32GB of RAM on the Lenovo ThinkEdge SE100 

• Storage: Install 960GB of NVMe storage on the SE100. 

• Qualcomm AI 100 Accelerators: Ensure that the Qualcomm AI 100 accelerators are properly installed 

and configured to optimize AI processing capabilities. 

2) Prepare the Server: Ensure that the Lenovo ThinkEdge SE100 server is equipped with a supported 

version of Ubuntu LTS, preferably Ubuntu 24.04 LTS or Ubuntu 22.04 LTS.  

3) Remote Installation: The Kognition implementation team remotely connects to the servers via SSH to 

handle the installation. They will download and install Kognition AI directly onto the server, ensuring all 

necessary configurations are applied. 

4) Verify Installation: After installation, the implementation team will verify that Kognition AI is running 

correctly and perform any necessary initial setup or configuration. 

  

Figure 5: SE100 

Lenovo ThinkEdge SE455 V3 

1) Install Hardware Components: 

• RAM: Install 128 GB of RAM on the Lenovo ThinkEdge SE455 V3. 

• Storage: Install 6 TB of storage on the SE455 V3. 

• Qualcomm AI 100 Accelerators: Ensure that the Qualcomm AI 100 accelerators are properly installed 

and configured to optimize AI processing capabilities. 

2) Prepare the Server: Ensure that the Lenovo ThinkEdge SE455 V3 server is equipped with Ubuntu 24.04 

LTS (Noble Numbat). This version provides the stability and support needed for running Kognition AI. 
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3) Remote Installation: The Kognition implementation team remotely connects to the servers via SSH to 

handle the installation. They will download and install Kognition AI directly onto the server, ensuring all 

necessary configurations are applied. 

4) Verify Installation: After installation, the implementation team will verify that Kognition AI is running 

correctly and perform any necessary initial setup or configuration. 

 

Figure 6: SE455 V3 

By ensuring these hardware components are installed first and utilizing the expertise of the Kognition 

implementation team for remote installation, businesses can effectively deploy Kognition AI on Lenovo 

ThinkEdge SE100, and ThinkEdge SE455 V3 servers. Leveraging the robust capabilities of each hardware 

platform, including Qualcomm AI 100 accelerators and ample storage, will maximize the performance and 

efficiency of your AI operations. 
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Life Cycle Management Software 
By utilizing Lenovo Open Cloud Automation and Lenovo XClarity, organizations can achieve more efficient, 

reliable, and scalable management of their cloud and Edge infrastructures, ultimately leading to improved 

operational efficiency and reduced costs. 

Lenovo Open Cloud Automation (LOC-A) 
Lenovo Open Cloud Automation is a no-code software solution that helps to securely accelerate the 

deployment of distributed Edge infrastructure, at scale. With Lenovo Open Cloud Automation, distributed 

Edge infrastructure is deployed faster, with fewer resources required while also reducing the overall CO2 

emissions of the process. 

Lenovo Open Cloud Automation achieves this by embodying a simplified deployment process and by 

automating the steps of the process too complex for technicians or engineers to execute without mistake. This 

delivers a standardized experience for both the infrastructure admin team and the field technicians, while still 

being customer, deployment, and site specific. Here are its primary functions:   

Near-Zero Touch Provisioning and on-boarding of bare-metal Edge nodes: 

• Implements a process to enable late-binding of Edge Servers to their owners and automates the 

provisioning and configuration of the basic 

• Day-0 settings of the servers in the field before onboarding them. Once onboarded, the Edge nodes 

will be used for hosting Edge Cluster software and Edge applications. The base OS is also deployed 

remotely by LOC-A. 

Automated Deployment:  

• Automates the installation and configuration of distributed Edge infrastructure, from bare metal to 

production ready IaaS/CaaS. 

• Supports secured, rapid and consistent deployment of distributed Edge infrastructure by applying 

configuration patterns on all levels of the infrastructure (HW, OS, Cluster).   

Scalability:  

• Provides tools to efficiently scale the deployment of edge infrastructure, allowing for the addition or 

removal of Edge nodes as needed. 

• Supports deployments from small-scale to very large-scale with a flexible architecture that leverages 

Kubernetes. 

Lifecycle Management:  

• Offers comprehensive management of the edge infrastructure lifecycle, including deployment, 

redeployment, and cluster expansion. 
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• Ensures consistent and reliable operation of Edge services. 

Orchestration and Integration:  

• Integrates with various Edge-cloud management platforms and orchestration tools, enabling automated 
workflows and processes. 

·        Supports integration with Edge application orchestrators for full-stack enablement and user experience. 

LOC-A enables rapid, large-scale infrastructure provisioning without the need for golden images or staging 

environments. By significantly reducing transport-related carbon emissions and reducing the need for truck 

rolls in edge deployments, LOC-A supports IT decarbonization initiatives. 

Lenovo XClarity 
Lenovo XClarity™ is a suite of management tools that include centralized resource management solution, 

aimed at reducing complexity, speeding response, and enhancing the availability of Lenovo server systems 

and solutions. Here are its key features: 

Centralized Management: 

• Provides a single, unified interface for managing Lenovo servers, storage, and networking components. 

• Simplifies infrastructure management by consolidating various management tasks into one platform. 

Monitoring and Alerts: 

• Offers real-time monitoring of hardware health and performance. 

• Provides alerts and notifications for potential issues, enabling proactive management and maintenance. 

Firmware and Software Updates: 

• Simplifies the process of updating firmware and software across multiple devices. 

• Ensures infrastructure is always running the latest, most secure versions. 

Integration and APIs: 

• Integrates with popular IT management and orchestration tools, allowing for seamless workflows and 

processes. 

• Provides REST APIs for custom integration and automation. 

Resource Management: 

• Helps in capacity planning and ensuring efficient use of infrastructure resources. 
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Solution Summary 
Lenovo + Kognition Public Sector Safety AI 
Lenovo’s ThinkEdge platforms, SE100, and SE455 V3, were validated for running Kognition’s AI workloads in 

safety and security environments across both Watchlist/VIP and Object/People Detection use cases. All 

models successfully passed functional and performance tests, including installation, service orchestration, 

video stream pairing, and system resource utilization. 

Key Insights: 

• ThinkEdge SE100 (Small) is well-suited for light workloads, supporting up to 8 camera streams for 
core safety and security use cases such as watchlist monitoring and object detection. 

• SE455 V3 (Medium–Large) delivers robust performance for large-scale environments, supporting up 
to 130 concurrent camera streams at 1080p with 10–15 fps, without performance degradation. 

• All systems maintain balanced resource utilization, ensuring reliable real-time inferencing even under 
full load. 

The Lenovo ThinkEdge portfolio provides flexible, scalable options to match a range of public sector 
deployment needs, from compact, cost-effective solutions to high-capacity, enterprise-grade systems, while 
delivering real-time AI analytics for enhanced situational awareness and safety. 
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Appendix: Lenovo Bill of Materials 
This appendix contains the bill of materials (BOMs) for different configurations of hardware for the Public 

Sector Kognition Safety and Security Edge AI solution deployment. The BOMs list in this appendix are not 

meant to be exhaustive and must always be double-checked with the configuration tools. Any discussion of 

pricing, support, and maintenance options is outside the scope of this document.  

ThinkEdge SE100 
 

Part Number 
 

Product Description 
Total 
Qty 

7DGRCTO1WW Node: ThinkEdge SE100 - 3 Year Warranty 1 
C31D ThinkEdge SE100 Chassis 1 
BFYE Operating mode selection for: "Efficiency - Favoring 

Performance Mode" 
1 

C30L ThinkEdge SE100 Planar with Intel Core Ultra 5 225H ,14C, 
28W, 1.7GHz 

1 

C39K ThinkEdge 32GB TruDDR5 6400MHz CSODIMM 1 
C8V2 ThinkSystem M.2 7450 PRO 960GB Read Intensive NVMe PCIe 

4.0 x4 NHS SSD 
1 

BYF8 ThinkSystem M.2 ER3 480GB Read Intensive SATA 6Gb NHS 
SSD 

1 

C39N ThinkSystem NVIDIA RTX A1000 8GB PCIe Gen4 Active GPU 1 
C39R ThinkEdge 140W 230V/115V External Power Supply 1 
A4VP 1.0m, 10A/100-250V, C13 to C14 Jumper Cord 1 
B755 Desktop Mode 1 
C31J ThinkEdge SE100 Bottom Rubber Feet 1 
C31A ThinkEdge SE100 Fan Module 1 
C31C ThinkEdge SE100 Port Dust Cover Kit 1 
BYBQ XClarity Controller Managed 1 
B0MK Enable TPM 2.0 1 
B7XZ Disable IPMI-over-LAN 1 
BB98 Disable IPMI-over-KCS 1 
A2N7 Planar Not Integrated With Chassis 1 
B0ML Feature Enable TPM on MB 1 
BRPJ XCC Platinum 1 
C3GN ThinkEdge SE100 LPK 1 
BE0B Non-Redundant 1 
C31P ThinkEdge SE100 Node SSL_LI 1 
C31M ThinkEdge SE100 Node Label GBM 1 
C31K ThinkEdge SE100 Node WW Packaging 1 
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C8U9 Top-Cover Thermal Gap Pad Kit 1 
C319 ThinkEdge SE100 Node Cosmetic Cover 1 
C308 ThinkEdge SE100 M.2 Holder 1 
C305 ThinkEdge SE100 REGID 1 
C316 ThinkEdge SE100 Fan Cable (Bridge Cable) 2 
C31T ThinkEdge SE100 Agency Label 1 
C8UC Front I/O Panel 1 
C8UB Expansion Kit Rubber Feet 1 
C8UA Bottom-Cover Thermal Gap Pad Kit 1  

Auto-Derived Part Items 
 

C30F SE100 Expansion Kit for Active Cooling GPU 1 
7S0XCTO5WW XClarity Controller Platin-FOD 1 

SBCV Lenovo XClarity XCC2 Platinum Upgrade (FOD) 1 
5WS7C23208 3Yr Premier 24x7 4Hr Resp SE100 Zarkon 1 
5PS7C23211 3Yr KYD Add-On SE100 Zarkon 1 

ThinkEdge SE455 V3 

Part Number 

 

Product Description Total 
Qty 

7DBYCTO1WW SE455 M 32C 128GB 4TB A2 : ThinkEdge SE455 V3 - 3Yr 
Warranty 

1 

BVTK ThinkEdge SE455 V3 Chassis 1 
BFYA Operating mode selection for:  "Maximum Efficiency Mode" 1 
BY8K Acoustic Mode Disabled 1 
BY8S System Operational Temperature 5C to 25C / 41F to 77F 1 
BW2T ThinkEdge SE455 V3 AMD EPYC 8324P 32C 180W 2.65GHz 

Processor 
1 

BW3M ThinkEdge SE455 V3 2U Heatsink 1 
BQ39 ThinkSystem 32GB TruDDR5 4800MHz (1Rx4) 10x4 RDIMM-A 4 
5977 Select Storage devices - no configured RAID required 1 
BJHK ThinkSystem RAID 5350-8i PCIe 12Gb Adapter 1 
BA7J ThinkSystem 2.5" S4520 1.92TB Read Intensive SATA 6Gb HS 

SSD 
3 

BVUV ThinkEdge SE455 V3 4x2.5" SAS/SATA Backplane 1 
BVUY ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter with Carrier 1 
BS7A Select Storage Devices - Configured M.2/7mm RAID 1 
BVL1 ThinkSystem RAID 5350-8i for M.2 SATA Boot Enablement 1 
BS7C M.2 SATA Array 1 RAID 1 1 
BQ1Y ThinkSystem M.2 5400 PRO 480GB Read Intensive SATA 6Gb 

NHS SSD 
2 



33 of 47 

 

 Lenovo Validated Design: Public Sector Safety and Security Edge AI Solution  

 

B5T1 ThinkSystem Broadcom 5719 1GbE RJ45 4-port OCP Ethernet 
Adapter 

1 

BQZT ThinkSystem NVIDIA A2 16GB PCIe Gen4 Passive GPU w/o 
CEC 

2 

BVUR ThinkEdge SE455 V3 Riser1 1 
BVUS ThinkEdge SE455 V3 Riser2 1 
BMH8 ThinkEdge 1100W 230V/115V Platinum Hot-Swap Power 

Supply 
2 

B0N6 1.5m, 13A/100-250V, C13 to C14 Jumper Cord 2 
BS4E ThinkEdge 130mm USB-C to VGA Display Cable 1 
BYBQ XClarity Controller Managed 1 
C1QS SED Disabled 1 
BPKR TPM 2.0 1 
B7XZ Disable IPMI-over-LAN 1 
BB98 Disable IPMI-over-KCS 1 
BVV6 ThinkEdge SE455 V3 Intrusion Switch 1 
BVTX ThinkEdge SE455 V3 Standard EIA Bracket 1 
BVTL ThinkEdge SE455 V3 Motherboard 1 
2302 RAID Configuration 1 
BRPJ XCC Platinum 1 
BS7H M.2 SATA Array 1 HDDs 2 
BK14 Low voltage (100V+) 1 
BVUA ThinkEdge SE455 V3 Language Pack 1 
BVVT ThinkEdge SE455 V3 X350 SAS/SATA Cable for Front/Internal 

Drive Bays 
1 

BVV4 ThinkEdge SE455 V3 1st Motherboard Power Cable 1 
BVV5 ThinkEdge SE455 V3 2nd Motherboard Power Cable 1 
BVV2 ThinkEdge SE455 V3 Fan Board Sideband Cable 1 
BVV3 ThinkEdge SE455 V3 Fan Board Power Cable 1 
BW2N ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter 5350-8i 

SATA Cable 
1 

BVV0 ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter Power 
Cable 

1 

BW1S ThinkEdge SE455 V3 Riser2 PCIe Gen4 Cable 1 
BVVW ThinkEdge SE455 V3 Front Backplane Power Cable 1 
BW1P ThinkEdge SE455 V3 Riser1 PCIe Gen5 Cable 1 
BW1Q ThinkEdge SE455 V3 Riser1 PCIe Gen4 Cable 1 
BW1R ThinkEdge SE455 V3 Riser2 PCIe Gen5 Cable 1 
BW1T ThinkEdge SE455 V3 Riser2 Power Cable 1 
BE0F N+N Redundancy Without Over-Subscription 1 
BVUP ThinkEdge SE455 V3 Agency Label 1 
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BW37 ThinkEdge SE455 V3 M.2 Air Baffle Extension 1 
BW36 ThinkEdge SE455 V3 M.2 Air Baffle 1 
BVVY ThinkEdge SE455 V3 2.5" Drive Bay Filler 1 
BW3A ThinkEdge SE455 V3 CPU Air Baffle for 2U Heatsink 1 
BVVF ThinkEdge SE455 V3 Riser Side Support 6 
BVTP ThinkEdge SE455 V3 Fan 5 
BVUH ThinkEdge SE455 V3 Dust Cover Kit for I/O Ports 1 
BVUJ ThinkEdge SE455 V3 Regulatory ID 1 
BVUK ThinkEdge SE455 V3 Power Distribution Board 1 
BVUL ThinkEdge SE455 V3 Power Distribution Board Sideband 

Cable 
1 

BVV1 ThinkEdge SE455 V3 Fan Board 1 
BW38 ThinkEdge SE455 V3 Supercap Holder 1 
BVU3 ThinkEdge SE455 V3 System Package 1 
BW3E ThinkEdge SE455 V3 1100W Platinum PSU Rating Label 1 
BW3N ThinkEdge SE455 V3 Security Activation Label 1 
BVU8 ThinkEdge SE455 V3 LI Service Label 1 
BVU4 ThinkEdge SE455 V3 Label Group 1 
BVTM ThinkEdge SE455 V3 Root of Trust 1  

  
 

7S0XCTO5WW XClarity Controller Platin-FOD 1 
SBCV Lenovo XClarity XCC2 Platinum Upgrade (FOD) 1  

  
 

7DBYCTO1WW SE455 L 64C 256GB 4TB A2 : ThinkEdge SE455 V3 - 3Yr 
Warranty 

1 

BVTK ThinkEdge SE455 V3 Chassis 1 
BFYA Operating mode selection for:  "Maximum Efficiency Mode" 1 
BY8K Acoustic Mode Disabled 1 
BY8S System Operational Temperature 5C to 25C / 41F to 77F 1 
BW2R ThinkEdge SE455 V3 AMD EPYC 8534P 64C 200W 2.3GHz 

Processor 
1 

BW3M ThinkEdge SE455 V3 2U Heatsink 1 
BQ3D ThinkSystem 64GB TruDDR5 4800MHz (2Rx4) 10x4 RDIMM-A 4 
5977 Select Storage devices - no configured RAID required 1 
BJHK ThinkSystem RAID 5350-8i PCIe 12Gb Adapter 1 
BA7J ThinkSystem 2.5" S4520 1.92TB Read Intensive SATA 6Gb HS 

SSD 
3 

BVUV ThinkEdge SE455 V3 4x2.5" SAS/SATA Backplane 1 
BVUY ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter with Carrier 1 
BS7A Select Storage Devices - Configured M.2/7mm RAID 1 
BVL1 ThinkSystem RAID 5350-8i for M.2 SATA Boot Enablement 1 
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BS7C M.2 SATA Array 1 RAID 1 1 
BQ1Y ThinkSystem M.2 5400 PRO 480GB Read Intensive SATA 6Gb 

NHS SSD 
2 

B5T1 ThinkSystem Broadcom 5719 1GbE RJ45 4-port OCP Ethernet 
Adapter 

1 

BQZT ThinkSystem NVIDIA A2 16GB PCIe Gen4 Passive GPU w/o 
CEC 

2 

BVUR ThinkEdge SE455 V3 Riser1 1 
BVUS ThinkEdge SE455 V3 Riser2 1 
BMH8 ThinkEdge 1100W 230V/115V Platinum Hot-Swap Power 

Supply 
2 

B0N6 1.5m, 13A/100-250V, C13 to C14 Jumper Cord 2 
BS4E ThinkEdge 130mm USB-C to VGA Display Cable 1 
BYBQ XClarity Controller Managed 1 
C1QS SED Disabled 1 
BPKR TPM 2.0 1 
B7XZ Disable IPMI-over-LAN 1 
BB98 Disable IPMI-over-KCS 1 
BVV6 ThinkEdge SE455 V3 Intrusion Switch 1 
BVTX ThinkEdge SE455 V3 Standard EIA Bracket 1 
BVTL ThinkEdge SE455 V3 Motherboard 1 
2302 RAID Configuration 1 
BRPJ XCC Platinum 1 
BS7H M.2 SATA Array 1 HDDs 2 
BK14 Low voltage (100V+) 1 
BVUA ThinkEdge SE455 V3 Language Pack 1 
BVVT ThinkEdge SE455 V3 X350 SAS/SATA Cable for Front/Internal 

Drive Bays 
1 

BVV4 ThinkEdge SE455 V3 1st Motherboard Power Cable 1 
BVV5 ThinkEdge SE455 V3 2nd Motherboard Power Cable 1 
BVV2 ThinkEdge SE455 V3 Fan Board Sideband Cable 1 
BVV3 ThinkEdge SE455 V3 Fan Board Power Cable 1 
BW2N ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter 5350-8i 

SATA Cable 
1 

BVV0 ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter Power 
Cable 

1 

BW1S ThinkEdge SE455 V3 Riser2 PCIe Gen4 Cable 1 
BVVW ThinkEdge SE455 V3 Front Backplane Power Cable 1 
BW1P ThinkEdge SE455 V3 Riser1 PCIe Gen5 Cable 1 
BW1Q ThinkEdge SE455 V3 Riser1 PCIe Gen4 Cable 1 
BW1R ThinkEdge SE455 V3 Riser2 PCIe Gen5 Cable 1 



36 of 47 

 

 Lenovo Validated Design: Public Sector Safety and Security Edge AI Solution  

 

BW1T ThinkEdge SE455 V3 Riser2 Power Cable 1 
BE0F N+N Redundancy Without Over-Subscription 1 
BVUP ThinkEdge SE455 V3 Agency Label 1 
BW37 ThinkEdge SE455 V3 M.2 Air Baffle Extension 1 
BW36 ThinkEdge SE455 V3 M.2 Air Baffle 1 
BVVY ThinkEdge SE455 V3 2.5" Drive Bay Filler 1 
BW3A ThinkEdge SE455 V3 CPU Air Baffle for 2U Heatsink 1 
BVVF ThinkEdge SE455 V3 Riser Side Support 6 
BVTP ThinkEdge SE455 V3 Fan 5 
BVUH ThinkEdge SE455 V3 Dust Cover Kit for I/O Ports 1 
BVUJ ThinkEdge SE455 V3 Regulatory ID 1 
BVUK ThinkEdge SE455 V3 Power Distribution Board 1 
BVUL ThinkEdge SE455 V3 Power Distribution Board Sideband 

Cable 
1 

BVV1 ThinkEdge SE455 V3 Fan Board 1 
BW38 ThinkEdge SE455 V3 Supercap Holder 1 
BVU3 ThinkEdge SE455 V3 System Package 1 
BW3E ThinkEdge SE455 V3 1100W Platinum PSU Rating Label 1 
BW3N ThinkEdge SE455 V3 Security Activation Label 1 
BVU8 ThinkEdge SE455 V3 LI Service Label 1 
BVU4 ThinkEdge SE455 V3 Label Group 1 
BVTM ThinkEdge SE455 V3 Root of Trust 1  

  
 

7S0XCTO5WW XClarity Controller Platin-FOD 1 
SBCV Lenovo XClarity XCC2 Platinum Upgrade (FOD) 1  

  1 
7DBYCTOAWW SE455 M 32C 128GB 4TB QC : ThinkEdge SE455 V3 - 3Yr 

Warranty with Controlled GPU 
1 

BVTK ThinkEdge SE455 V3 Chassis 1 
BFYA Operating mode selection for:  "Maximum Efficiency Mode" 1 
BY8K Acoustic Mode Disabled 1 
BY8S System Operational Temperature 5C to 25C / 41F to 77F 1 
BW2T ThinkEdge SE455 V3 AMD EPYC 8324P 32C 180W 2.65GHz 

Processor 
1 

BW3M ThinkEdge SE455 V3 2U Heatsink 1 
BQ39 ThinkSystem 32GB TruDDR5 4800MHz (1Rx4) 10x4 RDIMM-A 4 
5977 Select Storage devices - no configured RAID required 1 
BJHK ThinkSystem RAID 5350-8i PCIe 12Gb Adapter 1 
BA7J ThinkSystem 2.5" S4520 1.92TB Read Intensive SATA 6Gb HS 

SSD 
3 

BVUV ThinkEdge SE455 V3 4x2.5" SAS/SATA Backplane 1 
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BVUY ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter with Carrier 1 
BS7A Select Storage Devices - Configured M.2/7mm RAID 1 
BVL1 ThinkSystem RAID 5350-8i for M.2 SATA Boot Enablement 1 
BS7C M.2 SATA Array 1 RAID 1 1 
BQ1Y ThinkSystem M.2 5400 PRO 480GB Read Intensive SATA 6Gb 

NHS SSD 
2 

B5T1 ThinkSystem Broadcom 5719 1GbE RJ45 4-port OCP Ethernet 
Adapter 

1 

BS49 ThinkSystem Qualcomm Cloud AI 100 2 
BVUR ThinkEdge SE455 V3 Riser1 1 
BVUS ThinkEdge SE455 V3 Riser2 1 
BMH8 ThinkEdge 1100W 230V/115V Platinum Hot-Swap Power 

Supply 
2 

B0N6 1.5m, 13A/100-250V, C13 to C14 Jumper Cord 2 
BS4E ThinkEdge 130mm USB-C to VGA Display Cable 1 
BYBQ XClarity Controller Managed 1 
C1QS SED Disabled 1 
BPKR TPM 2.0 1 
B7XZ Disable IPMI-over-LAN 1 
BB98 Disable IPMI-over-KCS 1 
BVV6 ThinkEdge SE455 V3 Intrusion Switch 1 
BVTX ThinkEdge SE455 V3 Standard EIA Bracket 1 
BVTL ThinkEdge SE455 V3 Motherboard 1 
2302 RAID Configuration 1 
BRPJ XCC Platinum 1 
BS7H M.2 SATA Array 1 HDDs 2 
BK14 Low voltage (100V+) 1 
BVUA ThinkEdge SE455 V3 Language Pack 1 
BVVT ThinkEdge SE455 V3 X350 SAS/SATA Cable for Front/Internal 

Drive Bays 
1 

BVV4 ThinkEdge SE455 V3 1st Motherboard Power Cable 1 
BVV5 ThinkEdge SE455 V3 2nd Motherboard Power Cable 1 
BVV2 ThinkEdge SE455 V3 Fan Board Sideband Cable 1 
BVV3 ThinkEdge SE455 V3 Fan Board Power Cable 1 
BW2N ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter 5350-8i 

SATA Cable 
1 

BVV0 ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter Power 
Cable 

1 

BW1S ThinkEdge SE455 V3 Riser2 PCIe Gen4 Cable 1 
BVVW ThinkEdge SE455 V3 Front Backplane Power Cable 1 
BW1P ThinkEdge SE455 V3 Riser1 PCIe Gen5 Cable 1 
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BW1Q ThinkEdge SE455 V3 Riser1 PCIe Gen4 Cable 1 
BW1R ThinkEdge SE455 V3 Riser2 PCIe Gen5 Cable 1 
BW1T ThinkEdge SE455 V3 Riser2 Power Cable 1 
BE0F N+N Redundancy Without Over-Subscription 1 
BVUP ThinkEdge SE455 V3 Agency Label 1 
BW37 ThinkEdge SE455 V3 M.2 Air Baffle Extension 1 
BW36 ThinkEdge SE455 V3 M.2 Air Baffle 1 
BVVY ThinkEdge SE455 V3 2.5" Drive Bay Filler 1 
BW3A ThinkEdge SE455 V3 CPU Air Baffle for 2U Heatsink 1 
BVVF ThinkEdge SE455 V3 Riser Side Support 6 
BVTP ThinkEdge SE455 V3 Fan 5 
BVUH ThinkEdge SE455 V3 Dust Cover Kit for I/O Ports 1 
BVUJ ThinkEdge SE455 V3 Regulatory ID 1 
BVUK ThinkEdge SE455 V3 Power Distribution Board 1 
BVUL ThinkEdge SE455 V3 Power Distribution Board Sideband 

Cable 
1 

BVV1 ThinkEdge SE455 V3 Fan Board 1 
BW38 ThinkEdge SE455 V3 Supercap Holder 1 
BVU3 ThinkEdge SE455 V3 System Package 1 
BW3E ThinkEdge SE455 V3 1100W Platinum PSU Rating Label 1 
BW3N ThinkEdge SE455 V3 Security Activation Label 1 
BVU8 ThinkEdge SE455 V3 LI Service Label 1 
BVU4 ThinkEdge SE455 V3 Label Group 1 
BVTM ThinkEdge SE455 V3 Root of Trust 1  

  
 

7S0XCTO5WW XClarity Controller Platin-FOD 1 
SBCV Lenovo XClarity XCC2 Platinum Upgrade (FOD) 1  

  
 

7DBYCTOAWW SE455 L 64C 256GB 4TB QC : ThinkEdge SE455 V3 - 3Yr 
Warranty with Controlled GPU 

1 

BVTK ThinkEdge SE455 V3 Chassis 1 
BFYA Operating mode selection for:  "Maximum Efficiency Mode" 1 
BY8K Acoustic Mode Disabled 1 
BY8S System Operational Temperature 5C to 25C / 41F to 77F 1 
BW2R ThinkEdge SE455 V3 AMD EPYC 8534P 64C 200W 2.3GHz 

Processor 
1 

BW3M ThinkEdge SE455 V3 2U Heatsink 1 
BQ3D ThinkSystem 64GB TruDDR5 4800MHz (2Rx4) 10x4 RDIMM-A 4 
5977 Select Storage devices - no configured RAID required 1 
BJHK ThinkSystem RAID 5350-8i PCIe 12Gb Adapter 1 
BA7J ThinkSystem 2.5" S4520 1.92TB Read Intensive SATA 6Gb HS 3 
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SSD 
BVUV ThinkEdge SE455 V3 4x2.5" SAS/SATA Backplane 1 
BVUY ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter with Carrier 1 
BS7A Select Storage Devices - Configured M.2/7mm RAID 1 
BVL1 ThinkSystem RAID 5350-8i for M.2 SATA Boot Enablement 1 
BS7C M.2 SATA Array 1 RAID 1 1 
BQ1Y ThinkSystem M.2 5400 PRO 480GB Read Intensive SATA 6Gb 

NHS SSD 
2 

B5T1 ThinkSystem Broadcom 5719 1GbE RJ45 4-port OCP Ethernet 
Adapter 

1 

BS49 ThinkSystem Qualcomm Cloud AI 100 2 
BVUR ThinkEdge SE455 V3 Riser1 1 
BVUS ThinkEdge SE455 V3 Riser2 1 
BMH8 ThinkEdge 1100W 230V/115V Platinum Hot-Swap Power 

Supply 
2 

B0N6 1.5m, 13A/100-250V, C13 to C14 Jumper Cord 2 
BS4E ThinkEdge 130mm USB-C to VGA Display Cable 1 
BYBQ XClarity Controller Managed 1 
C1QS SED Disabled 1 
BPKR TPM 2.0 1 
B7XZ Disable IPMI-over-LAN 1 
BB98 Disable IPMI-over-KCS 1 
BVV6 ThinkEdge SE455 V3 Intrusion Switch 1 
BVTX ThinkEdge SE455 V3 Standard EIA Bracket 1 
BVTL ThinkEdge SE455 V3 Motherboard 1 
2302 RAID Configuration 1 
BRPJ XCC Platinum 1 
BS7H M.2 SATA Array 1 HDDs 2 
BK14 Low voltage (100V+) 1 
BVUA ThinkEdge SE455 V3 Language Pack 1 
BVVT ThinkEdge SE455 V3 X350 SAS/SATA Cable for Front/Internal 

Drive Bays 
1 

BVV4 ThinkEdge SE455 V3 1st Motherboard Power Cable 1 
BVV5 ThinkEdge SE455 V3 2nd Motherboard Power Cable 1 
BVV2 ThinkEdge SE455 V3 Fan Board Sideband Cable 1 
BVV3 ThinkEdge SE455 V3 Fan Board Power Cable 1 
BW2N ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter 5350-8i 

SATA Cable 
1 

BVV0 ThinkEdge SE455 V3 M.2 SATA/x4 NVMe Adapter Power 
Cable 

1 

BW1S ThinkEdge SE455 V3 Riser2 PCIe Gen4 Cable 1 
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BVVW ThinkEdge SE455 V3 Front Backplane Power Cable 1 
BW1P ThinkEdge SE455 V3 Riser1 PCIe Gen5 Cable 1 
BW1Q ThinkEdge SE455 V3 Riser1 PCIe Gen4 Cable 1 
BW1R ThinkEdge SE455 V3 Riser2 PCIe Gen5 Cable 1 
BW1T ThinkEdge SE455 V3 Riser2 Power Cable 1 
BE0F N+N Redundancy Without Over-Subscription 1 
BVUP ThinkEdge SE455 V3 Agency Label 1 
BW37 ThinkEdge SE455 V3 M.2 Air Baffle Extension 1 
BW36 ThinkEdge SE455 V3 M.2 Air Baffle 1 
BVVY ThinkEdge SE455 V3 2.5" Drive Bay Filler 1 
BW3A ThinkEdge SE455 V3 CPU Air Baffle for 2U Heatsink 1 
BVVF ThinkEdge SE455 V3 Riser Side Support 6 
BVTP ThinkEdge SE455 V3 Fan 5 
BVUH ThinkEdge SE455 V3 Dust Cover Kit for I/O Ports 1 
BVUJ ThinkEdge SE455 V3 Regulatory ID 1 
BVUK ThinkEdge SE455 V3 Power Distribution Board 1 
BVUL ThinkEdge SE455 V3 Power Distribution Board Sideband 

Cable 
1 

BVV1 ThinkEdge SE455 V3 Fan Board 1 
BW38 ThinkEdge SE455 V3 Supercap Holder 1 
BVU3 ThinkEdge SE455 V3 System Package 1 
BW3E ThinkEdge SE455 V3 1100W Platinum PSU Rating Label 1 
BW3N ThinkEdge SE455 V3 Security Activation Label 1 
BVU8 ThinkEdge SE455 V3 LI Service Label 1 
BVU4 ThinkEdge SE455 V3 Label Group 1 
BVTM ThinkEdge SE455 V3 Root of Trust 1  

  
 

7S0XCTO5WW XClarity Controller Platin-FOD 1 
SBCV Lenovo XClarity XCC2 Platinum Upgrade (FOD) 1 

Abbreviations 
Table 2: Abbreviations 

Acronym  Meaning 

AI Artificial Intelligence 

CPU Central Processing Unit 

FPS Frames per Second 
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GPU Graphic Processing Unit 

GUI Graphic User Interface 

HD High Definition 

HTML Hypertext Markup Language 

I/O Input/Output 

IoT Internet of Things 

IP Camera Internet Protocol Camera 

ISV Independent Software Vendor 

LOC-A Lenovo Open Cloud Automation 

LVD Lenovo Validated Design 

LXCA Lenovo XClarity Administrator 

LXCO Lenovo XClarity Orchestrator 

MFA Multi-Factor Authentication 

NSX Networking and Security Virtualization  

NVMe Non-Volatile Memory Express 

OS Operating System 

PLC Programmable Logic Controller 

RAM Random Access Memory 

RTSP Real-Time Streaming Protocol 

SCADA Supervisory Control and Data Acquisition 

SSD Solid State Disk 
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VM  Virtualized Machine 

vSAN Virtual Storage Area Network 

XCC Lenovo XClarity Controller 
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Resources 
Table 3: Resources 

Resources  Links 

Kognition Kognition – Connect – Kognition Inc 

SE100 Lenovo ThinkEdge SE100 Server Product Guide 

SE455 V3 Lenovo ThinkEdge SE455 V3 Server Product Guide  

Capgemini 2024 Key Trends in Public Security 

Expert Market Research Public Kognition Safety and Security Market Size, Analysis 2024-2032 

Genetec Physical security: Trends for 2024 

La Jolla Country Day School 

Case Study 

La Jolla Country Day School Case Study 

Protecting staff and students with 

AI at the edge 

Protecting staff and students with AI at the edge 

 

https://kognitioninc.com/
https://lenovopress.lenovo.com/lp1995-lenovo-thinkedge-se100-server
https://lenovopress.lenovo.com/lp1724-lenovo-thinkedge-se455-v3-server?orgRef=https%253A%252F%252Fwww.google.com%252F
https://www.capgemini.com/se-en/insights/expert-perspectives/2024-key-trends-in-public-security/
https://www.expertmarketresearch.com/reports/public-safety-and-security-market
https://www.genetec.com/blog/industry/physical-security-trends-for-2024#:%7E:text=URL%3A%20https%3A%2F%2Fwww.genetec.com%2Fblog%2Findustry%2Fphysical,100
https://www.lenovo.com/us/en/case-studies-customer-success-stories/ljcds
https://www.youtube.com/watch?v=SJTyqBZOx4k
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Document history  
Version 1.0 July 2024 

 

 

First version includes Lenovo SE360 V2, SE450, and SE455 V3 with 

Kognition AI Software 

Version 2.0 July 2025 Second version includes Lenovo SE100, SE360 V2, and SE455 V3 

with Kognition AI Software 

Version 3.0 January 2026 Removed End of Life product SE360 V2 
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Trademarks and special notices 
© Copyright Lenovo 2026.  

References in this document to Lenovo products or services do not imply that Lenovo intends to make them 
available in every country. 

Lenovo and the Lenovo logo are trademarks or registered trademarks of Lenovo in the United States, other 
countries, or both. A current list of Lenovo trademarks is available on the Web at 
https://www.lenovo.com/us/en/legal/copytrade/. 

The following terms are trademarks of Lenovo in the United States, other countries, or both: 

• Lenovo® 
• ThinkEdge® 
• ThinkShield® 
• ThinkSystem® 
• TruDDR4 
• XClarity® 

The following terms are trademarks of other companies: 

AMD and AMD EPYC™ are trademarks of Advanced Micro Devices, Inc. 

Intel® and Xeon® are trademarks of Intel Corporation or its subsidiaries. 

Linux® is the trademark of Linus Torvalds in the U.S. and other countries. 

Microsoft®, Windows Server®, and Windows® are trademarks of Microsoft Corporation in the United States, 
other countries, or both. 

Other company, product, or service names may be trademarks or service marks of others. 

Information is provided "AS IS" without warranty of any kind. 

All customer examples described are presented as illustrations of how those customers have used Lenovo 
products and the results they may have achieved. Actual environmental costs and performance 
characteristics may vary depending on the customer. 

Information concerning non-Lenovo products was obtained from a supplier of these products, published 
announcement material, or other publicly available sources and does not constitute an endorsement of such 
products by Lenovo. Sources for non-Lenovo list prices and performance numbers are taken from publicly 
available information, including vendor announcements and vendor worldwide homepages. Lenovo has not 
tested these products and cannot confirm the accuracy of performance, capability, or any other claims related 
to non-Lenovo products. Questions on the capability of non-Lenovo products should be addressed to the 
supplier of those products. 

All statements regarding Lenovo future direction and intent are subject to change or withdrawal without notice 
and represent goals and objectives only. Contact your local Lenovo office or Lenovo authorized reseller for 
the full text of the specific Statement of Direction. 
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Some information addresses anticipated future capabilities. Such information is not intended as a definitive 
statement of a commitment to specific levels of performance, function or delivery schedules with respect to 
any future products. Such commitments are only made in Lenovo product announcements. The information is 
presented here to communicate Lenovo’s current investment and development activities as a good faith effort 
to help with our customers' future planning.  

Performance is based on measurements and projections using standard Lenovo benchmarks in a controlled 
environment. The actual throughput or performance that any user will experience will vary depending upon 
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the 
storage configuration, and the workload processed. Therefore, no assurance can be given that an individual 
user will achieve throughput or performance improvements equivalent to the ratios stated here. 

The photographs shown are of engineering prototypes. Changes may be incorporated in production models. 

Any references in this information to non-Lenovo websites are provided for convenience only and do not in 
any manner serve as an endorsement of those websites. The materials at those websites are not part of the 
materials for this Lenovo product and use of those websites is at your own risk. 
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