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1 Introduction

Beginning with Microsoft Azure Stack HCI 23H2, the only way to deploy an HCI cluster is via the Microsoft
Azure cloud portal. This document presents information regarding how to deploy Lenovo ThinkAgile MX

solutions via the Azure portal.

At a high level, the general process to deploy an Azure Stack HCI cluster via the Azure portal includes the
following main activities:

e Prepare Active Directory
e Configure the HCI operating system
e Register with Azure Arc and configure permissions

e Deploy via the Azure portal

Microsoft has published a comprehensive article that describes the entire process at the following URL:

Note that the above article is updated regularly by Microsoft and is referenced repeatedly by this document,
so it is best to have a browser open to the page while working through the steps to prepare and deploy the
solution.

Since many customers are deploying single-node Azure Stack HCI clusters at the edge, the initial release of
this document will focus on the single-node cluster scenario. We intend to add an example of two-node direct-
connected cluster deployment soon.
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2 Prerequisites and environment preparation

2.1 Prerequisites

Read and understand the Microsoft prerequisites for Azure Stack HCI cluster deployment, which are part of
the article referenced above. Specifically, the prerequisites are found at the following URL:

Read through and make sure to understand each of the requirements. Links are provided for each
requirement that provide further information.

2.2 Active Directory preparation

The steps in this section are taken directly from the Microsoft article previously referenced, beginning here:

Active Directory requirements include the following:

¢ A dedicated Organizational Unit (OU)
e Group policy inheritance that is blocked for the applicable Group Policy Object (GPO)
e A user account that has all rights to the OU in the Active Directory

e Servers to be deployed must not be joined to Active Directory before deployment

Follow the steps in the Microsoft article to prepare Active Directory. PowerShell scripts and commands are
provided to simplify the process. After modifying the OU parameters in the script from the Microsoft article, the
script is run. The credentials that are requested by the script are for the new user that will be created in the
new OU. Running the script in our lab yields the following result:

:\Users\Administrator> New-HciAdObjectsPreCreation -AzureStackLCMUserCredential $credential -AsHciOUName

:\UsershAdministrator>

2.3 Download and install Azure Stack HCI

All ThinkAgile MX Integrated System (IS) and Premier (PR) solutions come with HCI preloaded, so customers
should not need to do this. However, the Microsoft article provides information regarding how to download the
Azure Stack HCI operating system from the Azure portal in case the OS needs to be reinstalled.
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Microsoft Azure L Search resources, services, and docs (G+/) [

Home > Azure Arc

= Azure Arc | Azure Stack HCI - X
= Microsaft
|,’" Search | : 4 Get started Overview (PREVIEW) All clusters (PREVIEW)
B Overview
i All Azure Arc resources Get started with Azure Stack HCI
¥ site manager (preview) Bring the power of the cloud to your edge environment with Azure Stack HCIL Deploy and manage container-based and VM-based applications with

local compute and storage on your own hardware. Learn more [0
> Azure Arc resources

~ Host environments

¥
= Azure Stack HCl F 1. Choose hardware l:.;l 2. Download software @ Deploy Azure Stack HCI
Bl wMware vCenters Pick a validated hardware from your Download and install Azure Stack HCI Deploy your Azure Stack HCI from cloud
- ferred vendor, Ch e ftware, if yr tem didn't come
pre ewﬂr \Er' or. Choices range across 50 rare.\l__you\ system didn't com If you are using the 22H2 build of Azure Stack
SCVMM management several platforms. installed with an OS5, .
HCI, deploy your cluster following the steps
= servers here @
here O
> Data services
Explore catalog [3 Download Azure Stack HCI Deploy cluster

> Internet of Things (loT)
Application services

Licenses

VN W

Management

» DevOps

Once downloaded from the Azure portal, install the OS, ensuring that it gets installed on the RAID-1 boot
drive, not on one of the storage pool devices. If the OS was installed previously, make sure to delete all
existing partitions from the boot drive before selecting it for the new installation.

2.3.1 Update system firmware according to Best Recipe

For Lenovo ThinkAgile MX solutions, ensure that the latest Best Recipe firmware and device driver versions
are running on all nodes. For information regarding the current ThinkAgile MX Best Recipe, refer to the
following URL:

https://datacentersupport.lenovo.com/us/en/solutions/HT507406

To simplify the process of downloading all firmware and device driver update packages for a given ThinkAgile
MX Best Recipe, a single zip archive that includes all packages is available from the ThinkAgile MX Updates
Repository site, which can be found at the following URL:

https://thinkaqile.lenovo.com/mx

Lenovo offers multiple tools for updating firmware and device drivers on the nodes, including the Lenovo
XClarity™ Integrator for Microsoft Windows Admin Center (LXCI for WAC), Lenovo XClarity Administrator
(LXCA), Lenovo XClarity Provisioning Manager (LXPM), and Lenovo XClarity Essentials OneCLI. Since there
are multiple benefits associated with using LXCI for WAC or LXCA to manage an Azure Stack HCI cluster, we
recommend using one of these tools to update system firmware on the cluster nodes.

LXCI for WAC provides IT administrators with a smooth and seamless experience in managing Lenovo
servers. IT administrators can manage Azure Stack HCI clusters through the LXCI snap-in integrated into
WAC's cluster creation and Cluster-Aware Update (CAU) functions. Of particular interest is the ability of this
tool to recognize and apply firmware and device driver updates based on the current ThinkAgile MX Best
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Recipe. For more information about LXCI for WAC, see the following URL:

LXCA is a centralized resource management solution that is aimed at reducing complexity, speeding
response, and enhancing the availability of Lenovo server systems and solutions. LXCA provides agent-free
hardware management for our servers, storage, network switches, hyperconverged and ThinkAgile solutions.
LXCA can be used to monitor Azure Stack HCI clusters and maintain firmware compliance with a published
Best Recipe. For more information about LXCA, see the Lenovo XClarity Administrator Product Guide at the
following URL:

2.4 Configure operating system

The portion of the Microsoft article that discusses OS configuration begins here:

After installing the OS, refer to the “Configure the operating system using SConfig” section of the article for
OS configuration steps. In particular, make sure to comply with the following important guidelines. At the time
of this writing, some of these are included in the Microsoft article and some are not:

e Do NOT join the system to the AD domain

e Do NOT install Windows Updates using SConfig

¢ Although not called out specifically in the Microsoft article, a single network interface must be
configured on each server that will become a cluster node. This network interface will be used for
connectivity to Azure Arc for deployment. The deployment process will configure any other network
interfaces required, depending on input to the deployment wizard.

e Change the computer name to a unique value (although not specifically mentioned in the Microsoft

article, screenshots show that node names have been changed):

B Administrator: C\Windows\system32\cmd.exe
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The cloud deployment process will complain if it sees both IPv4 and IPv6 default gateways, so it is a

best practice to disable IPv6. To do this, run the following command:

Get-NetAdapter | ? name * | Disable-NetAdapterBinding -ComponentID ms_tcpip6

Install the Hyper-V role. To do this, run the following command:

Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Hyper-V -All

2.5 Register with Azure Arc

The process to register the nodes that will become an Azure Stack HCI cluster will prepare each node to be

deployed via the Azure portal. The steps in this section are run from each server that will become an Azure

Stack HCI cluster node. Continue to follow the Microsoft article, starting here:

2.5.1 Prerequisites

This section of the article specifies the prerequisites required to perform the cloud deployment process for an

Azure Stack HCI cluster. Work with your Azure administrator to ensure that all prerequisites shown in the

Microsoft article are met.

The Azure subscription that will be used for cloud deployment must be registered with specific resource

providers in order to perform all required tasks. To check proper registration, follow these steps:

1.

From the Home page of the Azure portal, navigate to Subscriptions and click on the Subscription
name that will be used.

In the left pane, open the Settings category and then select Resource providers.

Check the list of resource providers shown to ensure that the Status column shows “Registered” for
all providers that are required. The “Filter by name...” area is helpful here to find providers quickly.
The following is an example showing two of the required providers have been properly

registered.Search for each of the required providers and verify that all are registered.
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Subscriptions » Microsoft Azure Enterprise - Azure Stack Solutions Development

v Elmirrrl= Gy ’II-'I:I'IH‘ Resource providers

Subscription

P Search | &« () Refresh & Feedback

Qverview

Microsoft.Hybnd

B Activity log
PR Access control (IAM)

L4 Tags

Provider Status |

Microsoft.HybridCompute
#. Diagnose and solve problems O . P O Registered
©Q security O Microsoft.HybridConnectivity

Events

O Microsoft.HybridContainerService @ Registered

> Cost Manzgement
> gilling O Microsoft.HybridCloud €3 NotRegistered
~ - r

Seftings O Microsoft.HybridNetwork . € MNotRegistered

B9 Programmatic deployment
[*s] Resource groups

55 Resources

L Preview features

== Usage + quotas

2 rolicies

g=| Management certificates
fa My permissions

Z= Resource providers

g Deployments

Ensure that the proper permissions are granted to the resource group that will contain the nodes. Steps to
check this are provided in the Microsoft article.

With prerequisites complete, attention can now turn to registering the nodes with Azure Arc. Following the
same Microsoft article, pay particular attention to the details highlighted here.

2.5.2 Install PowerShell modules

e Make sure to pay attention to the module versions in the Microsoft article. The versions being used at
the time of this writing are shown in the screenshot below. These versions change from time to time

and are not always the latest versions available.
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1. Install the Arc registration script2 from PSGallery.

PowerShell Qutput

PowerShell M Copy

#Register PSGallery as a trusted repo
Register-PSRepository -Default -InstallationPolicy Trusted

#Install required PowerShell modules in your node for registr
Install-Module Az.Accounts -Requiredversign 2.13.2
Install-Module Az.Resources -RequiredVersion 6.12.8
Install-Module Az.ConnectedMachine -RequirfedVersion @.5.2

#Install Arc registration script from PSGallery
Install-Module AzsHCI.ARCinstaller

e Ared error message stating “Module Repository 'PSGallery’ exists” might be displayed and is normal.

PS C:\lLenovo> .\Install-Registration-Modules.psl

NuGet provider is required to continue

PowerShellGet requires NuGet provider version "2.8.5.201" or newer to interact with NuGet-based repositories. The NuGet
provider must be available in 'C:\Program Files\PackageManagement\ProviderAssemblies' or
‘C:\UsersiAdministrator\AppData\lLocal\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider by
running ‘'Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install
and import the NuGet provider now?

Y] Ye N 5

e You must respond with “A” when prompted, for each of the 4 Modules to be installed.
o After the script finishes, run the following command to confirm that the correct versions of the

modules were installed:

Get-InstalledModule

PS C:\Users\Administrator> Get-InstalledModule

Repository Description

PSGallery Microsoft Azure PowerShell - Accounts credential...

PsGallery Microsoft Azure Powershell: ConnectedMachine cmd...
SOUrces PSGallery Microsoft Azure PowerShell - Azure Resource Mana...

=
z
=
i

Az.Storage :\CloudDeploymen... Microsoft Azure PowerShell - Storage service dat...
. AZSHCI._ARCInstaller PSGallery Microsoft Azure PowerShell: Azure Stack HCI regi...
. AzStackHci.EnvironmentChecker PSGallery Microsoft AzStackHci Readiness Checker

PackageManagement C:\CloudDeploymen. .. PackageManagement (a.k.a. OneGet) is a new way t...

PowerShellGet C:\CloudDeploymen... PowerShell module with commands for discovering,...

C:\Users\Administrator>
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2.5.3 Setting parameters in registration script

Once the required PowerShell modules have been installed, the PowerShell command to register the node
with Azure Arc can be run.

Invoke-AzStackHciArcInitialization -SubscriptionID < > -ResourceGroup
<RG> -TenantID < > -Region < > -Cloud "AzureCloud" -ArmAccessToken

< > -AccountID < > -Proxy < >

Several parameters must be entered into the registration command before it is run, for example < >in

the command shown above. Here we present notes regarding a few of these parameters:

e ResourceGroup: Create a new Resource Group manually before running the registration script to
ensure it is available and ready for use.

o DeviceCode: This value is generated during the registration process. The registration script will pause
to instruct the user to sign in to Azure and enter a unique code that is displayed. This must be done
on another system, since the Azure Stack HCI operating system does not support a full GUI that is
required by a browser. The following screenshot is an example of the output of the registration script
run in our lab. The DeviceCode value is shown in the upper right corner of the screenshot. Once you
have signed in to Azure (https://microsoft.com/devicelogin) and entered the provided code, press

Enter to allow the registration script to continue.
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PS C:\Lenovo> .\Register-Node.psl
WARNING: To sign in, use a web browser to open the page https://microscft.com/devicelogin and enter the code
to authenticate.

WARNING: You're using Az.Accounts version 2.13.2. The latest version of Az
using the following commands:
Update-Module -WhatIf -- Simulate updating your Az modules.
Update-Module -- Update your Az modules.
Press Enter to continue...:
Starting AzStackHci ArcIntegration Initialization
Installing and Running Azure Stack HCI Environment Checker
All the environment walidation checks succeeded
Installing Hyper-V Management Tools
Starting AzStackHci ArcIntegratioen Initialization
Installing Azure Connected Machine Agent
Total Physical Memory: 130,835 MB
Powershell version: 5.1.25358.469
.NET Framework version: 4.8.9832
Downloading agent package from https://download.microsoft.com/download/c/c/fe/cce7?456C-20000-3000-xxxx-T43f4a2f6a6f/AzureC
onnectedMachineAgent.msi to C:\Users\ADMINI~1‘AppData\lLocal\Temp\l\AzureConnectedMachineAgent.msi
Installing agent package
Installation of azcmagent completed successfully

Connecting to Azure using ARM Access Token
Connected to Azure successfully
Microsoft.HybridCompute RP already registered, skipping registration
Microsoft.GuestConfiguration RP already registered, skipping registration
Microsoft.HybridConnectivity RP already registered, skipping registration
Microsoft.AzureStackHCI RP already registered, skipping registration
Connecting machine to Azure... This might take a few minutes.
Testing connectivity to endpoints that are needed to connect to Azure... This might take a few minutes.
20% [ 1
30% [ 1
Creating resource in Azure... =4b476af7-bb24-4bbe-a68a-3777a74ed47be =
/subscriptions/943dcch7-7834-4846-aeb8-a9c980b88d12/resourceGroups/RG-Ti/providers/Microsoft.HybridCompute/machines/MX45
S5V3-Node®1
6e% [ 1
8e% [ 1
108% [ 1

Machine overview page: https://portal.azure.com/#@e62fcd7c-a488-41ct-Befo-
92e489aBe576/resource/subscriptions/943dcch7-7834-4946-3e08-a9c988b88d12/resourceGroups/RG-
Ti/providers/Microsoft.HybridCompute/machines/MX455V3-Node®l/overview
Connected Azure ARC agent successfully
Installing AzureEdgeTelemetryAndDiagnostics Extension
Successfully triggered AzureEdgeTelemetryAndDiagnostics Extension installation
Installing DeviceManagement Extension
Successfully triggered DeviceManagementExtension installation
Installing LcmController Extension
successfully triggered LCMController Extension installation
Installing EdgeRemoteSupport Extension
successfully triggered EdgeRemoteSupport Extension installation
ARC Successfully enabled on the device.

ARC Extension installations Successfully triggered on the device.

Log location: C:\Users\Administrator\.AzStackHci\AzStackHciEnvironmentChecker.log
Report location: C:\Users\Administrator\.AzStackHci\AzStackHciEnvironmentReport.json
Use -Passthru parameter to return results as a PSObject.

2.5.4 After running registration script

e You might see warning(s) about PowerShell module versions, especially the “Az.Accounts” module,
that are not at the latest version. Such a warning can be seen in the screenshot above. As long as all
PowerShell module versions match the Microsoft article, these warnings can be ignored.

o If registration fails, refer to the Azure Stack HCI Environment Checker log, which can be found at the
following location:

C:\Users\ \ .AzStackHci\AzStackHciEnvironmentChecker. log
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e Once registration is complete, confirm that the server(s) now show up in the Azure Resource Group
and that all required Extensions have been fully installed. Wait at the Azure portal screen until all the

Extensions show “Succeeded” for Status.

Microsoft Azure AP Search resources, services, and docs (G+/)

Home > RG-Ti » MX455V3-Node01

=1 MX455V3-Node01 | Extensions  *

Machine - Azure Arc

F Search ‘; “ T~ Add ':_) Refresh T update ~ Enable automatic upgrade () Disable automatic upgrade

A overview

0 Search to filter items...

B Activity log Name Type Version Update available  Status
Ao Access control (1AM) |:| AzureEdgeTelemetryandDiagnostics  TelemetryAndDiagnostics 2.0.00 No Succeeded
€ Tags |:| AzureEdgeDeviceManagement DeviceManagementExtensi... 0.2.02721.107 No Succeedad
24 Diagnose and solve problems |:| AzurekdgelifecycleManager LemController 30.2405.0.419 Mo Succeeded
~ Settings |:| AzureEdgeRemoteSupport EdgeRemoteSupport 1.0.5.2 No Succeedad

& Connect (] mDEWindows MDEWindows 1095 Mo Succeeded

= Windows Admin Center

= (preview)

QO Ssecurity

=] Extensions

11! Properties

¢ Assign the permissions that are required for deployment according the the Microsoft article. It is
important to ensure that all required permissions are set properly before attempting to deploy an

Azure Stack HCI cluster.

10 Lenovo ThinkAgile MX Cloud Deployment Guide



3 Deploy Azure Stack HCI cluster

With all the preparation and Azure Arc registration complete, it is time to deploy an Azure Stack HCI cluster.
You can deploy a new cluster using the Azure portal or an Azure Resource Manager (ARM) Template. This
document will highlight instructions to deploy via the Azure portal. Once an understanding of the general
process has been achieved, users can learn how to deploy at-scale using an ARM Template.

The steps highlighted in this document work through deployment via the Azure portal. Refering to the same
Microsoft article, this process begins here:

Important: For three-node clusters, the network adapters that carry storage traffic must be connected to a
network switch. Deploying three-node clusters with storage network adapters that are directly connected to
each server without a switch is not currently supported by Microsoft.

At this point, Active Directory should be prepared as previously described, including the creation of a
dedicated OU for the Azure Stack HCI cluster. The servers that will become cluster nodes should have been
renamed as desired, but not be joined to the Domain. In addition, the servers must already be registered with
Azure Arc for deployment.

To deploy a new Azure Stack HCI cluster via the Azure portal, follow these steps:

1. Log in to the Azure portal and click the Azure Arc icon at the top of the portal window.

2. In the left navigation pane, expand “Host environments” and then click on Azure Stack HCI.

3. Select the Deploy cluster button.

4. Fillin all required information on the Basics page and then click the Validate selected servers
button. Once validation completes and a checkmark is displayed, click the Next: Configuration

button.

Notes: The Azure Subscription will be prepopulated, but will show the friendly name rather than the
actual Subscription ID. Also, any servers that have been registered properly in the Resource Group
specified should be shown near the bottom of the page. If you have registered servers in advance
that will be deployed into multiple clusters, make sure to select only those that should become nodes
in the single cluster that is currently being deployed.

11 Lenovo ThinkAgile MX Cloud Deployment Guide


https://learn.microsoft.com/en-us/azure-stack/hci/deploy/deploy-via-portal

Microsoft Azure AL Search resources, services, and docs (G+/)

Home > Azure Arc| Azure Stack HCI >

Deploy Azure Stack HCI

Basics @ Configuration Metworking Management Security Advanced Tags Validation Review + create
Before you start, make sure to prepare your Active Directory domain and connect all servers in this system to Azure Arc. Learn more 3

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your resources.

Subscription * @ | e |

Resource group * @ | RG-Ti — |

Instance details

You'll use the cluster name later to manage this Azure Stack HCI system as a whole instead of managing the underlying server or servers.
Create an empty key vault to securely store secrets for this system, such as cryptographic keys, local admin credentials and BitLocker recovery
keys. Learn more (@

Cluster name * @ | Cluster01 |
Region * @ | Us) East US ]
Key vault name * @ | Cluster01-rgti-hciky |

Create a new key vault

Select the servers to use and validate

Selecting more than one server creates a multi-node cluster. How do | add a server? @

Mame Status Operating system Model
MX455V3-Mode01 @ Ready Azure Stack HCI ThinkAgile MX455 V3
Edge PR

| Validate selected servers |

On the Configuration page, select the desired option for deployment settings. For this document we
choose New configuration. After deployment is complete, you will be able to save a Template of the
deployment to use in the future. Once selected, click the Next: Networking button.

In our example, we show the simplest option, which is to deploy a single-node cluster, grouping
Management and Compute traffic on the same network intent and not creating a Storage traffic intent,
since there is no storage traffic in a single-node cluster. Note that this option is not currently explained
in the Microsoft article, but is the preferred option for single-node clusters.

Enter details in the Allocate IP addresses to the system and services section of the page. Some of
these addresses have already been configured on a single network adapter in each server in order for

it to be registered with Azure Arc for deployment.
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Microsoft Azure P Search resources, services, and docs (G+/)

Home > Azure Arc | Azure Stack HCI >

Deploy Azure Stack HCI
Basics Configuration Networking @ Management Security Advanced Tags

Choose whether to use a network switch for the storage network

Storage connectivity * o Single server deployment

Group network traffic types by intent

Choose traffic types to group together on 2 set of network adapters and which types to keep physically isolated on their own adapters.

* Management traffic between this system, your management PC, and Azure; also Storage Replica traffic

* Compute traffic to or from VMs and cantainers on this system
» Storage (SMB) traffic between servers in 2 multi-node cluster

Metworking pattern * O Group all traffic

Management, Compute and Storage on the same network intent

Group management and compute traffic

Management and Computs on the sams intent. Storage on dedicated network intent.

O Group compute and storage traffic

Management on dedicated network intent. Storage and compute on the same intent.

Validation Review + creats

© Group management and compute (no storage)

Management and Compute on the same network intent. Without storage intent.

Provide intent details

Specify which network adapters should carry each group of traffic types. This is called as an intent.

Compute_Management

Traffic types * @ Compute, Mar

Intent name = @ Compute_Management |
Metwork adapter 1+ @ Slots Port 1 [Mellznox ConnectX-6 Lx Adapter][(10.10.11.101) ~ |
Metwork adapter 2+ @ Slots Port 2 [Mellanox ConnectX-6 Lx Adapter]j(10.10.11.107) | T
+ Select another adapter for this traffic Customize network settings

Allocate IP addresses to the system and services

We need a block of IP addresses on your management network to use for Azure Stack HCI and for services such as Azure Arc,

Required IP addresses = @ e

Starting IP * @] | 10.10.11.110

Ending IP * | 101011115

Subnet mask * | 255.255.255.0

Default gateway * | 10.10.11.7

DINS server * | 10.10.11.9 | i

+ Add DNS server

Review + create | < Previous | I MNext: Management I
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8. Once all fields have been populated, click the Next: Management button.
9. On the Management page, enter the required data for AD Domain, OU, and credentials before

clicking the Next: Security button.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home » Azure Arc| Azure Stack HCI »

Deploy Azure Stack HCI

Basics Configuration Metworking Management Security Advanced Tags Walidation Review + create

Specify a custom location name

This helps users identify this system when creating resources (such as WMs) on it.

Custom location name

Specify cluster witness settings

The cluster witness is 2 small file (less than a kilobyte) that helps determine which server is most up to date if there's
contention.

Witness type Mo withess

Specify Active Directory details

Let us know how your Active Directory Services domain was prepared for deployment.

Domain * contaso.com |

ou= @ QU=MHX455V3 DC=contoso,DC=com |

Deployment account

Username = (@ HC1Admin |
Password * PITTTTPIITTTN |
Confirm passwaord * arsnrssiannan |

Local administrator

Username * Administrator |

Password* | eessssesenaa |

Confirm password * | seseeesesee |

Review + create | < Previous | I Next: Security I

10. On the Security page, it is best to leave the Security level set to Recommend security settings

unless there is a specific reason to customize the security settings. Click the Next: Advanced button

to proceed.

11. On the Advanced page, it is best to use the recommended option to Create workload and required

infrastructure volumes. Additional volumes can be created later, after the cluster has been

deployed. Click the Next: Tags button to proceed.
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12. On the Tags page you can add tags to help organize the environment and make searching for
specific clusters more efficient. Tags can also be used to sort out billing for different resources or
resource groups. Tags are completely optional. Click the Next: Validation button to proceed.

13. On the Validation page, click the Start validation button, wait for validation to complete, and then

click the Next: Review + create button to proceed.

Microsoft Azure

L search resources, services, and docs (G+/)

Home » Azure Arc| Azure Stack HCI »

Deploy Azure Stack HCI

Basics Configuration Metworking Management Security Advanced Tags Validation Review + create
Resource Creation
Following Azure Stack HCI cluster resource object and it's components are created prior validation.

Step Type Status

Cluster resource Resource Q Succeeded

Cluster permissions Permission Q Succeeded

Create service principal Resource @ succeeded

Key Vault Audit Logging Resource @ succeeded

Key vault permissions Permission Q Succeeded

Key vault secrets Secrets @ succeeded

Validation progess

We're creating an Azure resource for this system and validating your system's readiness to deploy. This takes around 15
minutes for systems with one or two servers, longer for bigger systems.

Task

Deployment settings resource

Azure Stack HCI Connectivity

Azure Stack HCI External Active Directory

Azure Stack SBE Health
Azure Stack HCI Hardware
Azure Stack HCI Network

Azure Stack HCl Observability

Azure Stack HCI Software

Azure Stack HCI MOC Stack

Azure Stack HCI Arc Integration

Azure Stack HCI Cluster Witness

Description

Status

Resource

Check external connectivity
requirements

Check external active directory
preparation

Check SEE health requirements
Check hardware requirements
Check network reguirements

Check Log Collection and Remote
Support requirements

Check Operating System
requirements

Check Moc Stack requirements

Evaluate interface
ValidateArcintegration

Check cluster witness
requirements

| < Previous | I Next: Review + create I

O 0 0 0000 0 00

Success

Success(View details)

Success(View details)

Success(View details)

Success(View details)

Success(View details)

Success(View details)

Success(View details)

Success(View details)

Success(View details)

Success(View details)
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14. On the Review + create page, review all details to ensure they are as expected before clicking the
Create button to begin cluster deployment.
15. Cluster deployment begins immediately. Status of the deployment can be checked by clicking the

Refresh button, as shown in the following sequence of screenshots.

Microsoft Azure £ search resources, services, and docs (G+/)

Home > Azure Arc | Azure Stack HCl » Deploy Azure Stack HCI » MXCluster01

:= MXCluster01 | Deployments

T Azure Stack HCI

O Eearch s« :
|/ F - | 'T_) Refrash | o oyment

= Overview

ﬁ Activity log (D Tosavethe template of this deployment, click here,

Waiting for status updates from device.

PR Access control (|AM)

€ Taos

7% Diagnose and solve problems

~ Settings

@8 Configuration

i= Deployments

| 1]

Locks

Microsoft Azure

£ Search resources, services, and docs (G+/)

Home » Azure Arc | Azure Stack HCl > Deploy Azure Stack HCl > MXClusterD1

:= MXCluster01 | Deployments

T Azure Stack HCI

£ Search ¢« )

= Overview

ployment

(@ Tosave the template of this deployment, click here.

0 Locks

» Resources

Clean up post update

B Activity log

‘QR Access control {JAM) MName Description Status

¢ Tags  Deploy Azure Stack HCI Deploy the Azure Stack HCI system, @ In Progress

# Diagnose and solve problems Check requirements Check and resolve deployment requirements. @ success

V' Settings Validate environment Validate the environment using the input parameters. @ success
& Configurstion Resolve requirement Resclve deployment requirements. @ success
{= Deployments Install OS updates Install OS updates on all node and reboot if required. @ success

Clean up post OS update.

EvaluateProxyConfiguration Check if proxy is enabled on the environment © unknown
» Operations . . . )

Validate network settings for servers Validate network settings for servers. © unknown
> Security (preview) . X X

Configure settings on servers Configure settings on servers. © unknown
> Monitoring X X

Adjust the number of infrastructure VMs  Scale the number of infrastructure VMs based on thes.. @ Unknown
> Automation . .

Prepare servers for security policies Prepare servers to apply WDAC security policies. © unknown
> Help

Apply security settings on servers Apply security settings on servers. © unknown

Join servers to a domain Join servers to an Active Directory domain. © unknown

@in Progress

16
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Microsoft Azure AR Search resources, services, and docs (G+/)

Home > Azure Arc | Azure Stack HCl > Deploy Azure Stack HCl > MXClusterD1
:= MXCluster01 | Deployments %
* ™ Azure Stack HCI
O Searc P
|/ Search | - ‘ 5> Resume dey ment
= Overview
To save the template of this deployment, click here,
B Activity log © a i
Ao Access control (IAM) Name Description Status
€ Tags . Deploy Azure Stack HCI Deploy the Azure Stack HCI system, @ In Progress
¥ Diagnose and solve problems Check requirements Check and resolve deployment requirements. @ success
7 Settings Validate environment Validate the environment using the input parameters. @ success
& Configuration Resolve requirement Resolve deployment requirements, @ success
i= Deployments Install 05 updates Install OS updates on all nede and rebaoot if required. @ success
n
i Lodks Clean up post update Clean up post OS update. @ success
R - . .
7 Resources EvaluateProxyConfiguration Check if proxy is enabled on the envirenment @ success
> Operations . . .
P Validate network settings for servers Validate network settings for servers. @ success
> Security (preview) . )
Configure settings on servers Configure settings on servers. @ success
> Monitoring .
Adjust the number of infrastructure VMs  Scale the number of infrastructure VMs based onthe s.. @ Success
> Automation ) .
Prepare servers far security policies Prepare servers to apply WDAC security policies. @ success
> Help )
Apply security settings on servers Apply security settings on servers. @ success
Join servers ta a domain Join servers to an Active Directory domain. @ success
Install software dependencies Install JNET & @ success
Create the cluster Create the failover cluster from the server(s) in the syst.., @ success
Configure networking Caonfigure the host networking settings. @ success
Configure Cloud Management Configure the cloud management agent. @ success
Register with Azure Connect to Azure and turn on Arc management, Dn Progress
Set up observability Set up observability after connecting to Azure. @ unknawn
Unleck virtual disks if needed, unlock encrypted virtual disks for the system. @ unknown

16. You can save a Template of this deployment for future use by clicking the click here link near the top
of the page. For future deployments, the Template can be selected on the Configuration page instead

of New configuration option.
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17. Once the Status column shows “Success” for the top “Deploy Azure Stack HCI” line, cluster

deployment is complete.

Microsoft Azure L Search resources, services, and docs (G+/)

Home » MXCluster01

Azure Stack HCI

P Search | o«

= Overview

B Activity log

pR Access control (IAM)

€ Tags

. Diagnose and solve problems
v Settings

Windows Admin Center
(preview)

L

Extensions

@8 Configuration

Deployments

Locks

[ =]

» Resources

:= MXCluster01 | Deployments

'T_) Refresh & Resume deployment

(@ To save the template of this deployment, click here,

Name

Description

Status

>

Deploy Azure Stack HCI Deploy the Azure Stack HCI system.

@ success
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4 Resources

There are several resources available online that provide helpful information about Lenovo ThinkAgile MX
solutions and Microsoft Azure Stack HCI.

This document uses the following Microsoft article for cloud deployment background and requirements. This
article describes environment preparation and cloud deployment of an Azure Stack HCI cluster. Deploying via
Azure Arc is required for all Azure Stack HCI versions beginning with 23H2.

Microsoft Azure Stack HCI documentation

For information regarding hardware options that Lenovo has certified for use in an Azure Stack HCI cluster,
refer to one of the following Lenovo ThinkAgile MX Certified Configuration Guides. These guides provide
information about specific adapters, GPUs, and storage devices that have been certified.

For clusters based on the Lenovo SR630 and SR650 rack servers:

Lenovo ThinkAgile MX Certified Configurations for Azure Stack HCI — V1 Servers

For clusters based on the Lenovo SR630 V2 and SR650 V2 rack servers:

Lenovo ThinkAgile MX Certified Configurations for Azure Stack HCI — V2 Servers

For clusters based on the Lenovo SR630 V3 and SR650 V3 rack servers:

Lenovo ThinkAgile MX Certified Configurations for Azure Stack HCI — V3 Servers

For clusters based on Lenovo edge servers, including SE350, SE450, and SE455 V3 edge servers:

Lenovo ThinkAgile MX Certified Configurations for Azure Stack HCI — Edge Servers
(coming soon)
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https://learn.microsoft.com/en-us/azure-stack/hci/deploy/deployment-introduction
https://lenovopress.com/lp0866
https://lenovopress.com/lp1520
https://lenovopress.com/lp1741
https://lenovopress.com/lp1984

Change history

This document was originally published in September 2024. Changes made since the initial publication are
shown in this section.
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Trademarks and special notices

© Copyright Lenovo 2024

References in this document to Lenovo products or services do not imply that Lenovo intends to make them
available in every country.

The following terms are trademarks of Lenovo in the United States, other countries, or both:

Lenovo®
ThinkAgile®
XClarity®

The following terms are trademarks of other companies:

Microsoft®, Active Directory®, Arc®, Azure®, Hyper-V®, PowerShell, Windows Server®, and Windows® are
trademarks of Microsoft Corporation in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.Information is
provided "AS IS" without warranty of any kind.

All customer examples described are presented as illustrations of how those customers have used Lenovo
products and the results they may have achieved. Actual environmental costs and performance
characteristics may vary by customer.

Information concerning non-Lenovo products was obtained from a supplier of these products, published
announcement material, or other publicly available sources and does not constitute an endorsement of such
products by Lenovo. Sources for non-Lenovo list prices and performance numbers are taken from publicly
available information, including vendor announcements and vendor worldwide homepages. Lenovo has not
tested these products and cannot confirm the accuracy of performance, capability, or any other claims related
to non-Lenovo products. Questions on the capability of non-Lenovo products should be addressed to the
supplier of those products.

All statements regarding Lenovo future direction and intent are subject to change or withdrawal without notice,
and represent goals and objectives only. Contact your local Lenovo office or Lenovo authorized reseller for the
full text of the specific Statement of Direction.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive
statement of a commitment to specific levels of performance, function or delivery schedules with respect to
any future products. Such commitments are only made in Lenovo product announcements. The information is
presented here to communicate Lenovo’s current investment and development activities as a good faith effort
to help with our customers' future planning.

Performance is based on measurements and projections using standard Lenovo benchmarks in a controlled
environment. The actual throughput or performance that any user will experience will vary depending upon
considerations such as the amount of multiprogramming in the user's job stream, the 1/O configuration, the
storage configuration, and the workload processed. Therefore, no assurance can be given that an individual
user will achieve throughput or performance improvements equivalent to the ratios stated here.

Photographs shown are of engineering prototypes. Changes may be incorporated in production models.

Any references in this information to non-Lenovo websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this Lenovo product and use of those websites is at your own risk.
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