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A kernel live dump is a mechanism for capturing a snapshot of the system's memory without causing a
crash or resetting the operating system.

A kernel live dump is non-disruptive so its primary benefit is to minimized downtime. Traditional crash
dumps that are generated when the system crashes reset the operating system and disrupt user work,
however, kernel live dumps allow the OS to continue to run while capturing memory information, which
reduces downtime and user impact.

A Kernel live dump is effective for non-fatal issues. It is helpful in those scenarios where a crash has not
occurred, but there are symptoms such as high CPU usage, memory leaks, or other abnormal behaviors.

Kernel Live dumps are similar to regular crash dump files, they can capture a consistent snapshot of
kernel memory, including various memory pages including the following:

+ KdDebuggerBlock

* Loaded Module List

* KiProcessorBlock

*+ PRCBs

e Current stack

» Current page directory table
o KI_USER_SHARED_DATA
¢ NTOS Kernel Image

¢ HAL Image

In this paper, we focus on kernel live dumps, which are code 0x161.These can be initiated manually by an
administrator using Task Manager or a PowerShell command line.
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Experiment: Using WinDbg to display the kernel live dump stop code information if created by Task
Manager and PowerShell

0x161 is a stop code for kernel live dumps, it indicates the system administrator requested the collection
of a kernel live dump. This code is used to identify live dumps only and never be used for a real bug
check.

If the live dump is created by Task Manager, you can see the 1st parameter is 0x005461736b6d6772, it
means this file is created by Task Manager since this value is a hexadecimal encoding for the text string
‘Taskmgr’.

0: kd> .bugcheck
Bugcheck code 00000161
Arguments 00546173 6b6d6772 00000000 00000000 00000000 00000000 00000000 00000000

0: kd> k

# Child-SP RetAddr Call Site

00 fffffc05 f6£5a310 ff£££801°781565d5 nt!IopLiveDumpCollectPages+0xd9

01 fffffcO05 f6f5a360 f£f£f£f£f801°78725307 nt!IopLiveDumpEndMirroringCallback+0x55
02 fffffc05 f6£5a390 fffff801 78155bfa nt !MmDuplicateMemory+0x2e7

03 fffffc05 f6£f5a420 ff£££f801 78155cdc nt!TIopLiveDumpCapture+0x86

04 fffffc05 f6£f5a480 fffff801° 780a9%fca nt!IopLiveDumpCaptureMemoryPages+0x50
05 fffffc05 f6f5abcO0 ffff£f801 7813aade nt!IoCaptureLiveDump+0x432

06 fffffc05 f6f5a7f0 ff££f£f801 786flcaf nt!DbgkCaptureLiveKernelDump+0x336

07 fffffc05 £6£5a890 ff£fff801 7828a255 nt!NtSystemDebugControl+0xc4lbf

08 fffffc05 £6£5a9b0 00007ffc d2563054 nt!KiSystemServiceCopyEnd+0x25

09 0000007b " b6£7£838 00000000°00000000 0x00007ffc " d2563054

0: kd> .formats 00546173 6b6d6772
Evaluate expression:
Hex: 00546173 6b6d6772

Chars: .Taskmgr

If the live dump is created by PowerShell, you can see the same stop code but the 1st parameter is null.

0: kd> .bugcheck
Bugcheck code 00000161
Arguments 00000000 00000000 00000000 00000000 00000000°00000000 00000000 00000000

0: kd> k

# Child-SP RetAddr Call Site

00 ffffbd09 a52ced50 fffff802°d57565d5 nt!IopLiveDumpCollectPages+0xd9

01 ffffbd09 ab2cedal ff£f££802 d5d25307 nt!IopLiveDumpEndMirroringCallback+0x55
02 ffffbd09 ab2cedd0 fffff802 d5755bfa nt!MmDuplicateMemory+0x2e7

03 ffffbd09 a52ceeb0 ff£f£ff802 d5755cdc nt!IopLiveDumpCapture+0x86

04 ffffbd09 ab2ceecO fffff802 d56a9fca nt!IopLiveDumpCaptureMemoryPages+0x50
05 ffffbd09 a52cf000 fffff802 d573aade nt!IoCaptureLiveDump+0x432

06 ffffbd09 ab2cf230 ff£ff£f802 dbcflcaf nt!DbgkCaptureLiveKernelDump+0x336

07 f££fffbd09 a52cf2d0 f£f£ff£f802 d588a255 nt!NtSystemDebugControl+0xc4lbf

08 ffffbd09 a52cf3f0 00007ffc c6dc3054 nt!KiSystemServiceCopyEnd+0x25
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09 000000bb ce27d458 00007ffc"9077eddf ntdll!NtSystemDebugControl+0x14
0a 000000bb " ce27d460 00000000 00000000 mispace!CLogCollectionServer: :CaptureLiveDump+0x1b3
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Using Task Manager to trigger a Kernel Live Dump
The Task Manager live dump feature is supported starting with Windows Server 2025.

To generate a kernel live dump using Task Manager, follow these steps:

1. Search “Task Manager” to start Windows Task Manager.
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Figure 1. Start Windows Task Manager
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2. Click the top left “Navigate” to Details.
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Figure 2. Navigate to Details

3. Find the System.| _ - 0 X
= ™ ok Manager . Type a name, publisher,...
Details F Run new task e
Name PID Status User name CPU Memory (a.. Archite.. Description
[Wlwinlogon.exe 788 Running SYSTEM 00 2016K  xb4 Windows ...
[ wininit.exe 968 Running SYSTEM 00 1,088 K Windows ...
[®]UserOOBEBroker.exe 7548 Running Administr... 00 1,300K xb4 User O0B...
mTaskmgr.P_re 5932 Running Administr... 00 37,708K xb4 Task Man...
@ taskhostw.exe 3656 Running Administr... 00 2,588 K xb64 Host Proc...
[#7] System interrupts - Running SYSTEM 00 0K Deferred p...
[ System ldle Process 0 Running SYSTEM 99 8K Percentag...
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[ svchost,exe 7536  Running SYSTEM 00 3,164 K Host Proc...
[ svchost.exe 1188 Running SYSTEM 00 5588 K xb4 Host Proc...
[ svchost exe 1240 Running NETWORK... 00 5804 K xbd Host Proc...
@ svchost.exe 1348 Running SYSTEM 00 1900K xb4 Host Proc...
[ svchost.exe 1432 Running SYSTEM 00 MK w64 Host Proc...
[W]svchost.exe 1516 Running LOCAL SE... 00 1.224K  xb4 Host Proc...
@ svchost.exe 1616 Running LOCAL SE... 00 1,260 K x64 Host Proc...
[ svchost.exe 1912 Running LOCAL SE... 00 1452K  x64 Host Proc...
[®]svchost.exe 1920 Running LOCAL SE... 00 2876 K x4 Host Proc...
[ svchost.exe 1%e4 Running NETWORK... 00 3188K B4 Host Proc...
[W]svchost.exe 1236 Running SYSTEM 00 48K xB4 Host Proc...
[ svchost.exe 1088 Running SYSTEM 00 2,068K xb4 Host Proc...
[@]svchost.exe 1416 Running NETWORK... 00 272K xb4 Host Proc...
[®]svchost. exe 1488 Running LOCAL SE... 00 936K x64 Host Proc...
[ svchost.exe 2136 Running SYSTEM 00 1,908K 64 Host Proc...
[ svchost.exe 2468 Running LOCAL SE... 00 1,640 K xB64 Host Proc...

Figure 3. Locate the System process

4. Right click and select Create live kernel memory dump file. Then, select either a Full live kernel
memory dump or a Kernel stacks memory dump from the pull-down menu.
The main differences between these two choices are as follows:

o Full live kernel memory dump:
= Contains active kernel memory.
= Optional inclusion of hypervisor of hypervisor memory and user-mode memory.
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= Completed snapshot of the system’s kernel memory.

o Kernel stacks memory dump:
= The file size is smaller than the full live kernel memory dump.
= Limited to kernel processor stats and all kernel thread stacks.
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Figure 4. Create live kernel memory dump file by Task Manager

5. The kernel live dump will be created when the collecting is complete. The file is located at the
default path:
C:\Users\
<YourUserName>\AppData\Local\Microsoft\Windows\TaskManager\LiveKernelDumps

Generating a Kernel Live Dump in Windows Server 2025


https://lenovopress.lenovo.com/assets/images/LP2142/Figure4_LiveDump_TMcreate.png

Collecting kernel memory dump

The file has been successfully created.

The file is located at "C:\Users\Administrator\AppData\Local\Microsoft.
\Windows\TaskManager'LiveKernelDumps\|ivedump.DMP"

Figure 5. The kernel live dump is created at the default path
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Using PowerShell to trigger a Kernel Live Dump
To generate a kernel live dump using PowerShell, follow these steps:

1. Search “Windows PowerShell Integrated Scripting Environment (ISE)” and select “Run as
administrator”.
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Figure 6. Run Windows PowerShell ISE as administrator

2. Copy and paste the following code to PowerShell ISE to create a PowerShell script. For example,
save it as a file named CreateLiveDump.ps1.

Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process

$logPath="$env:userprofile\Desktop\logs" If(Test-Path -Path $logPath) {

Remove-Item -Path $logPath -Force -Recurse

$storageName = Get-StorageSubSystem | Select-Object -ExpandProperty FriendlyName
Get-StorageDiagnosticInfo -StorageSubSystemFriendlyName S$storageName -IncludelLiveDump -Desti

nationPath $logPath
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Figure 7. Create a PowerShell script

3. Launch PowerShell as administrator. Search “Windows PowerShell” and select “Run as
Administrator”.
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Figure 8. Run Windows PowerShell as administrator

4. Run the PowerShell script created in step 2.

() B Administrator: Windows Pows X

Windows PowersShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> cd .\Documents\
S C:\Use Administrator\Documents> .\CreateLiveDump.psl

Figure 9. Run the PS script to create a kernel live dump
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5. After running the script, the system starts to gather a kernel live dump in the specified storage
subsystem.

) B Administrator: Windows Pows X

ws PowerShell
ight (C) Microsoft Corporation. ALl rights reserved.

Get-StorageDiagnosticInfo
10% 1/2
Gathering storage diagnostic logs
Get-StorageDiagnosticInfoInternal @parameters
|  50% 88:00:80 1/2 completed
Gathering storage subsystem diagnostic information
6% Running
Copying diagnostic file \\?\C:\Users\Administrator\Desktop\logs\localhost\LiveDump.dmp

Figure 10. Gather the storage diagnostic information
Note: In this paper, we focus on how to manually trigger a kernel live dump on the system, so
this using a PowerShell script to help to gather information about the boot device. This type of
live dump, similar to a full live kernel memory dump, can also be created by Task Manager.

6. The folder “logs” is shown on the Desktop after finishing the progress. You can get the live dump
under this folder.
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Figure 11. The kernel live dump is created on the folder logs
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