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1 Introducing Proxmox Virtual Environment

The Proxmox Virtual Environment (VE) is an open-source software-defined management platform for
enterprise virtualization and containerization applications. Using Linux KVM and Container (LXC) technology,
Proxmox VE provides a resilient and stable platform for software-defined compute, network and storage
functionality. Similarly to other closed source applications, Proxmox VE also provides a web-based user
interface to monitor and manage virtual machines and containers along with integrated high-availability and
integrated disaster recovery tools to comfortably handle clusters of several systems.

1.1 Why use the Proxmox Virtual Environment?

Proxmox VE combines both virtualization and containerization technologies onto a single platform. Thus,
allowing for you to optimize existing resources and reduce costs in a hyperconverged scenario. Even the most
demanding Linux and Windows workloads can be virtualized or containerized dynamically while allowing your
storage to grow organically using proven software-defined applications like Ceph file system.

1.2 The key benefits

Many benefits of using the Proxmox Virtual Environment can raise the return on investment when using
Lenovo ThinkSystem servers. Some of the main benefits of the Virtual Environment are as follows:

Cost Efficiency: A small or medium enterprise needs to have their costs under control. The Proxmox Virtual
Environment (VE) allows a company to begin with the community edition for free and add support contracts as
required when issues happen. The enterprise ready features are built in and supported starting from the
community tier up to a premium tier with unlimited support and a promised 2-hour response time for any
opened ticket.

Virtualization: Whether using traditional kernel based virtual machines (KVM) or container-based
virtualization using Linux Containers (LXC), the Proxmox VE gives you two ways to run your business.

KVM is the leading technology for full virtualization which runs with near native performance on all modern
x86_64 hardware like the Lenovo ThinkSystem family of servers. This allows you to create virtual instances of
your Windows and Linux operating systems in virtual machines, where each VM has its own set of virtualized
hardware and allows a server to run several application workloads on a single system.

Linux Containers (LXC) is a lightweight alternative, where only the specific libraries used by an application are
wrapped together in an LXC package. This package is then run with all other container applications on a
single host kernel operating system. Each of these packages are separated from all others running on the
server and an administrator can easily manage the system separately from the application workloads.

Software-defined storage with Ceph: Among the more traditional storage types permitted by Proxmox VE,
CephFS, an open-source distributed object store and file system, can easily be integrated to manage your
software-defined infrastructure. Lenovo has Ceph storage solutions which combine the world’s

and secure Lenovo ThinkSystem SR650 V3 server with Ceph software to deliver a comprehensive
software-defined storage platform for Al data lake houses, backup and archive, and data as-a-service use
cases for hybrid cloud environments. Software-defined storage setups can be greatly enhanced using the
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Ceph file system design and Proxmox VE allows an easy setup and management of the CephFS which can
scale up to exabytes of storage and adds self-healing file system options.

Clustering: Proxmox VE allows a customer to start with a single node instance and expand it into a full-
fledged clustered environment out of the box. This allows for live or online migrations without any apparent
effect from the user side for nearly transparent maintenance. With a unique multi-master design, management
of a cluster is greatly simplified so that an administrator may perform maintenance tasks from any node within
a cluster. This allows a very simple management of all VMs and containers and storage from the Proxmox VE
GUI.

Central Management: Proxmox central management service is a web interface which also provides a CLI
and REST API so that it can be used for task automation. Whether via the multi-master web-based
management interface, or even through a mobile application, you can manage your servers from one place.
Proxmox VE also provides a command line interface which for advanced users, can provide all the
functionality of the GUI with the ability to script and automate task creation. With the standardized REST API,
third-party applications can also be written to handle management of the virtual environment.

Reliability, Availability & Security: With a built-in firewall, backup, restore and high-availability options, the
Proxmox VE is well-suited to run your software-defined data center.

HCI Parity at a Glance (Ops Focus) of Key HCI Providers

This table maps core HCI capabilities across Proxmox VE 8.2, VMware vCenter/vSAN, and Nutanix
Prism/AOS. Proxmox covers the fundamentals—compute HA and live migration; resilient, policy-driven
storage via Ceph, integrated backup, and SDN overlays—while vCenter and Prism add deeper automation
(e.g., DRS, one-click lifecycle/firmware, and advanced micro-segmentation). For many environments,
Proxmox can achieve near-parity at lower software cost, trading a bit of operational effort for openness and

flexibility.

CAPABILITY PROXMOX VE (8.2) VMWARE VSAN NUTANIX PRISM/AOS

COMPUTE/HA KVM/QEMU, live vMotion, HA, DRS Live migration, HA,
migration, HA autonomous placement
manager

STORAGE Ceph RBD (RF/EC, vSAN (SPBM, AOS (RF2/RF3, EC-X, data
CRUSH); CephFS for dedupe/compress, reduction)
shares EC)

LIFECYCLE GUI upgrades for vLCM for LCM one-click
PVE & Ceph; repo- ESXi/drivers/firmware (hypervisor+firmware+storage)
based
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NETWORKING /
SDN

BACKUP /DR

GPU / VGPU

VLAN, NSX (overlay,
VXLAN/EVPN; micro-segmentation,
firewall integration services)

Proxmox Backup vSphere Replication /
Server + VM SRM; rich ecosystem
replication

SR-IOV/mdev/NVIDIA Mature vGPU;
vGPU (more manual) vMotion w/ vGPU
(zero-copy)

Flow (micro-segmentation,
policy)

Snapshots/replication; Leap
DR

AHV vGPU support (NVIDIA)

This document references ProxMox VE version 8.2 as the baseline for all instructions. Where we deviate for

newer features, we will call out the specific version individually (for example, Proxmox VE 8.3) only when

applicable.
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2 Before you get started

To run the Proxmox VE system, the following prerequisites should be met. Using a Lenovo ThinkSystem or
ThinkEdge server is the natural choice for such an environment.

2.1 Functional prerequisites

To successfully deploy Proxmox VE on Lenovo servers, we recommend one of the following server types:

Example Lenovo servers which can support Proxmox VE:

ThinkEdge Edge SE455 V3 (7DBY)

ThinkSystem Rack 1U 1S SR635 V3 [4th Gen EPYC] (7D9H/7D9G)
ThinkSystem Rack 1U 2S SR630 V3 [5th Gen Xeon] (7D72/7D73/7D74)
ThinkSystem Rack 1U 2S SR645 V3 [4th Gen EPYC] (7D9D/7D9C)
ThinkSystem Rack 2U 1S SR655 V3 [4th Gen EPYC] (7D9F/7D9E)
ThinkSystem Rack 2U 2S SR650 V3 [5th Gen Xeon] (7D75/7D76/7D77)
ThinkSystem Rack 2U 2S SR665 V3 [4th Gen EPYC] (7D9B/7D9A)
ThinkSystem Rack 2U 4S SR850 V3 (7D97/7D96/7D98)

ThinkSystem Rack 3U 2S SR675 V3 [4th Gen EPYC] (7D9Q/7D9R)
ThinkSystem Rack 4U 4S SR860 V3 (7D94/7D93/7D95)

ThinkSystem Rack 8U 8S SR950 V3 (7DC5/7DC4/7DC6)

For an up-to-date list of supported servers, check the Lenovo Operating System Interoperability Guide at:

Ensure the server’s firmware is updated to the latest version available from Lenovo’s support site for optimal
compatibility. Visit the Lenovo support site at:

to ensure proper firmware levels.

2.1.1 Memory Requirements

A minimum of 2 GB of RAM is required for the Proxmox VE operating system and its services. Additional

memory is necessary for guest VMs and containers—allocate at least 1 GB per VM or container, with higher
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amounts (e.g., 4-8 GB) recommended for demanding workloads. For Lenovo servers using advanced storage

solutions like ZFS or Ceph, plan for an additional 1 GB of RAM per terabyte of storage.

2.1.2 Storage Configuration

Proxmox VE supports a variety of storage options compatible with Lenovo hardware, including local storage
(DAS) and hardware RAID, or software-defined storage like ZFS or Ceph. Using SATA/SAS SSD drives for
the OS is perfectly valid, although we recommend using NVMe SSD devices for the data drives to ensure you
have the most efficient and fastest speeds for your virtual machines. Using external storage like the Lenovo
ThinkSystem DM or DE Series All Flash SAN arrays is also possible. Lenovo ThinkSystem DE Series All-
Flash systems are ideal for mixed workloads and demanding applications such as analytics, high-
performance computing (HPC), and artificial intelligence (Al); whereas Lenovo ThinkSystem DM Series All-
Flash arrays are ideal for performance critical applications such as Oracle, Microsoft SQL Server, MongoDB
databases, VDI, and server virtualization, to data-intensive Al training, tuning, inferencing, and retrieval-

augmented generation (RAG) workloads.

We suggest using ThinkSystem M.2 or 7mm SATA/SAS SSD 240GB (or larger) boot disks with a hardware
raid controller to ensure a basic level of RAID1 resilience for the Proxmox VE operating system. When using
ZFS or CephFS as the storage subsystem, both require raw disk access to the data drives and do not require
a hardware RAID controller. These file systems require you to configure drives in JBOD mode when using
them. In this document, we use Ceph RBD for VM/CT disks (block storage with snapshots/clones). Use

CephFS for shared files (ISOs, templates, backup targets).
2.1.3 UEFI Settings

Secure boot considerations

Enabled by default on Proxmox VE 8.1 and later. Only disable Secure Boot if you intentionally run unsigned
DKMS modules and choose not to sign them, or for temporary troubleshooting of rare firmware/key issues.
For more information, visit the Proxmox Wiki at: .Using the
XClarity Controller (XCC), select this path:

e Settings > Security > Secure Boot Configuration

In the Secure Boot configuration screen, select the preferred Secure Boot setting for your use case, and
ensure it is set as desired. By default, it is Enabled.
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ure Boot

[Factory Policy]

Ensure proper virtualization configuration

Activate IOMMU for passthrough (under System Settings > Devices). This is set to Enabled by default, but it is

helpful to ensure that nothing has changed.

ble IOMMU.
Irce Allocation
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Performance Considerations

For best performance, ensure that the operating mode is set to High Performance, at System Settings ->
Operating Modes The purpose for this setting, is to ensure dynamic power-saving features, such as C-states
and P-states are disabled, CPU frequency is locked at maximum speed and that throughput and

responsiveness are prioritized over power efficiency.

Operating Modes

Choose Operating Mode
[ rmir

151

These settings impact the HCI elements of Proxmox VE cluster and Ceph in these manners:

e Improved write operations for Ceph OSDs, quicker PG recovery and balance and improved SCSI host
responsiveness

e Reduced jitter for VM and container launch and memory allocation

e More predictable CPU response, under load

¢ Quicker reaction times for fencing, quorum changes and monitor elections
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2.2 Known limitations

2.2.1 Driver Support:

Proxmox VE uses a custom Debian-based kernel, which generally includes drivers for Lenovo’s common
NICs (e.g., Broadcom NetXtreme, Intel 1I350) and storage controllers. However, newer Lenovo hardware (e.g.,
ThinkSystem servers with cutting-edge NVMe controllers introduced in late 2024) may require manual driver
updates if not yet included into the Proxmox kernel. Check Lenovo’s Linux compatibility matrix, at

and the Proxmox community forums for
updates.

2.2.2 System Health Considerations:

XCC’s IPMI and Redfish APIs report hardware health, but Proxmox VE lacks a native agent to poll these
endpoints. Manual integration via ipmitool or custom scripts is are needed for fan speed or temp alerts.

2.2.3 NVMe Hot-Swap:

ThinkSystem NVMe backplanes support physical hot-swap. On PVE 8.2, the kernel usually detects
insert/remove events automatically for native NVMe devices. If a new drive doesn’t appear, trigger an NVMe

rescan with echo 1 > /sys/class/nvme/nvme0/rescan controller and nvme ns-rescan /dev/nvme0.

2.3 Hardware configurations for Proxmox VE

Proxmox VE can be based on any of the Lenovo ThinkSystem servers available as long as they meet the
basic system requirements for Proxmox VE. The server we tested this design guide can be seen in Table 1.

Table 1. Test Hardware Configuration

Server Lenovo ThinkSystem SR635 V3
Processor 1x ThinkSystem AMD EPYC 9334 32C 210W 2.7GHz Processor
Memory 192 GB (6x ThinkSystem 32GB TruDDR5 4800MHz (2Rx8) RDIMM-A )
NIC 1x ThinkSystem Intel E810-DA4 10/25GbE SFP28 4-Port OCP Ethernet Adapter
Disk 16x ThinkSystem E1.S 5.9mm 7450 PRO 7.68TB Read Intensive NVMe PCle 4.0 x4 HS
is
SSD

" Proxmox VE System Requirements:
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3 Deployment requirements

Below are the recommended system specifications for optimal performance and reliability:

e Memory:
o Minimum 2 GB for the OS and Proxmox VE services, plus designated memory for guests.
o For Ceph and ZFS, approximately 1GB of memory for every TB of used storage.
e Fast and redundant storage, best results are achieved with NVMe SSDs.
e (OS storage: Use ThinkSystem M.2/7mm internal boot options to store the operating system.
e VM storage:
o For local storage, use either a hardware RAID with battery backed write cache (BBU) for
local disks or non-RAID for ZFS and Ceph storage.
o Neither ZFS nor Ceph are compatible with a hardware RAID controller.
e Shared and distributed storage is possible.
o NVMe SSDs with high performance solid-state drive (SSD) technology that provides high I/0
throughput and low latency are recommended for best performance.
e Redundant (Multi-)Gbit NICs, with additional NICs depending on the preferred storage
technology and cluster setup.
e For PCl(e) passthrough the CPU needs to support the VT-d/AMD-d flag.
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4 Proxmox VE deployment steps

The installer ISO image includes the following:

e Complete operating system (Debian Linux, 64-bit)

e The Proxmox VE installer, which partitions the local disk(s) with ext4, XFS, BTRFS (technology
preview), or ZFS and installs the operating system

e Proxmox VE Linux kernel with KVM and LXC support

e Complete toolset for administering virtual machines, containers, the host system, clusters and all
necessary resources

e Web-based management interface

4.1 Deployment Preparations

4.1.1 Download Proxmox ISO

Visit the official Proxmox website to 2 the latest Proxmox Virtual Environment (VE) available.

4.1.2 Mount Bootable ISO to XCC Remote Console

Using the 3 from Lenovo on how to mount the Proxmox IS0, install the Proxmox VE system. This
article introduces the procedure used to mount local media files as virtual drives in the XClarity Controller
(XCQC).

4.1.3 Boot Installation Media

Once the installer has booted, the Proxmox VE menu will be displayed.

Proxmox VE 8.3 (iso release 1) - https://www.proxmox.com/

X PROXMOX

Welcome to Proxmox Virtual Environment

e |nstall Proxmox VE (Graphical) — Starts the normal graphical installation
e [|nstall Proxmox VE (Terminal Ul) — Starts the terminal-mode installation wizard

e |nstall Proxmox VE (Terminal Ul, Serial Console) — Starts terminal-mode with serial console

2 Proxmox VE Download -

3 XCC ISO Mounting instructions -
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For this deployment, we selected Install Proxmox VE (Graphical) to start the installation. Accept the
End User License Agreement (EULA).

Proxmox VE Installer

X PROXMO

END USER LICENSE AGREEMENT (EULA)

END USER LICENSE AGREEMENT (EULA) FOR PROXMOX VIRTUAL ENVIRONMENT (PROXMOX VE)

By using Proxmox VE software you agree that you accept this EULA, and that you have read
and understand the terms and conditions. This also applies for individuals acting on behalf of
entities. This EULA does not provide any rights to Support Subscriptions Services as software
maintenance, updates and support. Please review the Support Subscriptions Agreements for
these terms and conditions. The EULA applies to any version of Proxmox VE and any related
update, source code and structure (the Programs), regardless of the delivery mechanism.

1. License, Proxmox Server Solutions GmbH (Proxmox) grants to you a perpetual, worldwide
license to the Programs pursuant to the GNU Affero General Public License V3. The license
agreement for each component is located in the software component's source code and
pemits you to run, copy. modify, and redistribute the software component (certain obligations
in some cases), both in source code and binary code forms, with the exception of certain
binary only fimware components and the Proxmox images (e.g. Proxmox logo). The license
rights for the binary only firnware components are located within the components. This EULA
pertains solely to the Programs and does not limit your rights under, or grant you rights that
supersede, the license terms of any particular component.

2. Limited Wamranty. The Programs and the components are provided and licensed "as is"
without warmranty of any kind, expressed or implied, including the implied warranties of
merchantability, non-infringement or fitness for a particular purpose. Neither Proxmox nor its
affiliates wamants that the functions contained in the Programs will meet your requirements or
that the operation of the Programs will be entirely emor free, appear or perform precisely as
described in the accompanying documentation, or comply with regulatory requirements.

3. Limitation of Liability. To the maximum extent permitted under applicable law, under no
circumstances will Proxmox, its affiliates, any Proxmox authorized distributor, or the licensor

Abort | agree

Select the target hard drive where Proxmox VE will be installed. We choose on the Lenovo ThinkSystem
SR635 V3 the 7mm NVMe SSD device.

Proxmox VE Installer

XPROXMO

Proxmox Virtual Environment (PVE)

The Proxmox Installer automatically * Please verify the installation target

partitions your hard disk. It installs all required
packages and makes the system bootable from
the hard disk. All existing partitions and data
will be lost.

Press the Next button to continue the
installation.

Target Harddisk

Abort

/dev/nvmel6nl (894.19GiB, 7mm NVMe 2-Bay Rear RAID Kit) v

The displayed hard disk will be used for the
installation.

Warning: All existing partitions and data will
be lost.

Automatic hardware detection
The installer automatically configures your
hardware.

Graphical user interface
Final configuration will be done on the
graphical user interface, via a web browser.

Options

Previous Next
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Choose your country, time zone, and keyboard layout.

X PROXMO Proxmox VE Installer

Location and Time Zone selection

The Proxmox Installer automatically makes * Country: The selected country is used to

location-based optimizations, like choosing the choose nearby mirror servers. This will
nearest mirror to download files from. Also speed up downloads and make updates
make sure to select the correct time zone and more reliable.

keyboard layout.

* Time Zone: Automatically adjust daylight
Press the Next button to continue the saving time.

installation.

* Keyboard Layout: Choose your keyboard
layout.

Country  United States
Time zone  America/New_York -

Keyboard Layout = U.S. English -
Abort Previous Next

Set the root password and provide an email address for system alerts.

X PROXMO Proxmox VE Installer

Administration Password and Email Address

Proxmox Virtual Environment is a full * Password: Please use a strong password.
featured, highly secure GNU/Linux system, It should be at least 8 characters long, and
based on Debian. contain a combination of letters, numbers,

and symbols.
In this step, please provide the root password.
* Email: Enter a valid email address. Your
Proxmox VE server will send important alert
notifications to this email account (such as
backup failures, high availability events,
etc.).

Press the Next button to continue the
installation.

Password 900000000000

Confirm 000000000000

Email | ******{@lenovo.com

Abort Previous Next
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Set up your network settings (choose a static IP or DHCP). TIP: initially plug only a single port to install the
Proxmox VE OS. Later, you can configure all network ports for redundancy or dedicated host networks.

X PROXMO Proxmox VE Installer

Management Network Configuration

Please verify the displayed network * IP address (CIDR): Set the main IP address
configuration. You will need a valid network and netmask for your server in CIDR
configuration to access the management notation.

interface after installing.

* Gateway: IP address of your gateway or
After you have finished, press the Next button. firewall.
You will be shown a list of the options that you

chose during the previous steps. * DNS Server: IP address of your DNS server.

Management Interface = @ ens6fOnp0 - 6¢:fe:54:58:02:00 (ice) w

Hostname (FQDN) \

IP Address (CIDR)  172.21.1.19 / 16
Gateway 172.21.21.201

DNS Server  172.21.21.201

Abort Previous Next

Please review all settings carefully. Click Install to start the installation. This may take a few minutes to

complete. Once installation finishes, the system will prompt you to remove the installation media and Reboot.

1) Power Media Recording Keyboard Mouse T3 Screen Mode
“a

X PROXMO Proxmox VE Installer

Summary

Please confirm the displayed information. Once you press the Install button, the installer will
begin to partition your drive(s) and extract the required files.

Filesystem: extd

Disk(s): /dev/nvmel6nl
Country: United States
Timezone: America/New_York
Keymap: en-us

Email: kadams@lenovo.com

Management Interface: ens6fOnp0

Hostname: mauiol

IP CIDR: 172.21.1.19/16
Gateway: 172.21.21.201
DNS: 172.21.21.201

(2 Automatically reboot after successful installation

Abort Previous Install
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5 Configuring Proxmox VE as an HCI Solution

The goal is to create an HCI environment which is conceptually like a Nutanix software-defined or VMware

VSAN storage setup. The order of operations will be:

Create and verify the Proxmox VE Cluster

Initialize Ceph and create monitors: Set up the Ceph cluster with monitors to manage the storage
environment.

Prepare and create Ceph OSDs (Disks): Configure disks as Ceph Object Storage Daemons (OSDs)
for data storage.

Create Ceph Storage Pools for Virtual Machines

Integrate Ceph with Proxmox VE: Configure Proxmox to use Ceph storage for VMs and containers.

In general, we will approach the configuration process via both command line interface, initially, followed by a
brief setup using the graphical interface. This document assumes that the nodes are installed, updated and

networking is already configured.

5.1 Create the Proxmox VE Cluster - CLI

We will begin by creating and verifying the cluster from the CLI. Start by running pvecm create <cluster

name>. In this instance, we are calling the cluster proxci1. Once that has completed, run pvecm status to

verify the creation. You should have output like the image that follows:

Juorate:

Uotequorun information

1.1.19 (local)

Next, we will add nodes to the cluster and verify again. Execute pvecm add <IP address> where IP address

is the IP address of the head node, from each of the other nodes that are planned for inclusion.

14
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Here, we have added the node.

We will verify the status of the cluster from the node. We can see from the pvecm
nodes are included, and the cluster is healthy.

information

Tue
O

lotequorun information
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5.2 Configure Ceph Storage via CLI

On Proxmox VE 8.2, Ceph Quincy (17.2) is supported and commonly used; Reef (18.2) is also supported and
is the default on newer installs since 8.1. Our build uses Quincy.

First, we will install the Ceph packages on each node. If you don’t have a subscription, you will need to alter
the apt repositories from the PVE enterprise link to the generic link. After those changes, run pveceph

install -repository no-subscription.

oot Epro: t pueceph insta repository nwo—subscription

The no-subscription repository is not the h chi » Tor pr

"FOKMOX  FECORME using the enterprize repository th a wvalid subscription.
This will imstall Ceph Quincy - continue

A successful result will appear as:

installed ceph gquincy successfullyt

reloading APT to load new Ceph RADOS library. ..
rootEproxd: "y

Next, we will initialize Ceph on the head node, which will set up the initial Ceph cluster configuration and the
monitor and manager daemons. This is executed at the subnet level, running pveceph init -network
172.21.1.0/24.

root@proxl:”# pueceph init —-—metwork 172.21.1.0-24

reating setcspuespriv-ceph.client.adnin.keyring
root@proxl: #

On the remaining nodes, we will create monitors, to establish a distributed metadata and quorum system
across the subnet by running pveceph createmon.

: coph-non

ng into setcspuesprivsceph.mon keyring

ten-/ceph-ngr@.
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Verify the state of the Ceph cluster with ceph -s and ceph mon dump. You should see results like the image
below.

i ceph -s

0sd@
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Once these steps are complete, they can be verified using ceph osd tree, ceph -s and ceph mon dump. We
can see that health is OK, that all 3 monitors are online and that the manager is active. Lastly, that each node

has an OSD configured.

root@proxl: var-lib-ceph-montt ceph osd tree
ID CLASS WEIGHT TYPE NAME STATUS REWEIGHT PRI-AFF
1 20.95889 root default
5 .98630 host proxl
1 ssd .98630 osd.1 up 1.00000 1.00000
7 .98630 host proxZ
2 ssd .98630 osd.2 up 1.00000 1.00000
3 .98630 host prox3
0] ssd .98630 0sd.0 up 1.00000 1.00000
oot@proxl: var-lib cephsmontt ceph -=
cluster:
id: b9a0915a-fOcd-4663-bbdd-143160cd4afz
health: HEALTH_OK

services:
mon: 3 daemons, guorum proxZ,proxd,proxl (age 14m)
mgr: proxZ(active, since 14m), standbys: prox3, proxl
osd: 3 osds: 3 up (since 41s), 3 in (since 52s)

data:
pools: 1 pools, 1 pgs
objects: 2 objects, 577 KiB
usage : 883 MiB us=ed, Z1 TiB ~ 21 TiB avail
pys: 1 active+clean

root@proxl:. var-lib-ceph-mont ceph mon dump
epoch 3
fsid b9a0915a—f0cd-4663-bbdd-1d3160cd4af2
last_changed Z025-07-15T10:20:38.035627-0900
reated 2025-07-15T07:53:57.693073-0900
in_mon_release 17 (guincy)
election_strateqy: 1
 [u2:172.21.1.20:3300-0,01:172 .21.1.20:6789-01 mon.prox2
PoLw2:i172.21.1.21:3300-0,01 1.1.21:6789-0]1 mon.prox3
 [u2:172.21.1.19:3300,.0,01:172.21.1.19:6789,01 mon.proxl
unped monmap epoch 3

ibsceph/mon#t ceph osd sta

AUAIL WR OPS WR DATA RD OPS RD DATA STATE
7?1536 0 ! B f exists,up
71536 0] 0 exists,up
153G 0] 0 exists,up
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You can repeat these steps for each drive, in each system which is planned to participate in the OSD. To see
the list of disks available, run 1sbl1k -o NAME, SIZE,MODEL, TYPE, MOUNTPOINT. Disks without partitions are

potentially available, depending on the planned usage.

jroot@prox1: svarslib-cephsmondt lsblk —o NAME,SIZE,MODEL, TYPE,HOUNTPOINT
SIZE MODEL TYPE MOUNTPOINT]
894.2G ?mm NUMe Z-Bay Rear RAID Kit disk
numelenipl 1007K part
numel6nipZ part
numelonlpd
pue—0OLD—-2BDA1SF6—swap
pue—0OLD--ZBDA1SFo-root
pue—0OLD--2BDA1SF6—-data_tmeta
L pue—-0LD—2BDA15F6-data 757.7G
pue—0OLD—-ZBDA1SFo—data_tdata 797.7G
pue—0OLD—2ZBDA15F6-data 757.7G
nume Inl 7T Micron_7450_MTFDKBZ?T6TFR
Lceph--bf044ece--52af--4990-—-aBce--bbabfb1d855b—0sd—-block—-65677cbB—-0f 1c—4018-—-bb4c-—-dealBObc455f

numednl 7T Micron_7450_MTFDKBZ?TG6IFR
numednipl 1007K
Enuneﬂnlpz 16 sboot-efi
numednip3 7T t
pue—suap BG [3UAP1
pue-root 966G e
pue—data_tmeta 15.96
L pue-data 6.8T
pue—data_tdata 6.8T
6.8T
?T Micron_?450_MTFDKBZ?TGIFR
?T Micron_7450_MTFDKBZ?T6TFR
?T Hicron_7450_MTFDKBZ?TGTFR
?T Micron_7450_HTFDKBZ?T6IFR
?T Micron_7450_MTFDKBZ?T6TFR

?T Micron_?450_MTFDKBZ?TGIFR

?T Micron_7450_MTFDKBZ?T6TFR
7T Micron_7450_MTFDKBZ?TOTFR
?T Micron_7450_HTFDKBZ?T6IFR
7T Micron_7450_MTFDKBZ?T6TFR
?T Micron_?450_MTFDKBZ?TGIFR
?T Micron_7450_MTFDKBZ?T6TFR
7T Micron_7450_MTFDKBZ?TOTFR
7T Micron 7450 HTFDKBZ?T6IFR

“tt ceph o=d tree
WEIGHT TYPE HAHE STATUS REWEIGHT PRI-AFF

root d

up
up
up
up
w I 1
u ll
up
] I:I

b ek ik e ok ke ek
b ek e e ok ek ek

up
u P
up
up
up
up
up
up

b ek i ek ek ek ek
e S W Y ]

host
wp |
wp |
up 1
wp 1.
up  1.9¢
uwp |
up |
up |

b e ek ek ek ek i i

zince 4m); epoch: e

Following this, we will create the placement groups (PG). In this scenario, we will use 512 PGs, since it is

practical in this scenario where we have 24 OSDs. The general formula for PG quantity can be defined as:
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Target PGs = (# OSDs * 100) / replication factor, and we have a replication factor of 3. While the math works
out to 800 PGs, additional PGs require more background threads and impacts performance; additionally, PGs
can be added later but cannot be removed. It is equally viable to start with less than 100 PGs for a small
cluster. In the case of a cluster expected to have highly parallel workloads or heavy I/O, as well as running on

servers with high performance drives, such as NVMe, higher PG counts are the better choice.

We will run, from our Ceph manager (prox2), ceph osd pool create <pool name> 512 512, which simply

yields a message indicating the successful create of the pool. In this case, it will be called vmstore.

Alternatively, instead of fixing pg _num up front, you can enable Ceph’s PG autoscaler and let it size/adjust
PGs based on the cluster and each pool’s expected share of data. This keeps small clusters lean and scales
PGs up as the pool grows. In practice you set replica size, turn autoscaling on, and—if you have multiple

pools—give each a target_size ratio so Ceph knows how to divide PGs. You can read more at:

Next, we will declare the usage of the pool, since Ceph requires that information to ensure proper internal
checks, optimizations and compatibility enforcement. Run the command ceph osd pool application

enable vmstore rbd.

['|.||.|1.I41|r'||“""'"ll ceph osd pool create unstore 512 512
re’ created

oot @pr #t ceph ozd pool application enable vnstore rbd
ed application "rhd” on pool “umstore

Next, we will register the RBD pool in Proxmox as a storage backend, running:

pvesh create /storage --storage vmstore --type rbd --content images -monhost

"172.21.1.19;172.21.1.20;172.21.1.21" --pool vmstore —--krbd 1

Key options in the command: --type rbd sets the RADOS block device flag; --content images sets the
content expectation to VM disks; --pool vmstore aligns to the pool we created and --krbd 1 ensures use of
the kernel RBD driver.

And we can verify with pvesh get /storage and pvesh get /storage/vmstore.

5.3 Spinning up a VM via CLI

Now that the PVE cluster is defined and Ceph storage is configured and linked to the PVE cluster as VM

image storage, we will create a virtual machine. Specifically, we will define the new virtual machine, with
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identity 1001, with a 20GB virtual disk on the Ceph RBD pool, with 1GB of RAM and 2 CPU cores, with the

virtio-scsi storage controller, for optimal I/O. Run the following command:

> gm create 1001 --name ceph-test-vm --memory 1024 --cores 2 —--net0

virtio,bridge=vmbr0 --scsihw virtio-scsi-pci --scsiO vmstore:20

root@prox3:”# gm create 1001 name ceph-test-um memory 1024 -cores 2 net® virtio,bridge=umbro scsihw virtio-scsi-pci

:i0 umstore:20
scsif: successfully created disk 'umstore:um-1001-disk-0,size=20G’

We can verify the existence of the VM image via rbd 1s -p vmstore.

root@prox3:"# rbd ls —p umstore

estimage
n—-1001-disk-0

Next, we will attach the VM to an OS ISO. Run: gm set 1001 --ide2 local:iso/ubuntu-22.04.5-1live-

server—-amdo64.iso —--boot order=ide2;scsi0 —--bootdisk scsi0

root@pro

At this point, we can start the VM with qm start 1001.

5.4 Graphical Configuration of the Solution

Here, we will rebuild the HCI solution, using the graphical components provided by Proxmox. We will begin by
accessing the graphical web console at port 8006, e.g. http://172.21.1.19:8006. For this example, we will
continue using the root user, but in a production environment, it is recommended to create specific user roles
for PVE and Ceph. Once you have logged in, you will see the unconfigured Datacenter view for that specific
node, as shown in the image below.

& < A Bites//172.21.1.19:8006/#v1:0:18:4:::
- Ed Facebook @ YouTube @ Amazoncom 8ay @ BusinesWalmartcom [ Booking.com [ W n NG VSAX XC Proxm
x PRO > MO X virual Environment 8.2.2 Search
Server View % Datacenter
£ Datacenter
o proxt Q Search
Type Description Disk usage... | Memory us
& Summary L P 9 y
b node rox1 32% 34%
3 Notes B P
£ sdn localnetwark (prox1}
£ Cluster
= storage  local (prox1) 32%
@ Ceph
1 Options
£ Storage
Backup
£ Replication

o Permissions
& Users
& APl Tokens
&, Two Factor
% Groups
® Pools

Begin by navigating to Datacenter -> Cluster and selecting “Create Cluster”. You'll get a window where the
cluster name can be entered, and if you have multiple links for redundancy, you can set them up by adding
additional links prior to selecting “Create”. In this case, we will use the bridge we already have, vmbro0.
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Create Cluster [63)

Cluster Name: | ProxC2)

Cluster Network: | ;0 [ 17221119

(20 Muitple inks are used as failover, lower numbers have higher prioriy.

© Help Creale

You will get a brief output, indicating the actions taken and the status of the request.

Task viewer: Create Cluster

O s

Stop

Corosync Cluster Engine Authentication key generator.
Gathering 2048 bits for key from /dev/urandom.
Writing corosync key to /etc/eorosync/authkey.
Writing corosync config to /et/pve/ corosync.conf
Restart corasync and cluster filesystem

TASK OK

Before moving to the other nodes, we will select the “Join Information” button and copy the information.

Cluster Join Information

Copy the Join Information here and use it on the node you want to add

IP Address 172.21.1.19

Fingerprint 31.B7:4C:42:82:4A:39:86:02:95:06:2F 62:A3:33.E0:B3:96:C3.8A:C4.75:BT:9F :46:AC:52:16:E5:A0:D0:-BE

Join Information:  eyJpcEFKZHJIC3MIOIl j 4x0SsIm, )jc6NEMBNDIEODIBNEEEMzkEODYE
MD\SOTUGMDUGMkYBN]\BQTMSMZMGRTAGQMEOTYGQZMGOEEBQZQBNZUGQ]CGOUYGNDYSCIUMENTIBMT
g6RTUBQTABRDABQKUIL CJwZWWyTGlua3MiOnsiMCI6IE3Mi. JE5InOsInJpbmdfY) ly luMjE

TIMSAYOS Il CI0hARIKSIReylin? Smalfdmyir il ATF C.IsaWAR 117 GLROLIWY XNz X 7 lwidm 2l Al

Copy Information

At each web interface for the other nodes, we will select Datacenter -> Cluster -> Join Cluster and input the

join information into the window that appears. Be sure to verify each field.

Cluster Join &

Assisted join: Paste encoded cluster join information and enter password

MTg6RTUBQTAGRDAGQKUILCIwZWVy TGlua 3MiOnsiMC I6IE 3Mi: JE5In0s| -
uMjEuMS4x0SJdL CJ0b3RIbSI6eyJib25maWdfdmVyc2ivbil 6lEiL CJsaW5rX21vZ GUIOiJwY X NzaXZ liwidmVyc
2Ivbil6ljliL CJpcF92ZXJzaWduljoiaXB2NCO2IwiY 2x1c3RIcI9uYWlljoiUHIveEMyliwic2ViYXV0a Cls ImSuliwiaW .
50ZXImYWNIIjp71jAiOnsibGlua2b 1bW.IcilBljAifX19fQ==

Information

PeerAddress: | 172.21.1.19 Password |
Fingerprint 31.87.4C:42.62.4A.39:86.02:95.05.2F 62.A3.33.E0.83.96.C3.6A C4:75.B7.9F 46 AC 62.18.E5:A0.D0.BE
Cluster Network: | ik | IP resolved by node's hostname | peers link address: 172.21.1.19

@ Help Join "ProxC2"
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5.5 Configure Ceph Storage via Proxmox VE Web Interface

Next, we will set up Ceph again, using the Web Ul this time. From Datacenter -> Ceph, you will be asked to
install it, followed by a screen where you can select the version to install, as well as the repository.

Install screen:

@ Ceph

# Options
& Storage
Backup
3 Replication

o' Permissions

As we did earlier, for the repository, we will select “No Subscription’

(quincy).

Setup
Installation

Ceph?

Ceph is not installed on this node
‘Would you like to install it now?

". We will also remain with Ceph 17.2

"Cephis a unified, distributed storage system, designed for excellent performance, reliability, and scalabilty.”

Ceph s currently not installed on this node. This wizard will guide you through the installation. Click on the next button below to
begin. After the initial installation, the wizard will offer to create an initial configuration. This configuration step is only needed
once per cluster and will be skipped if a config is already present

Before starling the installation, please take a look at our documentation, by clicking the help bution below. If you want to gain

desper knowledge about Ceph, visit ceph.com

Hint:  The no-subscription repasitory is not the best choice for production setups

Ceph in the cluster Newest ceph version in cluster is Quincy (17.2.8)

Ceph version to install:  quiney (17.2) Repository

© Help

Advanced

No-Subscription

‘Start quincy installation

You'll be presented with a terminal screen where you must accept the package installation.

python:
python: lockfile
Suggested p: ges:
-mgr-dashboard ceph-mgr-diskprediction-local
phadm python3-influxdb python-natsort—d
python: n-doc python-waitr doc python-webob-do
ipythos

Reconmended packages:

eph-mgr-

1libaps
python-webtest—doc

python-werkzeug-doc python3-luml python3-watchdog

python3-webob python3-webtest python3-werkzeug

sevents
he2-mod-python

python3-1lmml python3-routes python3-simplejson python3-paste

python3-pyinotify

The following NEW packages will be installed:

ph-mgr-modules

eph python3-aut

python3

lasses python3—j

un
python3-more-itertools python3-natsort python3
python: tedeploy python3-pastedeploy—tp
python3-simplegeneric python3-singledispa
python3-tempita pytho tempora python!
python3-webtest python3-werkzeug python3

0 upgraded, 38 newly installed, 0

Need to get 0 B/10.1 MB of arc

after this operation, 4

Do you want to continue?

h ceph-mgr <

erryp;

llections pytho:

file

to remove and

itional disk space will

aging python:

re ceph-mon libpython3.1l
ommand python3-bcrypt python3-bsd
,ython3-dateutil python3-inflect

co.context

paste

python3-portend

soupsieve
aitress python3-webob

1 not upgraded.

be used.

Advanced

Once that process is completed, selecting Next takes you to the configuration.

@ Ceph

#+ Options
£ Storage
Backup
+3 Replication

o Permissions

23

Ceph s not initialized. You need
to create an initial config once.

Proxmox Virtual Environment



On the configuration screen, the Public Network should have the network already assigned to the node, from
the Proxmox VE cluster configuration, in the drop-down list. If not, enter manually. If you have a specific
desire regarding the replica quantity, ensure the “Advanced” option at the bottom is selected, and configure
accordingly.

Setup
Info  Installation ReLILITEILLE

Ceph cluster configuration First Ceph monitor

Public Network

Monitor node: ~ prox1
172.21.1.19/16
IPICIDR

Additional menitors are recommended. They can be created

Cluster Network [ .o e etwork atany time in the Monitor tab

IP/CIDR:

Number of B
replicas: -

Minimum 2
toplicas.

@ Help Advanced 17 [EED

Upon completion, you’ll get this message, indicating the next steps. We will repeat the installation and
configuration process on the remaining two nodes.

Setup

Installation successful!

The basic installation and configuration is complete. Depending on your setup, some of the following steps are required to start
using Ceph

1. Install Ceph on other nodes

2. Create additional Ceph Monitors

3. Create Ceph OSDs

4. Create Ceph Pools

To learn more, click on the help butten below.

To configure the additional nodes as monitors and managers, we will need to select the node in the
Datacenter view and navigate to the Ceph section:

}v\(pRﬂXMDXVmuaIEnvimnmenl&.z.z Search & Documentation E
Server View £ | Node ‘prox¥ O Reboot (O Shutdown >
£ Datacenter (ProxC2)
By proxi Monitor
P i= System Log
B prox2 2 Undates Start Stop Restart Create  Destroy Syslog
B prod & dF

localnetwork (prox3) ] Repositories Name Host Status Address Version

local (prox3) U Firewall mon.prox1 proxi running 172.21.1.19:6789/0 1728

& Disks
[ WYY
O LVM-Thin
W Directory
== 7Fs Manager
@ Ceph Start Stop Restart | | Create = Destroy Syslog
% Configuration Name Host Status Address Version
3 Monitor mgr.prox1 prox1 active 17221119 1728
& 0sD
W CephFS
& Pools

Select “Create” in both sections and add the node. Repeat for each node.
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Create: Manager

Host: prox3 |

When complete, you will see all the nodes in the Monitor and Manager list.

Server View % Node prox2’

£ Datacenter (ProxC2)

Monitor
B proxt £ Options
B prox2 start stop Restart Create  Destroy Syslog
222 localnetwork (prox2) O Time
= (Jlocal (prox2) = System Log Name Host Status Address
Eb prox3 2 Updates mon prox prox running 172.21.1.19:678910
%) Repositorios mon prox2 prox2 running 172.21.1.20:678910
mon prox3 prox3 running 172.21.1.21678970
0 Firewall
2 Disks
[ i
O LVM-Thin (s
W Directory Start Stop Restart | [ Create |  Desiroy Syslog
= ZFs Name Host Status Address
® Ceph mgr prox1 prox1 active 172.21.1.19
2 Configuration mgr.prox2 prox2 standby 172.21.1.20
3 Monitor mgrprox3 prox3 standby 172.21.1.21
2 0sD

Next, navigate down to OSD and select “Create” at the top after you have first wiped the individual disks that
will be used for the OSD. You will get a screen link the following, where the Disk drop-down will list the
unconfigured disks available on that system.

Create: Ceph OSD

Disk: [devinvme10n1 DB Disk: use OSD disk

Encrypt OSD; WAL Disk: use OSD/DB disk

Device Class auto detect

Note: Ceph is not compatible with disks backed by a hardware RAID controller. For details see the
reference documentation.

@ Help Penenee

For each disk desired to participate as a member of the OSD pool, repeat the process.

Create: Ceph OSD

Disk: Idevinvme10n1 DB Disk use OSD disk
Device Size Serial

| ldevimmetomt | 76878 23144027BF8A
Enerypt 05D igevinvme t1n1 76878 23144026ED36
Device Class Idevinvme12n1 76878 231440270553
Note: Ceph is not| /devimme13n1 76878 2314402704E9
reference docume jdev/nvme14n1 768TB 2314402790BD
Idevinvmetn1 76878 23144026ED23
DHED Idevinvmesn1 76878 2314402702CF

An image of the execution:

Task: Geph OSD nvme10n1 - Greate ()

running
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As the OSDs are created, you can refresh to see the current list:

Node ‘prox3’ D Repoot B
Create: 0SD Manage Global Flags No OSD selected Details Start
System Log
2 Updates Name Class 0SD Type Status Version weight reweig!
2 Repositories = default
U Firewall B prox3 1728
= O 2 osd3 ssd bluestore wpGIin® 1728 6.9863 1
rox2 1728
.M g
2 osd2 ssd bluestore wpGIin® 1728 6.9863 1
@ LA B proxt 1728
W Directory 2 osdi ssd bluestore wpGIin® 1728 6.9863 1
;| 7Fs 2 osd0 ssd bluestore wpGIin® 1728 6.9863 1
@ Ceph

& Configuration
) Monitor

& 0sD

Once the desired disks are configured as OSDs, we can go back to Datacenter -> Ceph and check the overall
health of the storage pool.

Datacenter =]

Search Health Status

Summary Status Summary 0sDs PGs

g m o

Notes
No Wamings/Errors ®in Cout ® activetclean

Cluster O ou P —
P
Ceph ©Down 0 0

Options

HEALTH_OK Total:- 18

" & 9

Storage

[ic]

Backup
Replication

Permissions

L]

& Users Services

& APITokens
Monitors Managers Meta Data Servers
& Two Factor

& Groups prox1: « | prox2: v prox1: v prox2: «

® Pools prox3: v prox3d: v

# Roles Ceph Version 17238

We will now create a pool from the configured OSDs, at <any node> -> Ceph -> Pools.

Server View  Node proxt’

£ Datacenter (ProxC2)
Create  Ecit  Destroy
B proxt @) Repositories
rox2 # e
B U Firewal Pool# | Name
B pro3 :
& Disks mgr

i

O LVM-Thin
Directory
ZFS

&

L]

=

Ceph

£ Configuration
3 Monitor

2 0sD

W CephFs

& Pools

Here, we will accept defaults but set the target size to 50GiB.

Edit: Ceph Pool ®

Name: Ceph-pool-VM PG Autescale Mode on

Min. Size 2 Target Ratio 0.0

Crush Rule replicated_nule Target Size 50 © GB
#0f PGs: 128 Target Ratio takes precedence

Min_# of PGs. 0

@ Help Advanced (A
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Next, we will configure the RBD storage for VMs, by navigating to Datacenter -> Storage and selecting Add ->
RBD.

Datacenter
Add Remove Edil
Q Search 8
| Dieclory ype Content
& Summary = VM
lirects VZD backup fil
O Notes B VM Thin oo ump backup fi
= Cluster I BTRFS
NFS
@ Ceph a8
B SMBICIFS
o b B GlusterFS
B Stoge B iscsl
Backup B CephFs
2 Replication B RBD
B ZFS overisCs!
P Permissions
= ZFS
0 E=s Proxmox Backup Server
8 API Tokens o Esxi
&, Two Factor
& Groups
® Pools

On the following screen, name the ID according to your preference. This step connects the storage pool to
Proxmox VE’s storage abstraction, like a datastore in ESXi or a storage container in Nutanix Prism.

Add: RBD
Backup Retention
[ Geph-pook-1 Nodes All (No resrictions)
Pool Ceph-pool-VM Enable:
Monitor(s) prox!.prox2,prox3 Content Disk image
KRBD
Use Proxmax VE managed hyper-converged ceph pool
@ Help Advanced (] [HIEZHI

Lastly, we will create a VM on the newly created RBD store. At the upper-right hand side of the Web Ul, you’ll
see options to create a VM or Container. Select the VM options.

822 Search

& Documentation ® CreatecT ||

Datacenter

Q Search Health

& Summary

Nodes Ceph
[J Notes

v

HEALTH_OK

Status

v

Cluster: ProxC2, Quorate® Yes

£ Cluster
® Ceph

% Options
£ Storage
Backup

+ Online 3

Offline 0

There are several screens to walk through. We will only include a few key pieces of the process. In this
scenario, we’re using the ubuntu-22.04.5 netboot image. In the case of the storage, we will select an RBD
pool from the list.

Create: Virtual Machine

27

General 0S  System cPU
sesil 8 |FEY sandwidh
Bus/Device scsi 0 Cache Default (No cache)
SCSI Controller. VirtlO SCSI single Discard
Storage Ceph-pool-1 10 thread
Disk size (GiB) | Name Type Avail Capacity
Ceph-pook-1 bd 437878 437878
Ceph-pool-VM bd 437878 437878
local dir 9022GB 10086 GB
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Finally, we have the confirmation screen and we will select finish.

Create: Virtual Machine

General OS  System Disks CPU  Memory

Network

Key Value
cores 2

cpu x86-64-v2-AES

ide2 localiisolubuntu-22.04 5-netboot-amd64.iso,media=cdrom
memory 16000

name TestVM1

netl wirtio bridge=vmbr(0 firewall=1

nodename prox3

numa 0

ostype 126

scsi0 Ceph-pool-1:32,jothread=on

scsihw virtio-scsi-single

sockets. 1

vmid 1006

Start after created

Advanced []

Next, we will navigate to Prox3, where we created the VM, and start it.

JA PROXIVIO X Virtual Environment 8.2.2 Search

Server View

£ Datacenter (ProxC2)
B proxt
B> prox2
B prox3

100R (Tact\/M1}
£22 Io|
E[)c > Start

E0c¢ O sh

7] Migrate
[0 Clone
[ Convert to template

»_ Console

Virtual Machine 1(

& Summary
>_ Console
2 Hardware
& Cloud-Init
£ Options

B Task History
@ Monitor
Backup

3 Replication
D Snapshots
U Firewall

i Permissions

At this stage, you should be able to open a terminal and begin using your VM.
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