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What is ITOps

ITOps, or IT Operations, is the management of an organization's IT infrastructure to ensure services run
smoothly and efficiently. Its functions include managing hardware, software, networks, data centers, and
user support, as well as performing tasks like proactive maintenance, monitoring, and incident response.
ITOps also includes governing IT operations and playing a key role in spearheading IT evolution. The goal
is to maintain and improve IT service delivery in alignment with business needs and to manage complex
and evolving IT environments.
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Figure 1. Key Aspects of ITOps

The Purpose of Lenovo XClarity One

At its core, Lenovo XClarity One is designed to provide unified, cloud-based management for on-premises
data center infrastructure. It serves as a centralized platform that orchestrates deployment, monitoring,
and maintenance across Lenovo's hardware ecosystem, including servers, and edge devices. Unlike
traditional tools that often require fragmented setups, XClarity One leverages a hosted cloud architecture
to deliver flexibility, scalability, and speed without the hassle of complex infrastructure configurations.

The platform's primary goal in the near future is to anticipate IT needs proactively, using Al to identify
potential issues before they escalate into costly downtimes. For growing enterprises, this means
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transforming reactive ITOps into a predictive, automated process that spans from edge computing to
cloud environments. By collecting inventory, incidents, and service data through lightweight on-premises
management hubs, XClarity One ensures low-latency responses and secure data handling, making it ideal
for distributed setups like multi-site data centers or remote edge locations.

In essence, its purpose aligns perfectly with the demands of modern ITOps: reducing complexity,
accelerating response times, and enhancing system availability. Whether you're managing ThinkSystem
servers for mission-critical workloads or ThinkEdge devices for lIoT data processing, XClarity One acts as
the glue that unifies these elements into a cohesive, manageable whole.
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Figure 2. XClarity One Dashboard
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Key Features Driving Innovation

What sets Lenovo XClarity One apart are its robust features, infused with cutting-edge Al and designed for
seamless hybrid operations. Designed for unified systems management across supported Lenovo devices,
Lenovo XClarity One improves operational efficiency and secures your infrastructure. Building on this
foundation, XClarity One is developing Al-powered Smarter Support, with future capabilities set to include
advanced predictive maintenance and intelligent analytics. This will empower your infrastructure with
enhanced performance, reliability, and efficiency by anticipating needs before they arise.

The secure management hub forms the backbone of its architecture. It is deployed as a virtual appliance
on-premises (supporting VMware ESXi, Linux/Nutanix, or Microsoft Hyper-V), across multiple sites, where
your devices are located, to provide fast response times, low latency, and data security. It bridges local
devices to the cloud-based portal without exposing them directly to the internet, adhering to a Zero Trust
model. Features like role-based access controls, two-factor authentication, and audit logging ensure
granular security, while customizable dashboards offer real-time insights into health, alerts, firmware
updates, and resource usage.

Lenovo XClarity One provides a modern, intuitive interface to manage and monitor your management hubs
and managed devices.

+ Dashboards that highlight items in your organization requiring immediate attention.
* Summary views of the health of your organizations, hubs, and managed devices.

« Summary and detailed views of component health, asset inventory, and warranty status for your
devices across multiple sites.

+ Aggregation of critical alerts and events, with event forwarding to external applications.

» Lifecycle control for managed devices using templates (including firmware updates and device
settings configuration).

* Remote server and remote console access for management hubs and managed devices.

e Usage data and trends, such as processor and memory utilization, power consumption, and
processor temperature.

+ Automatic problem notification to Lenovo Support using Call Home.

Lastly, and notably, XClarity One can be installed flexibly. Today this allows XClarity One to be hosted in
the Lenovo cloud with on premise management hubs or as a fully on-premises solution.
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The Value Proposition: Efficiency, Security, and Cost Savings

The true value of Lenovo XClarity One lies in its ability to deliver tangible benefits that directly impact the
bottom line. By automating routine tasks —such as firmware compliance policies, alert aggregation, and
configuration templates—it frees ITOps teams from manual drudgery, allowing them to focus on strategic
initiatives. Organizations report reduced downtime through proactive Al-driven insights, which can prevent
failures and extend hardware lifespan, ultimately lowering service costs.

From a cost perspective, the per-endpoint subscription model (with 1-, 3-, or 5-year options) ensures
scalability without upfront capital expenditure. Furthermore, the platform's future open APIs and SDKs will
allow for seamless, upward integration into your existing tech stack, eliminating vendor silos and
integration headaches. The ultimate result for enterprises: faster time-to-value, enhanced by powerful
features like memory predictive failure analysis and Al-customizable reporting for true data-driven
decision-making.

Security is @ major value driver in an era of escalating cyber threats. With ISO 27001:2022 certification and
features like OTP (one-time password) authentication, XClarity One minimizes attack surfaces and ensures
compliance with standards like NIST SP 800-131A. This risk mitigation enhances resiliency, providing
peace of mind for businesses handling sensitive data.
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Figure 3. XClarity One 1ISO27001 Certification

ISO/IEC 27001 is the world’s standard for information security management systems (ISMS) and their
global requirements. Certification is covered by more than a dozen standards in the ISO/IEC 27000
framework.

The certification involves an independent audit to verify that Lenovo’s ISMS meets the ISO 27001
standard, providing benefits such as increased trust, regulatory compliance, competitive advantages, and
reduced risks of data breaches.

ISO certification enables organizations of all sectors and sizes to manage the security of financial
information, intellectual property, employee data and information entrusted by third parties.
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Table 1. XClarity One Security Features

Zero Trust
Architecture

Multi-Factor
Authentication

Secure
Communication

Data Isolation

Role-Based
Access Control

of "never trust,
always verify,"
ensuring strict
authentication and
authorization for all
access.

Built on the principle

Requires MFA for all
users, adding a
critical layer of
protection against
unauthorized access.

Uses HTTPS and TLS
1.2 (or stronger) for all
data transfers,
ensuring end-to-end
encryption.

Device credentials are
stored only on local
management hubs, not
in the cloud. Business
and application-level
data is not collected or
stored.

Enables granular
control over user
permissions,
limiting access to
only necessary
functions and
devices.

Lenovo XClarity One in the cloud is the ideal solution for small to medium businesses (SMBs) and
Managed Service Providers (MSPs) who demand enterprise-grade IT capabilities without the heavy
upfront investment and operational overhead. It drives efficiency across three critical vectors: Cost, Time,

and Operations.

The advantages of leveraging this Management as a Service (MaaS) solution are:

+ Total Maintenance Offload: Lenovo assumes full responsibility for hosting, managing, and
maintaining the entire XClarity One environment for you.

+ Always Current & Secure: New software releases, security fixes, and firmware updates are
installed immediately upon release, ensuring your infrastructure is always running on the latest,
most secure foundation.

* Proactive Issue Resolution: Critical customer fixes are installed as quickly as possible based on
severity, backed by High Service Level Objectives (SLOs) for reliability.

» Predictable Cost Model: You gain powerful functionality without the large capital expenditure,
shifting IT management to a predictable, scalable operating expense.
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Next Level Device Data Security

The XClarity One portal and the locally installed management hubs store hardware-specific data for all
managed devices, including serial numbers, UUIDs, IP addresses and host names, hardware and firmware
inventory, drive health, warranty, alerts and events raised by the devices, and usage and predictive failure
analysis metrics.
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Figure 4. XClarity One Architecture

Hardware data is transferred from the managed devices to the management hub and then to the XClarity
One portal using HTTPS. Managed devices are not directly connected to the XClarity One portal.

Access to device data is restricted to users that have access to your organization, including service
agents. The Lenovo XClarity Support team has administrative access to the XClarity One portal using
internal identity management practices and role-based access control. All access to data is logged and

audited.
Important:

+ Device credentials are stored only on the management hubs in your data center. Device credentials
are not stored in the cloud.

* Business and application-level data is never collected or stored on the management hubs or in the
cloud.
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Infrastructure Management as a Cornerstone of ITOps

Infrastructure management is the bedrock of ITOps, encompassing everything from hardware provisioning
to performance monitoring and security enforcement. Lenovo XClarity One positions itself as a
cornerstone by providing a unified lens through which ITOps teams can oversee their entire infrastructure
ecosystem. In traditional setups, managing servers often involves multiple tools, leading to inefficiencies
and blind spots. XClarity One eliminates this fragmentation by centralizing control, offering automatic
discovery of devices and at-a-glance status views.

Its relation to ITOps is profound. Future integration of Al for predictive maintenance and anomaly detection
shifts ITOps from firefighting to strategic planning. For instance, real-time monitoring of processor usage,
power consumption, and temperature trends allows for proactive optimizations, ensuring high availability
in critical sectors like healthcare or finance. In hybrid cloud scenarios, it bridges on-premises assets with
cloud orchestration, supporting edge-to-cloud workflows that are essential for modern distributed
computing.

As a cornerstone, XClarity One enhances ITOps agility. Features like remote access and future automated
support notifications reduce mean time to resolution (MTTR), while life-cycle management ensures
compliance and updates without disrupting operations. This holistic approach not only boosts reliability
but also aligns with ITOps objectives of cost control, scalability, and innovation. For IT architects, it's a tool
that fosters collaboration across teams, providing role-based interfaces that cater to administrators,
engineers, and executives alike.

Moreover, in the context of emerging technologies like Al and IoT, XClarity One's support for ThinkAgile
hyperconverged systems and ThinkEdge servers makes it indispensable. It enables secure, efficient
management of Al-ready infrastructure and by anticipating needs and automating responses, it solidifies
infrastructure management as the foundation upon which successful ITOps are built.

Conclusion: Embracing the Future with XClarity One

Lenovo XClarity One isn't just a management tool—it's a strategic enabler for the future of ITOps. By
blending Al intelligence, deployment flexibility, and robust security, it addresses the pain points of
infrastructure management head-on, delivering efficiency, resilience, and value that propel businesses
forward. As organizations navigate the complexities of digital transformation, adopting platforms like
XClarity One will be key to staying competitive.

If you're ready to elevate your ITOps, explore Lenovo's resources or sign up for a free 1 year trial
subscription by contacting us on the XClarity One product page. The future of infrastructure management
is here, and it's smarter than ever.

Related product families
Product families related to this document are the following:

¢ Lenovo XClarity
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Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult your local
Lenovo representative for information on the products and services currently available in your area. Any reference to a
Lenovo product, program, or service is not intended to state or imply that only that Lenovo product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any Lenovo
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any other product, program, or service. Lenovo may have patents or pending patent applications
covering subject matter described in this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION "AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. Lenovo may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without
notice.

The products described in this document are not intended for use in implantation or other life support applications
where malfunction may result in injury or death to persons. The information contained in this document does not affect
or change Lenovo product specifications or warranties. Nothing in this document shall operate as an express or
implied license or indemnity under the intellectual property rights of Lenovo or third parties. All information contained
in this document was obtained in specific environments and is presented as an illustration. The result obtained in other
operating environments may vary. Lenovo may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for
this Lenovo product, and use of those Web sites is at your own risk. Any performance data contained herein was
determined in a controlled environment. Therefore, the result obtained in other operating environments may vary
significantly. Some measurements may have been made on development-level systems and there is no guarantee that
these measurements will be the same on generally available systems. Furthermore, some measurements may have
been estimated through extrapolation. Actual results may vary. Users of this document should verify the applicable
data for their specific environment.

© Copyright Lenovo 2025. All rights reserved.

This document, LP2327, was created or updated on November 5, 2025.
Send us your comments in one of the following ways:

¢ Use the online Contact us review form found at:
https://lenovopress.lenovo.com/LP2327

¢ Send your comments in an e-mail to:
comments@lenovopress.com

This document is available online at https://lenovopress.lenovo.com/LP2327.
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Trademarks

Lenovo and the Lenovo logo are trademarks or registered trademarks of Lenovo in the United States,
other countries, or both. A current list of Lenovo trademarks is available on the Web at
https://www.lenovo.com/us/en/legal/copytrade/.

The following terms are trademarks of Lenovo in the United States, other countries, or both:
Lenovo®

ThinkAgile®

ThinkEdge®

ThinkSystem®

XClarity®

The following terms are trademarks of other companies:
Linux® is the trademark of Linus Torvalds in the U.S. and other countries.

Microsoft® and Hyper-V® are trademarks of Microsoft Corporation in the United States, other countries,
or both.

Other company, product, or service names may be trademarks or service marks of others.
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