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1 Introduction

Modern enterprises rely on SAP HANA as the foundation for critical business processes, from financial
transactions and supply chain operations to real-time analytics and decision-making. The in-memory
architecture of SAP HANA delivers exceptional performance, but it also introduces unique challenges for data
protection. Unlike traditional databases, SAP HANA requires extremely low recovery point objectives (RPOs)
and recovery time objectives (RTOs) to maintain business continuity. Even a brief outage or data loss can
disrupt operations, impact revenue and damage customer trust.

The complexity of SAP HANA environments adds to these challenges. Deployments often span multiple nodes,
large memory footprints, and heterogeneous infrastructures that include both physical and virtual components.
Backup operations must be fast, consistent, and minimally invasive to avoid performance degradation in
production systems. Furthermore, organizations face stringent compliance requirements in industries such as
finance, healthcare, and manufacturing, where data integrity and auditability are non-negotiable.

Traditional backup methods frequently fall short in meeting these demands. File-level backups or generic
database tools cannot guarantee application consistency or efficient recovery at scale. This is where a
specialized approach becomes essential. The reference architecture described in this document combines
Veeam Backup & Replication with Lenovo ThinkSystem infrastructure to deliver a solution that is secure,
scalable, and optimized for SAP HANA workloads. It leverages SAP’s Backint interface for native integration,
ensuring that backups are cataloged and recoverable within SAP HANA tools. By incorporating Lenovo’s
enterprise-grade servers and tiered storage systems, the architecture balances performance, cost, and
resilience.

This document provides a comprehensive technical framework for designing and deploying this solution. It
covers architectural components, key backup-related considerations, best practices and storage sizing
guidance. The goal is to enable IT architects and SAP administrators to implement a robust, future-proof backup
architecture that safeguards SAP HANA data against failures, cyber threats and compliance risks.
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2 Lenovo and Veeam

2.1 Lenovo ThinkSystem solution portfolio for SAP Landscapes

Figure 1 shows the range of Lenovo offerings around compute resources (bare-metal & hyperconverged),
storage (All Flash, NVMe & Hybrid) options which are tested to meet the stringent requirements imposed by
SAP and certified to run in business-critical SAP HANA environments. The certification details can be found on
SAP HANA Hardware Directory.
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Figure 2.1: Lenovo Portfolio for SAP solutions

As Lenovo offers the best-in-class performance, scalability and TCO for SAP ecosystem deployments, it is to
be noted that operational aspects like data protection measures for an SAP environment is of immense
importance and that’'s something an end user strives to achieve.

Lenovo and Veeam have partnered to integrate the complete infrastructure and daily operational aspects into
one solution for SAP landscapes. This includes the mission critical Lenovo compute platforms, the Lenovo HCI
platforms, such as ThinkAgile VX and ThinkAgile HX, the Lenovo storage platforms DE, DM, DG, all fully
supported for SAP HANA and the Veeam Data Platform. This integration provides customers with a deeper
level of protection and availability across all SAP components in the landscape.
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2.2 Veeam Data Platform

The integration of Veeam Data Platform with SAP HANA on Lenovo infrastructure delivers:

o  SAP-certified protection for SAP HANA using the Veeam Plug-In for SAP HANA, supporting full,
incremental, differential, and log backups to Veeam repositories deployed on Lenovo infrastructure.

e High-performance, scalable backup and recovery through Veeam Scale-Out Backup Repositories
(SOBR), with Lenovo ThinkSystem servers and storage scaling independently to meet SAP HANA
throughput and capacity requirements.

e Flexible deployment across physical, virtual, and cloud-based SAP HANA systems while maintaining
consistent protection and management.

¢ Enhanced scalability regardless of the SAP HANA landscape

o Simplified operations and lifecycle management through Lenovo’s SAP-approved infrastructure
models and procedures, combined with Veeam’s unified management platform.
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3 Solution Architecture

The solution integrates SAP HANA's native backup capabilities with Veeam Data Platform to deliver application-
consistent protection and rapid recovery. Veeam Data Platform acts as the central orchestration layer, managing
backups for SAP HANA and other workloads across physical, virtual and cloud environments. The Veeam Plug-
in for SAP HANA leverages the Backint interface, ensuring compliance with SAP standards and minimal impact

on production systems.

Due to the modular fashion of this solution, it can be seamlessly integrated into an existing Veeam Data Platform
environment — whether SAP and/or non-SAP workloads are already managed, without requiring additional

infrastructure if requirements are met. Therefore, unified management under the same interface is ensured.

Key components:

SAP HANA Database Infrastructure on SAP-certified Lenovo ThinkSystem servers and HCI solutions
for production workloads.

See the complete list of Lenovo SAP-certified servers and HCI solutions

Veeam Data Platform which provides centralized backup management, immutability, encryption, and
Scale-out Backup Repository (SOBR) for performance and scalability

See the system requirements that must be met by the Backup Server (VM or bare-metal) which
hosts Veeam Data Platform

Veeam Plug-In for SAP HANA that enables application-consistent backups via Backint integration,
supporting full, differential, incremental and log backups.

See the system requirements that must be met by the machine that hosts the SAP HANA Database
for full compatibility

Lenovo Storage Systems — on-site and off-site

Backup Network Infrastructure: Redundant minimum 10GbE connectivity for throughput and failover
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Figure 3.1: High-level overview of the solution architecture
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4 Backup considerations

This chapter aims to present a clear overview of the available backup system design options, enabling readers
to make informed decisions that best meet their requirements. The considerations outlined below focus primarily
on the on-site primary backup repository, but they are equally applicable to other on-site and off-site backup
repositories.

4.1 Incremental vs differential backup

Selecting the appropriate backup type is a critical design consideration, as each option presents distinct
advantages and limitations. A clear understanding of these characteristics is essential for determining which
option best aligns with organizational requirements.

Incremental backups are well known for their fast execution and minimal storage consumption, since they
capture only the data that has changed since the most recent full or incremental backup. These properties allow
organizations to schedule incremental backups at higher frequencies. However, restoration from an incremental
backup chain can get more time-consuming, as it requires restoring the full backup first, followed by each
incremental backup in sequence.

Differential backups operate in a similar manner but differ in how changes are recorded. As with incremental
backups, the process begins with a full backup; however, each differential backup contains all changes made
since the last full backup. As a result, differential backups increase in size over time and typically require
longer backup windows. In return, they offer faster recovery times, as restoration only requires the
associated full backup and the most recent differential backup.

Table 4.1: Summary of pros and cons for each backup type

Backup type Backup speed Storage space used Restoration speed
Incremental Faster Smaller Slower
Differential Slower Larger Faster

It is important to highlight that by leveraging Veeam Data Platform’s point-in-time restore mechanism, the
database can be recovered to an exact state without requiring a restore from the full backup and each
dependent incremental backup. This functionality significantly streamlines the recovery process and ensures
minimal RTO.

4.2 Storage-level redundancy

Even if backup architectures require multiple point-of-failures, as described by the well-known 3-2-1 principle,
it is important to add also a level of redundancy to each one of them. To achieve that, a good comprehension
of the available options, such as RAID volume groups and Dynamic Disk Pools, is necessary as each one of
them comes with its pros and cons.
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Table 4.2: High-level comparison between RAID Volume Groups and Dynamic Disk Pools’

RAID Volume Group Dynamic Disk Pool
RAID Selection? RAID 5, 6 RAID 6 only
Segment Size 32/64/128/256/512 KB 128 KB fixed
Disk limitation 30 None
Disk selection Yes No
Volume Growth Yes Yes
Volume Shrink No No
Thin Provisioning No Yes
Disk Drawer loss protection Yes Yes
Disk Selection for volume creation | Yes No
Reconstruction speed Slow Fast
Modification Priority Lowest <> Highest High, cannot be edited
Hot spare Yes No3
Disk preservation No Yes
Suited 10 type Sequential Random

1. For more information, see

2. RAID 0 is not taken into consideration as it does not provide any level of redundancy and RAID 1/10 provide
similar redundancy, but at a much greater storage requirement, leaving usable only half of the array storage
space.

3. Hot spares are not required for disk pools. For disk pools, a certain amount of capacity is preserved for
emergencies such as drive failures. The maximum level of disk preservation is 10 disks (the equivalent capacity
is reserved in each drive in the pool).

When using RAID Volume Groups, it is recommended using RAID 6 for increased redundancy.

4.3 Backup target system options and sizing guidelines

Lenovo provides multiple Veeam-certified options that can be used as backup targets, such as easy-to-deploy
Appliances that require minimal configurations or Repository systems designed for more complex and/or
custom environments. For more details, see and

The sizing guidelines apply to both scale-up (single-node) and scale-out (cluster) SAP HANA deployments. For
scale-out configurations, the capacity category is defined based on the combined installed memory of all
participating nodes.
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To compute the estimated required storage space for each capacity category presented in Table 4.3, the
for V12:
- Maximum database size is 90% of capacity category’s RAM limit, regardless of any forecasting period

following assumptions were considered when using

- 4 weeks retention

- 0% compression performed by Veeam Backup software

- Incremental backups equal 2% of the Maximum database size

- Log backups equal 10% of the Maximum database size

- Minimum backup storage is 10% higher than the value computed by Veeam'’s calculator, rounded to the next
integer

These assumptions were established to account for a wide range of deployment scenarios and to provide a
conservative baseline. However, if SAP HANA backups are in place using Veeam’s software and the actual
values of incremental, log backups and compression ratio are known, those measured values should be
entered into Veeam’s sizing calculator to produce a more accurate, environment-specific estimate.

Table 4.3: Backup solution sizing guidelines

database size

Capacity category | Small Medium Large
(up to 3TB RAM systems) (3TB - 12TB RAM (12TB — 48TB RAM
systems) systems)
Backup SR650 V4 SR630 V4 SR630 V4 SR630 V4
management node
Backup target Internal DE4200H DE4200H Hybrid SAS | DE4800H Hybrid SAS
drives Hybrid SAS 2U12 2U12 + DE120S 2U12
2U12 LFF expansion
Maximum 2.7TB 10.8TB 43.2TB

Minimum required
backup storage

22TB (19.4TB + 10%)

86TB (77.8TB + 10%)

343TB (311.2TB + 10%)

Drive options

12 x4TB 3.5” HDD

12 x 10TB 3.5 HDD

12 x22TB 3.5" HDD +
6 x 22TB 3.5" HDD

Maximum usable
storage for Drive

options*

40TB

100TB

352TB

*Maximum usable storage per Drive options is calculated using all drives in a RAID6 Volume Group

configuration, as a Dynamic Disk Pool will provide at most the same usable storage when involving the same

number of drives.
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4.4 Networking

As mentioned previously, redundant 10GbE connections are required to ensure high throughput and failover
options when it comes to the backup network. The management network can be sustained by 1GbE
connections. Figure 4.1 presents the recommended network architecture assuming physical network isolation
only, where management, operating system and backup traffic flow through their own dedicated network card
and/or network port.

Networking switch
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- System management network (XCC)
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Backup repository

Figure 4.1: Network architecture

In Small capacity configurations, where the backup management node operates as both the management
component and the backup repository using internal drives, the system must be connected to the backup
network.

The network architecture shown in Figure 4.1 does not account for the connectivity required by the HANA
network or for the additional links needed in scale-out configurations, such as those used for IBM GPFS or
external storage, as these connections are outside the scope of this document. For clarity, a single switch is
shown as handling all connections. In practice, depending on the existing network infrastructure, multiple
switches may be used to serve one or more of the connections depicted.

To align with cost-efficient and widely adopted infrastructure designs, all configurations in the Bill of Materials
Appendix are considering iSCSI interfaces for storage systems, reflecting the prevalence of standard Ethernet
switching in most environments. In cases where Fibre Channel infrastructure is already available, it may be
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utilized; however, adapting the configurations accordingly requires additional attention to maintain compatibility
and ensure high functionality.

4.5 Licensing

The Veeam Plug-In for SAP HANA is an enterprise-grade app backup plugin and an integral component of the
Veeam Data Platform, which requires a licensed version for use. Veeam Data Platform is licensed through the
Veeam Universal License (VUL) which is an instance-based, easy-to-use, per workload and portable license.
It enables protection across on-premises, cloud and hybrid environments and is available via subscription or
perpetual options.

In the context of SAP HANA systems, License Units are consumed per OS instance, rather than per tenant
database or HANA SID, regardless of whether the deployment is on bare metal or virtualized infrastructure.
Consequently, in a scale-up (single) configuration where multiple HANA SIDs or tenant databases reside on a
single server, only one License Unit is consumed. In contrast, for scale-out (cluster) configurations, one
License Unit is required per HANA node, irrespective of the number of HANA SIDs or tenant databases. For
example, a three-node cluster serving a single HANA SID will consume three License Units.

For more information, see

10
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5 Appendix: Bill of materials

This appendix contains the Bill of Materials (BoM) corresponding to the configurations presented in Table 4.3:
Backup solution sizing guidelines.

The following bill of materials are not intended to be exhaustive and must be validated against official Lenovo
configuration tools, such as the Data Center Solution Configurator. To some extent, each configuration may
be tailored to accommodate existing infrastructure and supply availability, provided that all requirements
outlined in previous chapters are met.

Complete and ready-to-go BoMs will be available through the
5.1 BoMs for Small sizing

5.1.1 ThinkSystem SR650 V4 as backup management node and backup server

Table 5.1: BoM for Small sizing with ThinkSystem SR650 V4 as backup management node and backup server
using internal drives

Part number Product Description Quantity
7DGDCTO1WW Server : ThinkSystem SR650 V4-3yr Base Warranty 1
c3aL ThinkSystem SR650 V4 12x3.5" Chassis 1
C5RD Intel Xeon 6515P 16C 150W 2.3GHz Processor 1
C3QR ThinkSystem 2U V4 Performance Heatsink 1
BYTJ ThinkSystem 32GB TruDDR5 6400MHz (2Rx8) RDIMM 4
5977 Select Storage devices - no configured RAID required 1
BM35 ThinkSystem RAID 940-16i 4GB Flash PCle Gen4 12Gb Adapter 1
C5X9 ThinkSystem 3.5" 4TB 7.2K SAS 12Gb Hot Swap 512e HDD v2 12
C3RW ThinkSystem 2U V4 12x3.5" SAS/SATA Backplane 1
coJdJ ThinkSystem M.2 RAID B540p-2HS SATA/NVMe Adapter 1
CACA ThinkSystem M.2 VA 960GB Read Intensive SATA 6Gb NHS SSD 2
BN2T ThinkSystem Broadcom 57414 10/25GbE SFP28 2-Port OCP 1
Ethernet Adapter
BK1H ThinkSystem Broadcom 57414 10/25GbE SFP28 2-port PCle 1
Ethernet Adapter
C3R4 ThinkSystem SR650/a V4 x8 Rear Riser Slot 3 1
C62D ThinkSystem SR650/a V4 x16 Rear Direct Riser Slot 5 1
Cous ThinkSystem 1300W 230V/115V Platinum CRPS Hot-Swap Power 2
Supply v2.4
6400 2.8m, 13A/100-250V, C13 to C14 Jumper Cord 2
C3RD ThinkSystem 2U 6056 20K Performance Fan Module 5
AWAU SAP HANA SW Stack for ThinkSystem 1
BPKR TPM 2.0 1
B7Xz Disable IPMI-over-LAN 1
C3K9 XClarity Platinum Upgrade v3 1
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Feature Enable TPM on MB

1
B8MT ThinkSystem 2U MS Fan Dummy 1
C3RM ThinkSystem 2U Air duct Filler for 1P 2
C2RD ThinkSystem Hot Swap M.2 2280 SSD HeatSink 2
7SOXCTOSWW XClarity Controller Prem-FOD 1
5641PX3 XClarity Pro, Per Endpoint w/3 Yr SW S&S 1
7Q01CTSAWW SERVER KEEP YOUR DRIVE ADD-ON 1
7Q01CTS4WW SERVER PREMIER 24X7 4HR RESP 1

5.1.2 ThinkSystem SR630 V4 as backup node with DE4200H Hybrid SAS 2U12 LFF

as backup server

Table 5.2: BoM for ThinkSystem SR630 V4 as backup management node

Part number Product Description Quantity
7DGOCTO1TWW Server : ThinkSystem SR630 V4-3yr Base Warranty 1
C1XE ThinkSystem 1U V4 10x2.5" Chassis 1
C3JB ThinkSystem General Computing - Power Efficiency 1
C5RD Intel Xeon 6515P 16C 150W 2.3GHz Processor 1
BPFK ThinkSystem SR850 V3/SR630 V3/SR630 V4 Standard Heatsink 1
Cou9 ThinkSystem 32GB TruDDR5 6400MHz (1Rx4) RDIMM 4
5977 Select Storage devices - no configured RAID required 1
BB8NY ThinkSystem RAID 940-8i 4GB Flash PCle Gen4 12Gb Adapter 1
BYLR ThinkSystem 2.5" VA 480GB Read Intensive SATA 6Gb HS SSD v2 5
C21T ThinkSystem 1U V4 8x2.5" SAS/SATA Backplane 1
B5T1 ThinkSystem Broadcom 5719 1GbE RJ45 4-port OCP Ethernet 1
Adapter
C1YH ThinkSystem SR630 V4 x16/x16 PCle Gen5 Cable Riser 1 1
Cc1z7 ThinkSystem SR630 V4 Full Height+Low Profile Riser1 Cage 1
cous ThinkSystem 800W 230V/115V Platinum CRPS Hot-Swap Power 2
Supply v1.5
6400 2.8m, 13A/100-250V, C13 to C14 Jumper Cord 2
C1YS ThinkSystem 1U V4 Standard Fan Module 3
c1yYQ ThinkSystem 1U V4 Media Bay with 2xUSB and 1xMini-DP ports 1
AWAU SAP HANA SW Stack for ThinkSystem 1
BPKR TPM 2.0 1
B7XZ Disable IPMI-over-LAN 1
C3K9 XClarity Platinum Upgrade v3 1
7SOXCTO8SWW XClarity Controller Prem-FOD 1
5641PX3 XClarity Pro, Per Endpoint w/3 Yr SW S&S 1
7Q01CTS4WW SERVER PREMIER 24X7 4HR RESP 1
7Q01CTSAWW SERVER KEEP YOUR DRIVE ADD-ON 1
12
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Note: The 5x480 GB drives are used by two RAID volume groups: a 2-drive RAID 1 group for the operating
system and a 3-drive RAID 5 group for data. This storage layout is provided as a recommended example for
convenience; however, any alternative configuration that complies with previously outlined requirements is
equally acceptable.

Table 5.3: BoM for DE4200H Hybrid SAS 2U12

Part number Product Description Quantity
7DCACTO1WW Storage : Lenovo ThinkSystem DE4200H Hybrid SAS 2U12 1
BEY6 Lenovo ThinkSystem Storage Series 2U12 Chassis 1
C3J0 Lenovo ThinkSystem DE4200 Controller 2
B4C3 Lenovo ThinkSystem DE Series 4TB 7.2K 3.5" HDD 2U12 12
6201 1.5m, 10A/100-250V, C13 to C14 Jumper Cord 2
c92Q Lenovo ThinkSystem DE4200H Base Bundle 1
ATNN High Performance Analytics Appliance 1
5641PX3 XClarity Pro, Per Endpoint w/3 Yr SW S&S 1
5WS7C20549 3Yr Premier 24x7 4Hr Resp DE4200H Hybrid SAS 2U12 1
5PS7C20564 3Yr KYD Add-On DE4200H Hybrid SAS 2U12 1
5AS7C22379 Hardware Installation (Business Hours) for DE4200H 2U12 1
5MS7A24104 ThinkSystem DE Onsite Deployment 1

5.2 BoMs for Medium sizing
For backup management node BoM, see

Table 5.4: BoM for DE4200H Hybrid SAS 2U12

Part number Product Description Quantity
7DCACTO1WW Storage : Lenovo ThinkSystem DE4200H Hybrid SAS 2U12 1
BEY6 Lenovo ThinkSystem Storage Series 2U12 Chassis 1
C3J0 Lenovo ThinkSystem DE4200 Controller 2
B4C6 Lenovo ThinkSystem DE Series 10TB 7.2K 3.5" HDD 2U12 12
6201 1.5m, 10A/100-250V, C13 to C14 Jumper Cord 2
ca2Q Lenovo ThinkSystem DE4200H Base Bundle 1
ATNN High Performance Analytics Appliance 1
5641PX3 XClarity Pro, Per Endpoint w/3 Yr SW S&S 1
5WS7C20549 3Yr Premier 24x7 4Hr Resp DE4200H Hybrid SAS 2U12 1
5PS7C20564 3Yr KYD Add-On DE4200H Hybrid SAS 2U12 1
5AS7C22379 Hardware Installation (Business Hours) for DE4200H 2U12 1
5MS7A24104 ThinkSystem DE Onsite Deployment 1
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5.3 BoMs for Large sizing

For backup management node BoM, see

Table 5.5: BoM for DE4800H Hybrid SAS 2U12

Reference Architecture: Smarter SAP HANA Backups with Lenovo and Veeam

Part number Product Description Quantity
7DCBCTO1WW Storage : Lenovo ThinkSystem DE4800H Hybrid SAS 2U12 1
BEY6 Lenovo ThinkSystem Storage Series 2U12 Chassis 1
C3Hz Lenovo ThinkSystem DE4800 Controller 32G 2
BW1W Lenovo ThinkSystem DE Series 22TB 7.2K 3.5" HDD 2U12 12
6201 1.5m, 10A/100-250V, C13 to C14 Jumper Cord 2
Co2pP Lenovo ThinkSystem DE4800H Base Bundle 1
A1INN High Performance Analytics Appliance 1
5641PX3 XClarity Pro, Per Endpoint w/3 Yr SW S&S 1
5WS7C20609 3Yr Premier 24x7 4Hr Resp DE4800H Hybrid SAS 2U12 1
5PS7C20624 3Yr KYD Add-On DE4800H Hybrid SAS 2U12 1
5AS7C22379 Hardware Installation (Business Hours) for DE4200H 2U12 1
5MS7A24104 ThinkSystem DE Onsite Deployment 1
Table 5.6: BoM for DE120S 2U12 LFF expansion configured with DE4800H
Part number Product Description Quantity
7Y63CTO1TWW Storage : Lenovo ThinkSystem DE 120S 2U12 LFF Expansion 1
Enclosure
B38M Lenovo ThinkSystem Storage Series 2U12 Chassis 1
C4Ko0 Configured with DE4800H Controller 1
B4BS ThinkSystem DE Series Expansion IOM 2
BW1W Lenovo ThinkSystem DE Series 22TB 7.2K 3.5" HDD 2U12 6
AU17 1m External MiniSAS HD 8644/MiniSAS HD 8644 Cable 4
6201 1.5m, 10A/100-250V, C13 to C14 Jumper Cord 2
ATNN High Performance Analytics Appliance 1
7Q05CTSAWW DE STORAGE KEEP YOUR DRIVE ADD-ON 1
7Q13CTOVWW DE STORAGE INSTALLATION 1
7Q11CTOVWW DE STORAGE DEPLOYMENT 1
7Q05CTS4WW DE STORAGE PREMIER 24x7 4HR RESP 1
14
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All statements regarding Lenovo future direction and intent are subject to change or withdrawal without notice,
and represent goals and objectives only. Contact your local Lenovo office or Lenovo authorized reseller for the
full text of the specific Statement of Direction.

Some information addresses anticipated future capabilities. Such information is not intended as a definitive
statement of a commitment to specific levels of performance, function or delivery schedules with respect to
any future products. Such commitments are only made in Lenovo product announcements. The information is
presented here to communicate Lenovo’s current investment and development activities as a good faith effort
to help with our customers' future planning.

Performance is based on measurements and projections using standard Lenovo benchmarks in a controlled
environment. The actual throughput or performance that any user will experience will vary depending upon
considerations such as the amount of multiprogramming in the user's job stream, the I/O configuration, the
storage configuration, and the workload processed. Therefore, no assurance can be given that an individual
user will achieve throughput or performance improvements equivalent to the ratios stated here.

Photographs shown are of engineering prototypes. Changes may be incorporated in production models.

Any references in this information to non-Lenovo websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this Lenovo product and use of those websites is at your own risk.
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