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Deploying a Single-Node Instance of Azure Local on
ThinkAgile MX

Planning / Implementation

Microsoft released support for single-node Azure Local instances in order to minimize hardware costs at
locations that do not require high resiliency. A single-node instance runs the same Azure Local software
stack as a multi-node instance, is deployed and managed through the same Azure Arc control plane, and
carries the same subscription and billing model. The difference is that it does so on one machine rather
than two or more.

This deployment type is aimed at edge and remote sites — retail stores, branch offices, clinics, restaurants,
manufacturing cells, and similar locations — where floor space, power, and budget are constrained, and
where the workload can tolerate the site being offline for the time it takes to repair the hardware. Microsoft
positions its single-server storage reference pattern for facilities that can tolerate a lower level of resiliency
without affecting the business, and cites food service, healthcare, finance, retail, and government sites as
typical examples. Lenovo ThinkAgile MX systems suit this profile: they are certified Azure Local
configurations whose firmware and device driver levels are validated together and published as the
ThinkAgile MX Best Recipe.

A single-node instance is functionally equivalent to a multi-node instance in the following respects:

|t is deployed from the Azure portal or from an Azure Resource Manager template, using the same
wizard and the same quickstart template as a multi-node deployment.

 |tis registered with Azure Arc, and is monitored, updated, and managed from the Azure portal in the
same way.

« |t runs the same workloads, including virtual machines, Azure Kubernetes Service (AKS) on Azure
Local, and Azure Virtual Desktop (AVD).

|t uses Storage Spaces Direct. Volumes are created with two-way mirror resiliency, and on a single
machine the two copies are held on separate drives inside that machine, so a volume survives the
loss of a drive but not the loss of the machine.

The differences are concentrated in the hardware and network requirements, and they are best settled
before the hardware is ordered:

» Storage drives. A single-server deployment must use one drive type only — either NVMe or SSD.
Mixed drive types are not supported. The operating system is installed on a separate RAID-1 boot
device that is not part of the storage pool.

* Network intents. A single-node instance uses one Network ATC intent that carries both
management and compute traffic. There is no storage intent and no storage traffic, so RDMA is
disabled during deployment. Microsoft's reference pattern calls for two teamed ports of at least 1
Gbps, with 10 Gbps recommended, behind a single top-of-rack switch.

« Storage adapters. If a second machine is likely to be added later, install the RDMA adapters up
front. In the single-server reference pattern they remain disconnected until that second machine is

added.
Click here to check for updates
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+ A single-node instance is deployed without a quorum witness, because there is no second machine
to arbitrate between. A witness has to be configured before the instance can be scaled out.

Scale-out is supported. An Azure Local instance can grow to a maximum of 16 machines, added one at a
time. Growing a single-node instance to two machines is performed with the Add-Server PowerShell
cmdlet rather than from the Azure portal, and it requires a quorum witness and a storage network intent to
be in place first. Each machine that is added must closely match the existing machine in processor type
and core count, memory, and drive count, type, and size. Once the second machine joins, volume resiliency
becomes a two-way mirror across the two machines and Storage Spaces Direct rebalances the data as a
low-priority background task, which can run for several days.

Weigh these characteristics against the workload before committing to a single-node instance. The Notes
and considerations section at the end of this document summarizes the operational trade-offs.

This document provides an overview of single-node Azure Local support, the steps in the deployment
process, the requirements, and the considerations for this deployment type. The walkthroughs were
performed on a Lenovo ThinkAgile MX650 V3 system running Azure Local 2606; other ThinkAgile MX
platforms follow the same process. Requirements that Microsoft documents in detail are linked rather than
repeated, so that this guide remains accurate as those articles are revised.

Microsoft supports two deployment methods, for both single-node and multi-node deployments:
+ Deploy from the Azure portal
* Deploy from an Azure Resource Manager template

Both methods are described in this document.

Prepare for deployment
Perform the following steps before using either of the deployment methods:

* Review the Microsoft prerequisites
¢ Prepare Active Directory

¢ Prepare the server

¢ Configure the operating system

¢ Register with Azure Arc

o Stage the SBE package

Review the Microsoft prerequisites

Read and understand the Microsoft prerequisites for Azure Local deployment:
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-prerequisites

Also read and understand the single-server storage deployment network reference pattern for Azure Local:
https://learn.microsoft.com/en-us/azure/azure-local/plan/single-server-deployment

Read through each of the requirements and make sure that you understand them. Each requirement
includes a link to further information.
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Prepare Active Directory
The Azure Local Active Directory prerequisites are as follows:
» A dedicated Organizational Unit (OU)
« Blocked Group Policy Object (GPO) inheritance for the designated OU

e An Active Directory user account with full permissions over the OU

Follow the steps in the Microsoft article to prepare Active Directory:
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-prep-active-directory

PowerShell scripts and commands are provided to simplify the process. After you modify the OU
parameters in the script from the Microsoft article, run the script. The credentials that the script prompts for
belong to the new user it creates in the OU. Running the script in our lab produced the result shown in the
following figure.

Figure 1. Output of the New-HciAdObjectsPreCreation script, confirming that the organizational unit, the
deployment user, and blocked GPO inheritance were created successfully

Prepare the server
Two tasks prepare the server itself:

¢ Download and install the Azure Stack HCI operating system
o Update system firmware according to Best Recipe

Download and install the Azure Stack HCI operating system

All ThinkAgile MX Integrated System (IS) and Premier (PR) solutions ship with the operating system
preloaded, so customers should not need to perform this step. However, the Microsoft article explains how
to download the Azure Stack HCI operating system from the Azure portal if you need to reinstall it.

The following two figures show where the operating system download is found in the Azure portal.

M Lo

Home > Azure Arc

B & 0 7 I

= Azure Arc | Get started
=g
Getstarted  Overview All systems. Microsoft 365 Local
(© Ty new way ta provision Azure Stack HCI OS with spcified onboarding to speed up your edge deployments. Try provisioning (previe

Get started with Azure Local

) enabled by Azure Arc. Depl
orage on you

&, 1 order hartware

onfiqure

ed hardware from your preferred vendor. Choices range across oud using your machines. C
ing a guided workflow or a template.

Figure 2. The Azure Arc | Get started page for Azure Local, showing the Order hardware, Download
software, and Deploy Azure Local options
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Home > Azure Arc | Get started

Download Azure Stack HCI OS

Software download includes a free 60-day free trial. Learn more &3
Deployment 1SO
Choose your subscription and then select the version of the Azure Stack HCl Operating System that you wish to download.

Only the versions 2503 and newer are eligible for deployment using the Azure portal. To deploy a previous version, please use
an Azure Resource Manager template. Learn more [4

Subscription * | Microsoft Azure Enterprise - Azure Stack Solutions Development ~ |

Software version * | 2606 - |

A Starting with version 2504, all new Azure Local deployments will use the new operating system (OS) version 26100.3775.
Please ensure that your hardware has the necessary drivers compatible with Azure Local 12.2504 or Windows Server 2025.

Learn more (3

Review Service Terms and Privacy notice:

Customer may download the software with their Azure Subscription pursuant to the Azure Local License Terms provided in
the Microsoft Online Service Terms. (@

Privacy notice:

Microsoft is an independent controller of the diagnostic data collected in the connection with Azure Local. Microsoft will
handle the diagnostic data in accordance with the Microsoft Privacy Statement [4 and Data Processing Agreement (DPA)
terms do not apply.

\:‘ | agree with the Azure Local license terms and the privacy notice.

Figure 3. The Download Azure Stack HCI OS page, with the subscription and software version selected

After you download the operating system from the Azure portal, install it on the RAID-1 boot drive, not on
one of the storage pool devices. If an operating system was installed previously, delete all existing
partitions from the boot drive before you select it for the new installation.

Update system firmware according to Best Recipe

For Lenovo ThinkAgile MX solutions, ensure that the latest Best Recipe firmware and device driver versions
are running on the machine. For information about the current ThinkAgile MX Best Recipe, see the following
page:

https://datacentersupport.lenovo.com/us/en/solutions/HT507406

To simplify the process of downloading all firmware and device driver update packages for a given
ThinkAgile MX Best Recipe, a single zip archive that includes all packages is available from the ThinkAgile
MX Updates Repository site, which can be found at the following page: https://thinkagile.lenovo.com/mx

Lenovo offers multiple tools for updating firmware and device drivers, including the Lenovo XClarity™
Integrator for Microsoft Windows Admin Center (LXCI for WAC) and the Lenovo ThinkAgile MX Solution
Builder Extension (SBE).

For ThinkAgile MX solutions running Azure Local, we recommend using SBE, which integrates firmware and
driver updates directly into the Azure Local update experience. Not every ThinkAgile MX solution supports
SBE packages; check the ThinkAgile MX Best Recipe page for your machine type to confirm which update
packages are available for your system.

LXCI for WAC lets administrators manage Lenovo servers from Windows Admin Center. Azure Local
instances are managed through the LXCI snap-in, which is integrated into the Windows Admin Center
instance creation and Cluster-Aware Updating (CAU) functions. Notably, the tool can recognize and apply
firmware and device driver updates based on the current ThinkAgile MX Best Recipe.

For more information about LXCI for WAC, see the following page:
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Lenovo ThinkAgile MX SBE packages automate updates for system firmware, device drivers, and utility
software on Lenovo ThinkAgile MX solutions through the Cluster-Aware Updating (CAU) plug-in. Additional
SBE capabilities, such as automatic SBE package downloads and health checks, are provided by a
PowerShell module. All update packages follow ThinkAgile MX Best Recipe releases and are delivered in a
single compressed ZIP archive. Each SBE package supports specific machine types (MT) and specific
Azure Local release versions.

An SBE update package appears automatically as an update option in the Azure portal, and applying it is a
matter of clicking the appropriate button. This behavior is the same for all ThinkAgile MX solutions that
support SBE packages; there is no longer any difference between Premier (PR) solutions and other
ThinkAgile MX solutions.

For more information about SBE, including which solutions are supported, see the following page:
https://pubs.lenovo.com/thinkagile-mx/mx_sbe_overview

Configure the operating system

The portion of the Microsoft article that covers operating system configuration begins here:
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-install-os

After installing the operating system, refer to the “Configure the operating system using SConfig” section of
the above article for the configuration steps. The following are some of the guidelines that should be
followed:

¢ Do not install Windows updates using SConfig.

 Starting with Azure Stack HCI 2604, you can domain-join the server before Azure Local deployment.
If you choose not to, the server is domain-joined automatically during Azure Local instance creation.

+ Configure a single network interface on the server that will become the single-node instance. This
interface provides connectivity to Azure Arc during deployment. Ensure that the default gateway is
configured on only one NIC per node. This is due to the validation process's expectation of a single
default gateway per node.

« The deployment process configures any other network interfaces that are required, based on your
input to the deployment wizard.

» Change the computer name to a unique value.
This deployment uses an SBE package, because the target environment is a ThinkAgile MX650 V3 single-

node instance. Download the latest available SBE package and copy it to a new folder, C:\SBE. The
following figure shows the contents of the SBE folder.

Length Name

1002 .xml
1002.zip

Figure 4. Contents of the C:\SBE folder after downloading the ThinkAgile MX SBE package
Register with Azure Arc

Before deploying the single-node Azure Local instance, you must prepare the Azure environment and
establish connectivity through Azure Arc. This process ensures that the required Azure services are
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available and that the server can be managed and monitored from Azure.

1. Register the required resource providers
2. Create the resource group in Azure
3. Register the server with Azure Arc

Register the required resource providers

Register the required resource providers for your Azure subscription. See the following URL for the list of
required resource providers:

https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-arc-register-server-permissions
You can register them using PowerShell, as shown in the Microsoft article, or from the Azure portal itself:

1. From the Home page of the Azure portal, go to Subscriptions and click the name of the
subscription that you want to use.

2. In the left pane, open the Settings category and then select Resource providers.
3. Choose the resource providers that you want to register.

The figure below shows three of the required resource providers registered for the subscription. More than

three are required; this is simply an example of how registered resource providers appear in the Azure
portal.

v— Microsoft Azure Enterprise - Azure Stack Solutions Development | Resource providers
¥ Subscription
‘/ Search ‘ ¢ ') Refresh L Exporttocsv 7 Feedback
Ovenview O hybrid > Status : Registered Registration Policy : All
W Activity log
8o Access control (IAM) Provider Status T Registration Policy
T ) : -
& Tags O wicosett HybridContainerService @ Registered RegistrationRequired @
#. Diagnose and solve problems
O Microsoft HybridConnectivity @ Registered RegistrationRequired O
© Security N B
%+ Resource visualizer O Microsoft.HybridCompute © Registered RegistrationRequired &

Figure 5. Three of the required resource providers registered for the subscription, filtered on "hybrid"
Create the resource group in Azure

Create the resource group in Azure that you will onboard the server into. Click Resource groups on the
Azure portal home page:

Azure services

-+ E [ - >
Resource Azure Local Azure Arc Policy Microsoft Entra
groups ID

» 3
Microsoft
Foundry

-

Create a More services

resource

Subscriptions Guest Usages

Figure 6. Azure services shortcuts on the Azure portal home page, including Resource groups

Click Next if you want to add a tag; otherwise, click Review + create.
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Microsoft Azure

Home * Resource Manager | Resource groups

Create a resource group

Basics Tags Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your organization. Learn more

Subscription * (D Microsoft Azure Enterprise - Azure Stack Solutions Development v |
Resource group name * @O MX650V3 |
Region * (US) East US v |

Figure 7. The Basics tab of Create a resource group, with resource group MX650V3 in the East US region

To assign the appropriate permissions to the resource group, see this URL:
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-arc-register-server-permissions

Register the server with Azure Arc
Register the server with Azure Arc, using either of the following methods:

» Register Azure Local with Azure Arc without using Arc gateway (with or without proxy):
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-without-azure-arc-gateway

» Register Azure Local with Azure Arc using Arc gateway (with or without proxy):
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-with-azure-arc-gateway

In this example we followed the guidance in the first method, “Register Azure Local with Azure Arc without
using Arc gateway”, without a proxy. The following cmdlets are valid for Azure Local 2606 at the time of
publication. Subsequent Azure Local versions and their registration process are subject to change.

STenant = ""
SSubscription = ""
$RG = "MX650V3"
$Region = "eastus"

STargetSolutionVersion = "12.2606.1003.205"

Invoke-AzStackHciArcInitialization -TenantId $Tenant -SubscriptionID $Subscription -ResourceGroup

SRG -Region $Region -Cloud "AzureCloud" -TargetSolutionVersion $TargetSolutionVersion

or
Sparams = @{
TenantId = $Tenant
SubscriptionID = $Subscription
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ResourceGroup = SRG
Region = SRegion
Cloud = "AzureCloud"

TargetSolutionVersion = $TargetSolutionVersion

# Optional: include only when using token-based authentication

if ($ArmAccessToken) {

Sparams.ArmAccessToken = S$ArmAccessToken

Invoke-AzStackHciArcInitialization @params

Replace the parameters with values that are appropriate for your environment and for the Azure Local
solution version that you are targeting. If you set $TargetSolutionVersion = "", the deployment uses
the latest version available.

You are prompted to authenticate with your Azure account. Follow the instructions to complete the
authentication process.

The output of a successful onboarding is shown in the figure below.

To sign in, use a web browser to open the page https://login.microsoft.com/device
to authenti 5
ate: 12 minutes 31 seconds

s: InProgress

Figure 8. Output of Invoke-AzStackHciArclnitialization showing that the Arc bootstrap succeeded

The registered machine then appears in the resource group, as shown in the figure below.
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Home

MX650V3 < +# - M  Help me generate Teraform for this resource group configuration. | | How to manage these changes more efficiently with deployment tools? |  How to manage changes with deployment tools?
Create Manage view Delete resource group () Refresh & Export to CSV Open query Open in mobile
(2 Essentials
& Activity log Subscription ) M A Deployments
Ra Access control (IAM) Subscription ID ocation East US
@ Tags tedit)
N Tags (edit)
%. Resource visualizer
Resources Recommendations
Events
v Settings Filter for any field Type equals all Location equals all X +  Add filter
2, Deployments
Name 1 Type Location
Q Security
@ Deployment stacks B ix East US
Y Policies
11} Properties
Locks

v

Cost Management
> Monitoring
> Automation

> Help

Figure 9. The MX650V3 resource group, showing the registered server as an Azure Arc machine resource

Stage the SBE package

This deployment uses an SBE package, because the target environment is a ThinkAgile MX650 V3 single-
node instance. Download the latest available SBE package and copy it to a new folder, C:\SBE.

Figure 10. Contents of the C:\SBE folder after downloading the ThinkAgile MX SBE package

Deploy from the Azure portal

Azure Local can be deployed directly from the Azure portal through a guided workflow that validates the
selected servers, collects networking and identity settings, and automates cluster configuration and Azure
resource creation. The deployment wizard walks you through each required step, helping ensure that the
environment meets the prerequisites before deployment begins.
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1. Go to Azure Arc - Azure Local and click Create instance:

Home > Azure Arc

= Azure Arc | Get started
= wig

Getstarted ~ Overview Al systems  Microsoft 365 Local

O T O e R i o e e s ey

Get started with Azure Local
~ Supported

applications with local compute and storage on your own hardware.
. Multicloud connectors

& Azre Local

[=— AP

B VMware vCenters
SCVMM management Pick a validated hardware from your preferred vendor. Choices range across

B servers several platforms.

Download and install Azure Local software, if your system didn't come installed
with an OS.

> Dataservices

> Operations

o I

Extend the power of the cloud to distributed locations with Azure Local enabled by Azure Arc. Deploy and manage container-based and VM-based

& 3. Deploy Azure Local

Create an Azure Local instance from the cloud using your machines. Configure
elustering. networking. and storage using a guided worklow or a template.

Create instance

Figure 11. The Azure Arc | Get started page for Azure Local; click Create instance to begin the

deployment

2. Fill in the required information. Add the server by clicking Add machines, select it, and then click

Add:

Select one or multiple machines to create a node pool.

) Refresh

Server name Status Model Operating system

B mxesoz A\ Not validated MX6E5D V3 PR Azure Stack HCI

Figure 12. The Add machines pane, with the MX650V3 machine selected for the deployment
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3. Azure installs the required extensions at this point. When the installation finishes successfully, the
status changes to Ready. Validate the selected machine, and then either Create a new Key Vault or
Select an existing Key Vaulit.

= Microsoft Azure

Home

Deploy Azure Local

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your resources.

Subscription * @ Microsoft Azure Enterprise - Azure Stack Solutions Development ~ ‘

Resource group * @ MXE50V3 . ‘

Instance details

You'll use the instance name later to manage this Azure Local instance as a whole instead of managing the underlying machines. Create an
empty key vault to securely store secrets for this system, such as cryptographic keys, local admin credentials and BitLocker recovery keys.

Learn more 2
Instance name * © MXE50V3CLS |
Region* @ (US) East US ‘
C =@ =
luster options ® stendard
O Rack aware
Storage options * &/ (@ storage Spaces Direct (52D)

(O storage Area Network (SAN)

Identity provider
Identity provider for cluster = @ @ Active Directory

O Local identity with Azure Key Vault

Select the machines to use and validate

Selecting more than one machine creates a multi-node instance. How do | add a machine? @
+ Add machines () Refresh
Name Status Operating system Model
MX650V3 (] Ready Azure Stack HCI MX650 V3 PR

Validate selected machines | &

Keyvault* @ (@ Create a new Key Vault

This creates a new Key Vault for this system

O Select an existing Key Vault
This allows sharing a Key Vault in the same resource group with multiple
instances. Learn more about the security implications when sharing Key Vaults

Key vault name = @ MX650V3CLS-hcikv
reate a new key vault

Next: Configuration

Figure 13. The Basics page of Deploy Azure Local: instance name, region, storage and identity
options, the validated machine, and the key vault
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4. When all fields are complete, click Next: Configuration.

Microsoft Azure

Heome * Azure Arc| Get started

Deploy Azure Local
Basics Configuration Networking Management Security Advanced Tags Validation Review + create

Specify the deployment settings

Create a new configuration for this system or select a template that loads settings for you

Source * (® New configuration

Specify all of the settings to deploy the Azure Local instance.

O Template Spac
Load the settings to deploy your system from a template spec stored in your
Azure subscription.

Quickstart template
Load the settings to deploy your system from a template created by your
hardware vendor or Microsoft.

Figure 14. The Configuration page, with New configuration selected as the deployment settings
source

5. On the Configuration page, select the source for the deployment settings. This document uses
New configuration. After the deployment finishes, you can save a template of it to use in the future.
After you select the source, click Next: Networking.

6. Because this is a single-node instance, group Management and Compute traffic in the same
network intent and do not create a Storage traffic intent. A single-node deployment doesn't require
a dedicated storage network because there is no inter-node storage traffic.

Home » Azure Arc | Get started

Deploy Azure Local

Networking pattern *

O Group all traffic O Group management and compute O Group compute and storage '@:" Group management and compute
traffic traffic (no storage)

‘ompute and f
orage intent | Managerne_nt and compute
H : intent

i Manageme
{ and comput
intent

torage intenti Management

Management, compute and intent

storage intent

Provide intent details

Specify which network adapters should carry each group of traffic types. This is called as an intent.
Compute_Management

Traffic types = @

Intent name * @ | Compute_Management

Network adapter 1+ @ | Management1 [Broadcom 57504 10/25GbE SFP28 4-port OCP Eth...
Network adapter 2= @ | Management2 [Broadcom 57504 10/25GbE SFP28 4-port OC... | i
+ Select another adapter for this traffic Customize network settings

Figure 15. The Networking page, with the "Group management and compute (no storage)" pattern
selected and the Compute_Management intent defined
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7. Click Customize network settings and set RDMA protocol to Disabled:

Customize network values e

Azure Local deployment

@ These settings are only applicable when the cluster is created using medium hardware
class. Learn more

Data Center Bridging (for storage)

Storage traffic priority * @

E -]
system traffic priority * @

Ki -
Storage traffic bandwidth reservation * @

E: |
Adapter properties

Jumbo frame size(bytes) * 0]

[ 1514 |

RDMA protocol = @

‘ Disabled ~ |

Figure 16. The Customize network values pane, with the RDMA protocol set to Disabled

8. Enter the details in the Allocate IP addresses to the system and services section of the page.

Allocate IP addresses to the system and services
We need a block of IP addresses on your management network to use for Azure Local and for services such as Azure Arc.

Required |P addresses * @

Starting P+ @

Ending IP*

Subnet mask *

Default gateway =

DN server * [ 222222115 |

+ Add DNS server

Validate Subnet Q

‘ < Previous H Next: Management ‘

Figure 17. The Allocate IP addresses to the system and services section of the Networking page

9. When all fields are complete, click Next: Management.
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10. On the Management page, enter the required custom location, Active Directory domain, OU, and
credential details, and then click Next: Security. A single-node instance uses no witness.

Microsoft Azure

Home * Azure Arc | Get started

Deploy Azure Local
Basics Configuration Networking Management Security Advanced Tags Validation Review + create

Specify a custom location name

This helps users identify this system when creating resources (such as VMs) on it.

Custom location name * ‘ ThinkAgileMX

Specify system witness settings

The system witness is a small file (less than a kilobyte) that helps determine which machine is most up to date if there's
contention.

Witness type No witness

Specify Active Directory details

Let us know how your Active Directory Services domain was prepared for deployment.

Domin * [ contosottocal |
our @ ‘ OU=MX650V3,DC=contoso11,DC=local |

Deployment account

Username = @ ‘ Icmuser |

Password * ‘ ............... |

Confirm password = ‘ --------------- |

Local administrator

Username * ‘ Administrator |

Password ~

Confirm password = | --------------- |

Figure 18. The Management page: custom location, witness setting, Active Directory details, and the
deployment and local administrator accounts
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11. On the Security page, leave Security level set to Recommended security settings unless you

have a specific reason to change it. Click Next: Advanced to continue.

Microsoft Azure

Home * Azure Arc| Get started

Deploy Azure Local

uninstalling azure services.

Security level * ©

Security level

Basics Configuration Networking

Set the security level of your system’s infrastructure

Stick with the recommended security settings for the highest security, or customize the settings. You can also change this later, including

Very Good(6/6)

Settings

Recommended Settings 6 of 6

Setting

Maintain security defaults

‘Windows Defender Credential Guard
‘Windows Defender Application Control
BitLocker for the OS volume

Bitlocker for data volumes

Signing for external SMB traffic

Management Security Advanced Tags Validation Review + create

@\ Recommended security settings

O Customized security settings

Description

Maintains the security defaults on each machine, helping to protect against changes
Uses virtualization-based security to isolate secrets from credential-theft attacks
Controls which drivers and apps are allowed to run directly on each machine
Encrypts the OS volume on each machine

Encrypts cluster shared volumes (CSVs) created on this system during deployment

Signs SMB traffic between this system and others to help prevent relay attacks

Figure 19. The Security page, with Recommended security settings selected (6 of 6 settings applied)

12. On the Advanced page, use the recommended option, which creates one workload volume and
storage path per machine, together with the required infrastructure volume.

Microsoft Azure

Home * Azure Arc | Get started

Deploy Azure Local

Basics Configuration Networking Management Security Advanced Tags Validation Review + create

Create workload and infrastructure volumes

Choose whether to create volumes for workloads in addition to the required infrastructure volumes used by Azure Local. You can also create
more volumes later.
Volumes * - © (®) Create one workload volume and storage path per machine, and one
required infrastructure volume per system (Recommended)
All workload volumes are created using thin provisioning. Lear mare about thin

provisioned volumes.
O Create required infrastructure volumes only

O Use existing data drives

Figure 20. The Advanced page, with the recommended workload and infrastructure volume option
selected
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13. On the Tags page you can add tags to help organize the environment and make searching for
specific instances more efficient. Tags can also separate billing across different resources or
resource groups. Tags are optional. Click Next: Validation to continue.

= Microsoft Azure

Home * Azure Arc | Get started

Deploy Azure Local

Basics Configuration Networking Management Security Advanced Tags Validation Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to multiple
resources and resource groups. Learn more about tags @

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated

Name Value Resource

‘ Platform ~ | : |ThinkAgiIe MX - | Azure Local T

Figure 21. The Tags page, with a Platform = ThinkAgile MX tag applied to the Azure Local resource
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Review + create to continue.

Microsoft Azure

Home

Deploy Azure Local

Resource Creation

Step

System resource
System permissions

Key Vault Audit Logging
Key vault secrets

Key vault permissions

Validation progress

Task
Deployment settings resource

Azure Stack HCI Remote Management
Azure Stack HCI Connectivity
Azure Stack HCI External Active Directory

Azure Stack SBE Health
Azure Stack HCI Hardware
Azure Stack HCI Network Configuration

Azure Local Network Infra Connection
Azure Local Network Storage Connection
Azure Stack HCI Observability

Azure Stack HCI Software

Azure Stack HCI MOC Stack

Azure Stack HCI Arc Integration

Basics  Configuration  Networking

Type
Resource
Permission
Resource
Secrets

Permission

Description
Resource

Check Remote Management
requirements

Check external connectivity
requirements

Check external active directory
preparation

Check SBE health requirements
Check hardware requirements
Check network requirements

Check network infra connection
requirements

Check network storage connection
requirements.

Check Log Collection and Remote
Support requirements

Check Operating System
requirements

Check Moc Stack requirements

Evaluate interface

Vinlidmbo A mrlmbmmenbinm,

[ <previous || Wext: Review + create

Management  Security  Advanced

Following Azure Local instance resource object and it's components are created prior validation

14. On the Validation page, click Start validation, wait for validation to complete, and then click Next:

Status

(]

[
(]
(]
o

Succeeded

Succeaded

Succeeded

Succeaded

Succeeded

‘We're creating an Azure resource for this system and validating your system's readiness to deploy. This takes around 15
minutes for systems with one or two machines, longer for bigger systems.

Status

Q Success

@  success (vi

@ Success (View details
@  success (view details
@ success (View details
@  success (view details)
@  success (View details
Q Success (View details
@ success (vView deta
@  success (view details
@  success (view detals
@ success (view detals
@  success (view details

Figure 22. The Validation page, showing resource creation and the validation tasks completed

successfully
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15. Deployment begins immediately. You can check the status of the deployment by clicking Refresh.
When the Status column shows Success, deployment of the instance is complete.

Home > MX650V3CLS
:= MX650V3CLS | Deployments
" Azure Local
o« Sy
= Overview
G Acivitylog (D) To save the template of this deployment, click here.
A Access control (IAM) Name Description Status Start Time End Time
¢ Tags Deploy Azure Stack HCI Deploy the Azure Stack HCI system. @ success 7/2/2026, 4:38 PM 7/2/2026, €:23 PM
#( Diagnose and solve problems Check and resolve requirements  Check and resolve deployment requireme... @ success 7/2/20286, 4:38 PM 7/2/2026, 4:38 PM
<1 Resource visualizer Validate environment Validate the environment using the input.. @ Unknown 7/2/2026, 438 BM  7/2/2026, 4:38 PM
 Seftings Resolve requirement Resolve deployment requirements. @ Success /242026, 438 PM 7/2/2026, 5:00 PM
E }';‘rg\z;"r Admin Center Install OpenSSH Client Install OpensSSH Client. @ success 7/2/2026, 500 PM  7/2/2026, 5:00 PM
2 Extensions Clean up after update Clean up after the OS update. @ success 7/2/2026, 500 PM  7/2/2026, 5:03 PM
& Configuration Evaluate proxy configuration Check if proxy is enabled on the cluster. @ success 7/2/2028, 5:03 PM 7/2/2026, 3:02 PM
i= Deployments Configure required proxy bypass  Configure required proxy bypass list @ success 7/2/2026, 5.03 PM 7/2/2026, 5:03 PM
= Diagnostics and Remote Adjust the number of infrastructu  Scale the number of infrastructure VMs b... @ Success 7/2/2028, 5:03 PM 7/2/2026, 5:03 PM
~ Support Configure DNS if identity provide Install DNS Server on each node if identit... @ success 7/2/2026, 5.03 PM 7/2/2026, 5:03 PM
ocks Set up certificates Set up certificates for authenticated com... @ success 7/2/2028, 5:03 PM 7/2/2026, 5:04 PM
7 nirsre Reload certificate Reload the update orchestrator extension... @ Success 7/2/20286, 5:04 PM 7/2/2026, 5:04 PM
7 Resouress Full AgentLifecycleManager Deplt  Installs AgentLifecycleManager and Boots... @ success 7/2/20286, 5:04 PM 7/2/2026, 5:07 PM
i SOPE‘FGZ‘DNS ‘ Validate network settings for serv  Validate network settings for servers. @ success 7/2/2028, 5:07 PM 7/2/2026, 5:08 PM
N :~U: V-WE-“EW‘ Configure settings on servers Configure settings on servers, @ success 7/2/20286, 5:08 PM 7/2/2026, 5:11 PM
onitoring
N A.Jtomatl:n Set Azure cloud for Azurelocal Set up Azure cloud and CLI for Azurelocal. @ Success 7/2/2028, 5:11 PM 7/2/2026, 5:11 PM
5 belp Create the cluster Create the failover cluster from the server.. @ Success 7/2/2028, 5:11 PM 7/2/2026, 5:13 PM
Configure networking Configure the host networking settings. @ success 7/2/2026, 5:13 PM 7/2/2026, 5:17 PM

Figure 23. The Deployments blade for the MX650V3CLS instance, showing each deployment step
completing successfully.

The deployed instance is shown in the figure below.
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Micrasoft feure e e S e _

Home

= MX650V3CLS My | Show me performance metrics for this Azure Local cluster. | | Summarize configurations for this Azure Local cluster. | | List nodes in this Azure Local cluster.

=

Azure Local

L CLaRiED ~ Essentials

& Activity log Subscription {move) rosoft Azure Ente Instance name MX650V3CLS
A, Access control 1AM) Subscription ID ] Azure connection : Connected—41 minutes ago
@ Tags Resource group (move) Custom lacation

A Disgnose and solve problems Health status e Resource kind Azure Local

. " Location : EastUS Cloud ID
1= Resource visualizer

~ Settings Tags (edit) Platform : ThinkAgile MX

Windows Admin Center

Properties  Getstarted  Monitoring  Capabilities
(preview) pa—

5] Extensions

& Configuration £ Configuration Q' Microsoft Defender for Cloud
Identity provider Active Directory Total alerts 0
eployments
Cluster type Standard Security recommendations 0
- Diagnostics and Remate
2 Billing status Fre Security alerts
Support
Storage type Storage Spaces Direct (52D)
2 Locks KN Alerts
> Infrastructure B Machines Total alerts 0
> Resources Number of machines 1 Criical 0
Manufacturer Lenovo Error o
> Operations
Model MXE50 V3 PR Warning 0
> Security (preview]
¥ (preview) Total physical cores 16 Informational o
» Monitoring Verbose 0
> Automation ¥4 Woridoads
Virtual machines 0 il Extensions
> Help .
Kubernetes clusters [ AzureEdgelifecycleManager
AzureEdgeRemoteSupport
B Updates AzureEdgeTelemetryAndDiagnos
Update status © Uptodate ties
Solution version 12.2606.1003.205 AzuretdgeDeviceManagement
Last updated

Figure 24. Overview of the deployed MX650V3CLS Azure Local instance, showing a single Lenovo
MX650 V3 PR machine

You can save a template of this deployment for future use by clicking the click here link near the top
of the page. For future deployments, select the template on the Configuration page instead of the
New configuration option.
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Deploy from an Azure Resource Manager template

For automated or repeatable deployments, Azure Local can be deployed using an Azure Resource Manager
(ARM) template and a corresponding parameters file.

1. After registering the machine in the resource group — using the steps in the Register with Azure Arc
section — retrieve from your subscription the information that the ARM template deployment requires.

At the time of writing, the prerequisite was to obtain the object ID for the Azure Local Resource

Provider:
Microsoft Entra admin center £ Search resources, services, and docs (G+/) ) Copilot
Home
Home . . .
i#2 Microsoft.AzureStackHCI Resource Provider | Overview
I Security Copilot agents Enterprise Application
y 9
I  Security Copilot chat
& Overview Properties
P Favorites Deployment Plan Name @
K Diagnose and solve problems Microsoft AzureStackHCI Re... [y
> EntralD Application ID @
Manage
Object ID
&. Roles and administrators
1 Groups Getting Started
£ Users and groups
) Devices
9 Single sign-on
[ Agents 2 Provisioning 8] 1. Provision User Accounts %= 2.Conditional Access
- You'll need to create user accounts in Secure access to this application with a
B Enterprise apps
the application customizable access policy.
|8 App registrations Security
; & Conditional Access
Fo  Roles & admins

Figure 25. The Microsoft.AzureStackHCI Resource Provider enterprise application in Microsoft Entra
ID, where the object ID is found

See the following URL for the prerequisites:

https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-azure-resource-manager-

template

2. In the Azure portal, click Create a resource:

Azure services

] b

+ > B (2 . F 3 —
Create a Microsoft Entra Azure Local Subscriptions Azure Arc Resource Policy Microsoft Guest Usages More services
resource D groups Foundry

Figure 26. Azure services shortcuts on the Azure portal home page, including Create a resource
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3. Search the Marketplace for Template deployment (deploy using custom templates) and click
Create:

‘ £ template deployment X Pricing : All < (o]

D Azure benefit eligible only © |:| Azure services only D Free trial

Showing 1 to 20 of 182 results for ‘template deployment’. Cle

- = st
&l 15l -

Template deployment Template Specs BB SQL App Deployment

(deploy using custom Template

Microsoft Microsoft 14344545 Canada Inc.

Azure Service Azure Service Azure Application

Customize your template and build Aten &C is @ new resource This allows you to create the
for the cloud n Azure Resource necessary § e to create and
e (ARM template) i... deploy your own SQL server!
Starts at
Free
Create v Create <@ Create v <&

Template deployment (deploy using custom

templates)
o _ O
~

AHA People Analytics - OutSystems on Microsoft Ubuntu Server 20.04 LTS
Power Bl Template Azure

Agile Analytics OutSystems BANSIR LLC

5aas Azure Application Virtual Machine

Discover Strategic HR Insights with OutSystems platform - The Leading Ubuntu Server 20.04 LTS

Our Pre-built Power Bl Packages Low-code Application Development

Factory 2t Scale on Azure

Starts at Starts at
$1.00/month Brice varies $0.022/3 years

Subscribe < Create v <@ Create &

Page 1 v of 10 ‘ Next J

Figure 27. Marketplace search results for "template deployment", showing the Template deployment
(deploy using custom templates) tile

4. In the Custom deployment window, under Select a template, set Template source to Quickstart
template.
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5. Select quickstarts/microsoft.azurestackhci/create-cluster from the drop-down menu and then click
Select template:

Microsoft Azure

Home * Marketplace * Template deployment (deploy using custom templates)

Custo m d eplcyment . 9 How do large organizations automate deployments? | want to deploy resourcq

Deploy from a custom template
Select a template

Automate deploying resources with Azure Resource Manager templates in a single, coordinated operation. Create or
select a template below to get started. Learn more about template deployment

/ Build your own template in the editor

Commeon templates

Create a Linux virtual machine

Create a Windows virtual machine

2 4 &

Create a web app

Create a SQL database

Azure landing zone

Start with a quickstart template or template spec
Template source © ':.) Quickstart template
O Template spec

Quickstart template (disclzimen) @ ‘ quickstarts/micresoft.azurestackhci/create-cluster ~

This template creates an Azure Stack HCI 23H2 cluster using an ARM template.

Author: troettinger
Last updated: 2023-01-21
Learn mare '

Select template Edit template

Figure 28. The Select a template tab, with the quickstarts/microsoft.azurestackhci/create-cluster
quickstart template selected

Deploying a Single-Node Instance of Azure Local on ThinkAgile MX


https://lenovopress.lenovo.com/assets/images/LP2516/Picture27.png
https://lenovopress.lenovo.com/assets/images/LP2516/Picture27.png

6. Fill in the required parameters, as shown in the next three figures. A cloud witness can be configured
during a single-node deployment. Although it does not provide workload availability if the only
machine fails, it prepares the Azure Local instance for quorum requirements if a second machine is
added later.

Home > CustomDeployment-20260722094908 | Overview
Custom dep|0yment - MW | 1wantto deploy resources using Bicep | Difference between ARM Templat]
Deploy from a custom template
o New! Deployment Stacks let you manage the lifecycle of your deployments. Try itnow —
Subscription * | Microsoft Azure Enterprise - Azure Stack Solutions Development g
Resource group * (& | MX650V3 v
Instance details
Region* (@ | (US) East US
Deployment Mode ( | Validate v
Key Vault Name * @ | testkey32456
Create New Key Vault (O | true v
Soft Delete Retention Days | 30
Diagnostic Storage Account Name * (O | mx650v3armsal8
Logs Retention In Days ( [ 30
Storage Account Type | Standard_LRS v
Cluster Name * | mxesovacLa
Location | eastus
Tenant Id [
Witness Type (@ [ cloud v
Cluster Witness Storage Account Name | witness1232412
Local Admin User Name * | Administrator
Local Admin Password * (0 | ...............
Azure Stack LCM Admin Username * (O | lemuser1
Azure Stack LCM Admin Password * @ I ---------------
Hci Resource Provider Object ID * (O |
r

Figure 29. Custom deployment parameters, part 1: subscription, resource group, deployment mode,
key vault, diagnostic storage, and administrator accounts
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Arc Node Resource Ids () o v ‘
Domain Fgdn O ‘ contoso11.local ~ ‘
Naming Prefix O ‘ hci v ‘
Adou Path @ ‘ OU=MX650V3ARM,DC=contoso11,DC=local v ‘
Security Level () ‘ Recommended ~ ‘
Drift Control Enforced @ ‘ true v ‘
Credential Guard Enforced © ‘ true ~ ‘
Smb Signing Enforced © ‘ true ~ ‘
Smb Cluster Encryption @) ‘ false o ‘
Bitlocker Boot Volume (& ‘ true s ‘
Bitlocker Data Volumes @ ‘ true v ‘
Wdac Enforced @ ‘ true ~ ‘
Streaming Data Client @ ‘ true i3 ‘
Eu Location (O ‘ false i3 ‘
Episodic Data Upload @) ‘ true ivg ‘
Configuration Mode @ ‘ Express i3 ‘
Subnet Mask O ‘ 255.255.248.0 ~ ‘
Default Gateway O ‘ 222222114 v ‘
Starting IP Address @ [2222221153 ]
Ending IP Address @ ‘ 222.222.11.58 \/‘
Dns Servers () ‘ 1 \/‘
Use Dhep @ ‘ false v ‘
Physical Nodes Settings (O ‘ [{"name":"MX650V3","ipv4Address="222.222.11.31"})] ~ ‘
Networking Type @& ‘ singleServerDeployment o ‘
Metworking Pattern (O ‘ convergedManagementCompute o ‘
Intent List © [o -]
Al Ml [n Al

Figure 30. Custom deployment parameters, part 2: Active Directory details, security settings, IP
configuration, and the single-server networking type and pattern
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Intent List @ [o |
Storage Network List (0 [o |
Storage Connectivity Switchless (0 [ fatse |
Enable Storage Autolp* (0 [true |
Custom Locstion () [ a
She Version () [ 5026071002 ]
Sbe Family () [ minkagilenx -]
Sbe Publisher (1) [ enowo ]
Sbe Manifest Source () [(casee -]
She Marifest Crestion Dat= (0 [ 2026-07-08T1625:032 a
Partner Properties (1) | 0 |
Partner Credentizllist () [o |

Figure 31. Custom deployment parameters, part 3: storage settings, custom location, and SBE
package details
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7. Click Edit parameters so that you can customize your template.

= Microsoft Azure

Home + Marketplace

Custom deployment | Ganerae a Powershell scrpt o deploy a rescurce | | How do ARM template

Azure quickstart template

€ New! Deployment Stacks let you manage the lif2cycle of your deployments. Try it now —>

Select atemplate  Basics  Review + create

Template

O create-cluster i i

undefined resources _ _
Edit template Edit parameters

Figure 32. The Basics tab of the custom deployment, with the Edit template and Edit parameters
links

In this example we set the RDMA traffic (networkDirect) to Disabled for the Management_Compute
network intent, as shown in the figure below.

"networkingType": {
"value": "switchedMultiServerDeployment™
Ts
"networkingPattern": {
"value": "convergedManagementCompute"
Ts
"intentlist": {
"value": [
{
"name": "Management_Compute",
"trafficType": [
"Management",
"Compute"
1,
"adapter": [
"Managementl1",
"Management2"
1,
"overrideVirtualSwitchConfiguration™: false,
"virtualSwitchConfigurationOverrides": {
"enableIov": "V,
"loadBalancingAlgorithm": ""
s
"overrideAdapterProperty™: true,
"adapterPropertyOverrides": {
"JjumboPacket": "1514",
"networkDirect": "Disabled”,
"networkDirectTechnology™: ™"
}
}
]
T
"storageNetworklList": {
"value": []
T
"storageConnectivitySwitchless™: {
"value": null
15
"enableStorageAutoIp": {
"value": null

Figure 33. The Edit Parameters view, with networkDirect set to Disabled for the
Management_Computeintent. Also, the value of enableStorageAutolP was set to null.
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8. When all parameters are complete, click Next. Azure runs a quick check of the template. When the
check finishes, click Create:

Home > Create a resource > Marketplace

Custom deployment B} 1wantto deploy resources using Bicep  Where can | find sample ARM tef

quickstart template

Selectatemplate  Basics  Review + create

Summary

O cl cluster
undefined resources

Azure Marketplace Terms | Azure M

By clicking “Create” | (a) agree to the applicable legal terms associated with the offering: (b) authorize Microsoft to
charge or bill my current payment method for the fees associated the offering(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); and (c) agree that, if the
deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering

Microsft assumes no responsibility for any actions performed by third-party templates and does not provide rights for
third-party products or services. See the Az ketplace Terms for additional terms.

Deploying this template will create one or more Azure resources or Marketplace offerings. You acknowledge that you
are responsible for reviewing the applicable pricing and legal terms associated with all resources and offerings deployed
as part of this template. Prices and associated legal terms for any Marketplace offerings can be found in the Azure

1a ce; both are subject to change at any time prior to deployment.

Neither subscription credits nor monetary commitment funds may be used to purchase non-Microsoft offerings. These
purchases are billed separately.

If any Microsoft products are included in a Marketplace offering (e.g. Windows Server or SQL Server), such products are
licensed by Microsoft and nat by any third party.

Basics

Subscription Microsoft Azure Enterprise - Azure Stack Solutions Development
urce group MX650V3

Eastus
oyment Mode Validate
/ault Name testkey32456
true
30
Diagnostic Storage Account Name mx650v3armsals
Logs Retention In 30
Storage Account Type Standard_LRS
Cluster Name MX650V3CL
Location [resourceGroup location]
Tenant Id [subscription().tenantid]
Witness Type Cloud

Cluster rage Account Name  witness1232412

Local Admin User Name Administrator

Local Admin Password s ——

Azure Stack LCM Admin Username lemuser

in Password

er Object ID

Figure 34. The Review + create tab, with Deployment Mode set to Validate

Validation now begins, because Deployment Mode was set to Validate in the parameters, as shown
in the figure below.

The result, as shown in the figure below, confirms that validation was completed successfully.
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Home

9 CustomDeployment-20260722110719 | Overview

nt

O Search \ « [i] Delete “* Redeploy L Download () Refresh
Y, Overview .
@ Your deployment is complete
2 Inputs
Deployment name : CustomDeployment-20260722110719 Start time : 7/22/2026, 11:07:22 AM
Outputs Subscription Microsoft Azure Enterg Stack Solutions Development Correlation ID :
B Template Resource group @ MX650V3
~ Deployment details

Resource Type Status Operation details
MX650V3CLA/default microsoft.azurestackhci/clusters, OK Operation details
MX650V3CLA = Azure Local OK
default Microsoft.AzureStackHCl/edgeC OK Operation details
estkey32456/Microsoft Ins /service Microsoft.KeyVault/vaults/provic OK Operation deta
testkey32456/MX650V3CLA-AzureStackLCMUserCredentia Microsoft KeyVault/vaults/secret  OK Operation details
testkey32456/MX650 A-WitnessStorageKey Microsoft.KeyVault/vaults/secret  OK s

(V]

(V]

]

(V]

(V]

]

(] testkey32456/MX650V3CLA-LocalAdminc Microsoft KeyVault/vaults/secret  OK Operation details
9 \zu tedMachineResourceManager |1} Deployment oK

(/] ckHCIConnectedir signment [T Deployment oK

(V] (@) Keyvault OK

(/] JanagementRole-RoleAssignmer [T} Deployment OK

(V] itness12324 = Storage account oK Operation deta
(V] ssignment LT Deployment oK Operation details
] NodeNamelsValid [T} Deployment oK

(V] witness1232412 == Storage account oK Operation details
(/] 118 == Storage account oK Operation deta

" Next steps

Figure 35. Confirmation that the validation run completed, listing the resources that were created

9. Click Download to save the template for future deployments.
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10. Click Redeploy, then set Deployment Mode to Deploy instead of Validate, as shown in the figure
below.

Home > CustomDeployment-20260722110719 | Overview

CUStOm deployment = W | Howdol roll back a failed ARM deployment? | | Generate a cheatsheet for

Deploy from a custom template

o New! Deployment Stacks let you manage the lifecycle of your deployments. Try it now —

Basics  Review + create

Template
Custom template
@ undefined resources j /
Edit template Edit parameters
Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * () | Microsoft Azure Enterprise - Azure Stack Solutions Development ~
Resource group * @ | MX650V3 v
Create new

Instance details

Region* (@ | (us) East Us

Deployment Mode & | Deploy v
Key Vault Name * @ | testkey32456

Create New Key Vault (O | true A4
Soft Delete Retention Days | 30

Diagnostic Storage Account Name * () | mx650v3armsals e
Logs Retention In Days (O | 30

Storage Account Type (O | Standard_LRS v
Cluster Name * @ | MX650V3CLA v
Location | eastus

Tenant Id |

Witness Type @ | Cloud v

Figure 36. The Basics tab with Deployment Mode changed from Validate to Deploy

11. Verify that all required fields are completed correctly. You need to re-enter the following information:
o Resource group
o Local administrator password
o Azure Stack LCM administrator username
o Azure Stack LCM administrator password
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12. Follow the same steps that you took for the validation run, as shown in the figure below.

Home > CustomDeployment-20260722110719 | Overview

Custom deployment - @ | Howdo I roll back a failed ARM deployment? = Generate a cheatsheet for

Deploy from a custom template

charge or bill my current payment method for the fees associated the offering(s), including applicable taxes, with the
same billing frequency as my Azure subscription, until | discontinue use of the offering(s); and (c) agree that, if the
deployment involves 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering.

Microsoft assumes no responsibility for any actions performed by third-party templates and does not provide rights for
third-party products or services. See the Azure Mar

tplace Terms for additional terms.

Deploying this template will create one or more Azure resources or Marketplace offerings. You acknowledge that you
are responsible for reviewing the applicable pricing and legal terms associated with all resources and offerings deployed
as part of this template. Prices and associated legal terms for any Marketplace offerings can be found in the Azure
Marketplace; both are subject to change at any time prior to deployment.

Neither subscription credits nor monetary commitment funds may be used to purchase non-Microsoft offerings. These
purchases are billed separately.

If any Microsoft products are included in a Marketplace offering (e.g. Windows Server or SQL Server), such products are

licensed by Microsoft and not by any third party.

Basics

Subscription

Resource group

Microsoft Azure Enterprise - Azure Stack Solutions Development
MX650V3

Region East US
Deployment Mode Deploy

Key Vault Name testkey32456
Create New Key Vault true

Soft Delete Retention Days 30

Diagnostic Storage Account Name mx650v3armsal8
Logs Retention In Days 30

Storage Account Type Standard_LRS
Cluster Name MX650V3CLA
Location eastus

Tenant Id

Witness Type Cloud

Cluster Witness Storage Account Name  witness1232412

Local Admin User Name

Local Admin Password

Azure Stack LCM Admin Username lemuser1

Azure Stack LCM Admin Password B

Hci Resource Provider Object ID

Arc Node Resource Ids ["/subscriptions; /resourceGroups/...
Domain Fqdn contoso11.local

Mnmnfo e Pondl et

Administrator

S

Previous Next Create

Figure 37. The Review + create summary for the Deploy run

Deployment completed successfully, as shown in the figure below.
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Home

9 CustomDeployment-20260722110719 | Overview
Deployment

X« [i] Delete " Redeploy L Download () Refresh

% Overview

@ Your deployment is complete

% Inputs
Deployment name : CustomDeployment-20260722110719 Starttime  : 7/22/2026, 11:07:22 AM
Outputs Subscription : Microsoft Azure Ei Correlation ID :
2 Template Resource group = MX650V3

“ Deployment details

Resource Type Status Operation details
MX650V3CLA/default microsoft.azurestackhci/clusters, OK Operation details
MX650V3CLA Azure Local oK Operation details
default Microsoft.AzureStackHCl/edgeD  OK Operation details
testkey32456/Microsoft Insights/service Microsoft KeyVault/vaults/provic OK Operation details
testkey32456/MX650V3CLA-AzureStackLCMUserCredential Microsoft.KeyVault/vaults/secret OK Operation details

o
o
o
L]
L]
Qo testkey32456/MX650V3CLA-WitnessStorageKey Microsoft.KeyVault/vaults/secret  OK Qperation details
] testkey32456/MX650V3CLA-LocalAdminCredential Microsoft.KeyVault/vaults/secret  OK Operation details
@  AzureConnectedMachineResourceManager-RoleAssign! [Ty Deployment oK Operation details
] AzureStackHCIConnectedInfraVh Iil Deployment oK Operation details
O testkey32456 (@ Keyvault oK Operation details
/] AzureStackHC|DeviceManagementRole-RoleAssignment III Deployment oK Operation details
] witness1232412 = Storage account oK Operation details
Q KeyVaultSecretsUser-RoleAssignment III Deployment oK Operation details
] NodeNamelsValid [y Deployment oK Operation details
] witness1232412 = Storage account oK Operation details
] mx650v3armsats = Storage account oK Operation details

' Next steps

Go to resource group

Figure 38. Confirmation that the deployment completed successfully

The figure below shows the registered machine in the resource group as an Azure Arc-enabled
machine.

Home Manager | Resour
B MXe50v3 D Hewme unsersand my Avcagent oo s macine? | Whst mansgamen senices can | bl on my Arc-2nsbied macins?
Da Refresn [ Feedback
A newer Arc agent version is sailable. Update to the atest matic agent upgrades (preview) 1o Stay up to date. Leam more o

~ Essentials
A Access control (AM)

Resource group x Computer rame MXEsV
® o Connected FaDN ontoso Local
X Disgnose and solve problems. ) EstUs Operating syste e Stack HOl

Monitor
1. Resource visualizer subsarption D
> Settings Agent version 164034182561
Operaions Parent huster resource D
Lcenses

Retai icensed

Azure benefs

Tags (ecit)

Automation

Propenies  Capabilites  Recommend Totorisis

> Help

@ eroringmighes G vecie %) Change trcking andimentory ©Q seaiy B windous Adin Conerprvi)

Enable sdational me

winerabilies and

@ Mot configured @ Not configures @ Notconfigured @ Notconfigurea

Figure 38. The MX650V3 machine in the resource group, shown as an Azure Arc-enabled machine
with its parent instance resource ID
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Notes and considerations

Before deploying a single-node instance, analyze the workload carefully. A single-node instance should
host only services that can tolerate downtime in the event of a prolonged power failure or a hardware fault,
because there is no second machine to fail over to.

Cluster-Aware Updating (CAU) is not available on a single-node instance, because it requires more than
one machine to be of any benefit.

Resources
For more information, see these resources:

e Deploy Azure Local on a single server:
https://learn.microsoft.com/en-us/azure/azure-local/plan/single-server-deployment

e Azure Local deployment overview:
https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-introduction

e ThinkAgile MX Best Recipes:
https://datacentersupport.lenovo.com/us/en/solutions/HT507406

Author

Adelina Onofrei is a Microsoft Solutions Engineer, specializing in Azure Local deployments, Azure Local
cluster and LXCI testing. Adelina is dedicated to enabling business success through secure, innovative,
and reliable solutions based on Azure Local and enterprise cloud technologies.

Related product families
Product families related to this document are the following:

¢ Microsoft Alliance

e ThinkAgile MX Series for Microsoft Azure Local
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Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult your local
Lenovo representative for information on the products and services currently available in your area. Any reference to a
Lenovo product, program, or service is not intended to state or imply that only that Lenovo product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any Lenovo
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any other product, program, or service. Lenovo may have patents or pending patent applications covering
subject matter described in this document. The furnishing of this document does not give you any license to these
patents. You can send license inquiries, in writing, to:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION "AS I1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. Lenovo may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without
notice.

The products described in this document are not intended for use in implantation or other life support applications
where malfunction may result in injury or death to persons. The information contained in this document does not affect
or change Lenovo product specifications or warranties. Nothing in this document shall operate as an express or implied
license or indemnity under the intellectual property rights of Lenovo or third parties. All information contained in this
document was obtained in specific environments and is presented as an illustration. The result obtained in other
operating environments may vary. Lenovo may use or distribute any of the information you supply in any way it believes
appropriate without incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for
this Lenovo product, and use of those Web sites is at your own risk. Any performance data contained herein was
determined in a controlled environment. Therefore, the result obtained in other operating environments may vary
significantly. Some measurements may have been made on development-level systems and there is no guarantee that
these measurements will be the same on generally available systems. Furthermore, some measurements may have
been estimated through extrapolation. Actual results may vary. Users of this document should verify the applicable data
for their specific environment.

© Copyright Lenovo 2026. All rights reserved.

This document, LP2516, was created or updated on September 11, 2026.
Send us your comments in one of the following ways:

e Use the online Contact us review form found at:
https://lenovopress.lenovo.com/LP2516

+ Send your comments in an e-mail to:
comments@lenovopress.com

This document is available online at https://lenovopress.lenovo.com/LP2516.
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Trademarks

Lenovo and the Lenovo logo are trademarks or registered trademarks of Lenovo in the United States, other
countries, or both. A current list of Lenovo trademarks is available on the Web at
https://www.lenovo.com/us/en/legal/copytrade/.

The following terms are trademarks of Lenovo in the United States, other countries, or both:
Lenovo®

ThinkAgile®

XClarity®

The following terms are trademarks of other companies:

Microsoft®, Active Directory®, Azure®, Microsoft Entra®, PowerShell®, Windows Server®, and Windows®
are trademarks of Microsoft Corporation in the United States, other countries, or both.

Other company, product, or service names may be trademarks or service marks of others.
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