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Implementing Azure Local Capabilities Through
Release 2608 on Lenovo ThinkAgile MX

Planning / Implementation

Organizations want the agility of the cloud without giving up control over where their data lives and how
their infrastructure performs. Lenovo ThinkAgile MX with Azure Local delivers that balance: Azure-
consistent management and services, running on Lenovo infrastructure that is engineered, validated, and
supported for datacenter, edge, and Al workloads.

Azure Local continues to expand the range of infrastructure designs and workloads that organizations can
support on-premises while maintaining an Azure-connected operating model. The Azure Local platform
provides new options for integrating enterprise storage, deploying GPU-accelerated workloads, improving
physical infrastructure resiliency, simplifying identity requirements, and protecting sensitive virtual
machines.

For Lenovo customers, these capabilities extend the role of Lenovo ThinkAgile MX beyond a traditional
hyperconverged platform. Depending on the selected configuration, ThinkAgile MX systems can provide
the compute foundation for disaggregated infrastructure, support enterprise SAN storage through Lenovo
ThinkSystem arrays, host GPU-accelerated workloads, span physical rack boundaries, and provide
hardware-backed protection for confidential workloads.

This guide focuses on selected capabilities available on the Azure Local platform through release 2608
that have a clear relationship to ThinkAgile MX:

+ External SAN storage and disaggregated infrastructure
* Enhanced GPU provisioning and mobility

* Rack-aware clustering

¢ Local Identity with Azure Key Vault

+ Confidential Virtual Machines

Several of these capabilities were delivered in later Azure Local releases rather than in the initial releases.
Availability therefore depends on the Azure Local version, the selected ThinkAgile MX model, and the
complete hardware and software configuration.

Solution Overview

Lenovo ThinkAgile MX combines validated Lenovo server technology with Azure Local to provide an
integrated platform for running virtualized, edge, Al, and hybrid cloud workloads. The solution brings
together Lenovo compute, storage, networking, firmware, and lifecycle content with Azure-based
deployment and management.

The capabilities discussed in this guide affect different parts of the solution. External SAN support allows
ThinkAgile MX compute systems to use validated Lenovo ThinkSystem storage and enables compute and
storage to scale independently. GPU enhancements extend the platform to Al inference, visualization, and
other accelerated workloads. Rack-aware clustering allows the physical placement of ThinkAgile MX
systems to be reflected in the Azure Local resiliency model.

Other capabilities introduce new deployment and security options. Local Identity with Azure Key Vault can
Click here to check for updates
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reduce the need for Active Directory infrastructure at edge, branch, and operational technology locations.
Confidential Virtual Machines use supported processor and firmware security capabilities to protect
workload data while it is being processed.

Not every capability is available on every ThinkAgile MX system. The configuration factors to validate are
listed in Support and Validation.

Where these capabilities fit
The capabilities in this guide map to familiar business needs:

+ Retail and branch locations: Local Identity with Azure Key Vault removes the need for Active
Directory at each site, and GPU acceleration brings Al inference close to where data is created.

* Manufacturing and operational technology: Deploy on the plant floor without domain infrastructure,
and use rack-aware clustering to keep production systems running through a rack failure.

» Healthcare, financial services, and public sector: Confidential VMs (currently in preview) help protect
regulated data while it is in use, and external SAN storage brings enterprise data services to Azure
Local.

« Datacenter modernization: Disaggregated designs put existing ThinkSystem SAN capacity to work
and let compute and storage scale independently.

Supported ThinkAgile MX Platforms

ThinkAgile MX is a fully engineered, jointly validated, and integrated solution. Customers do not need to
design and test complex integrations themselves, which significantly reduces time to value. The following
ThinkAgile MX systems are supported:

Rack solutions
The following rack-mount ThinkAgile MX systems support Azure Local:

¢ ThinkAgile MX V4: MX630 V4, MX650 V4, and MX650a V4
¢ ThinkAgile MX V3: MX630 V3 and MX650 V3

Edge solutions
For edge and remote locations, the following compact system is supported:
+ ThinkAgile MX455 V3 Edge

The following table lists the ThinkAgile MX solutions that support each capability, together with its support
status and key requirements.

Table 1. Supportability matrix

Capability Supported ThinkAgile MX solutions Status | Key requirements

External SAN ThinkAgile MX630 V4; ThinkAgile MX650 GA Validated disaggregated configuration;
storage: Fibre V4; ThinkAgile MX650a V4 supported storage array and Fibre
Channel Channel HBAs; redundant fabrics; MPIO
External SAN ThinkAgile MX630 V4; ThinkAgile MX650 GA Validated disaggregated configuration;
storage: iSCSI V4; ThinkAgile MX650a V4 dedicated physical Ethernet ports;

identical NICs, firmware, and drivers
across all nodes

GPU acceleration | ThinkAgile MX455 V3 Edge Premier GA Validated GPU configuration for the

(DDA and GPU-P) | Solution; ThinkAgile MX650 V3 Premier selected MX model; supported GPU,
Solution with controlled GPU; ThinkAgile firmware, and drivers; homogeneous
MX650 V4; ThinkAgile MX650a V4 GPUs required for GPU-P live migration
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Capability Supported ThinkAgile MX solutions Status | Key requirements
GPU ThinkAgile MX455 V3 Edge Premier Preview | Supported and prepared GPUs;
management Solution; ThinkAgile MX650 V3 Premier centralized GPU inventory, partitioning,
from Azure Solution with controlled GPU; ThinkAgile assignment, attachment, and
MX650 V4; ThinkAgile MX650a V4 detachment
Rack-aware All supported ThinkAgile MX GA Two equal racks or zones; all-flash
clustering hyperconverged solutions meeting the storage; dedicated storage network; <1
feature requirements ms round-trip latency; new deployments
only; no external SAN
Local Identity All supported ThinkAgile MX solutions GA Azure Key Vault; static IP addresses;
with Azure Key meeting the feature prerequisites DNS; SSH; required certificates and
Vault secrets
Confidential VMs | ThinkAgile MX455 V3 Edge Premier Preview | Supported AMD SEV-SNP configuration;
Solution required firmware settings; supported
confidential guest operating system

Why Lenovo ThinkAgile MX

ThinkAgile MX Premier Solutions are built through an engineering collaboration between Lenovo and
Microsoft and are continuously tested by both companies. Customers get a dedicated, single point of
contact for comprehensive hardware and software support, so there is one call to make when something
needs attention.

Key advantages of ThinkAgile MX include:

+ Performance: High-performance infrastructure designed for demanding enterprise workloads

+ Validated design: Pre-tested configurations reduce risk and deployment complexity

* Integrated lifecycle management: Coordinated updates through Lenovo XClarity and Azure tools

+ Faster time to value: Eliminates the need for complex integration and testing

+ Enterprise reliability: Built on Lenovo ThinkSystem servers for mission-critical environments

+ Single point of support: One Lenovo contact for the complete solution, hardware and software

+ Deploy one cluster or a thousand: End-to-end deployment workflows with Lenovo Open Cloud
Automation scale from a single site to a large fleet

* Flexible consumption: Purchase outright or consume as a service with Lenovo TruScale

+ Lifecycle services: Lenovo Professional Services, Premier Support, and Managed Services cover
planning, deployment, and ongoing operations

External SAN Storage and Disaggregated Infrastructure

Business value: Grow compute and storage on their own timelines. Put existing SAN investments to
work with Azure Local, and add ThinkAgile MX compute without buying storage you do not need.

Lenovo ThinkAgile MX supports Azure Local deployment options that combine ThinkAgile MX compute
systems with validated Lenovo ThinkSystem storage arrays. This extends the available storage beyond the
local drives managed by Storage Spaces Direct and enables shared enterprise SAN storage to be used for
virtual machines and other supported workloads.

External SAN storage can be used alongside Storage Spaces Direct or as the primary workload storage in
a fully disaggregated deployment. In a disaggregated design, compute and storage are separated and can
be expanded independently. Because a disaggregated deployment uses SAN storage only, Microsoft
supports scaling it beyond the 16-machine limit of a hyperconverged Azure Local instance up to a
maximum of 64 machines. Organizations can therefore add ThinkAgile MX compute capacity without
increasing storage, or expand ThinkSystem storage without adding compute systems.

The ThinkAgile MX systems connect to the external SAN through either Fibre Channel or iSCSI. Fibre
Channel configurations use host bus adapters and a redundant Fibre Channel fabric. Supported Lenovo
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ThinkSystem DB Series Fibre Channel switches can provide fabric connectivity between ThinkAgile MX
systems and validated ThinkSystem DM, DS, or DG Series storage arrays. iSCSI configurations use
Ethernet network adapters and dedicated network paths. Multipath I/0O provides redundant paths between
each cluster node and the storage array, helping maintain storage access if an adapter, switch, or network
path becomes unavailable.

Volumes provisioned on the storage array are presented to all nodes in the ThinkAgile MX cluster. Azure
Local recognizes these volumes as block storage, and they can then be configured as NTFS-formatted
Cluster Shared Volumes and made available as storage paths for supported workloads.

This architecture is particularly useful when compute and storage requirements grow at different rates. It
can also help organizations make better use of existing SAN investments, maintain familiar storage
management practices, and take advantage of the capacity, performance, resiliency, and data services
provided by enterprise storage platforms.

Topics in this section:

* Key benefits

* Lenovo storage portfolio alignment

+ Fibre Channel integration

* Supported deployment models

+ Configuration and support requirements

Key benefits
External SAN storage gives ThinkAgile MX deployments the following benefits:

¢ Independent scaling of compute and storage

« Validated Fibre Channel or iSCSI connectivity

* Redundant storage access through multipathing

+ Centralized storage management and enterprise storage services
¢ Better use of existing SAN investments

Support depends on a validated end-to-end configuration, including the ThinkAgile MX systems,
ThinkSystem storage array, host bus adapters or Ethernet adapters, switches, multipathing configuration,
drivers, and firmware. All cluster nodes must have consistent connectivity and access to the SAN volumes.
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Lenovo storage portfolio alignment

Lenovo positions ThinkAgile MX Series compute with ThinkSystem DM, DS, and DG Series storage for
Azure Local external SAN designs. The combination supports new deployments and reuse of qualified

existing SAN capacity, while allowing compute and storage to scale independently. Table 2 summarizes
the positioning of each storage family.

Table 2. Lenovo storage families for Azure Local external SAN designs

Lenovo storage

efficiency, protection, and predictable performance are
priorities.

family Positioning in the Azure Local solution Connectivity
ThinkSystem All-flash and hybrid enterprise storage with unified data Fibre Channel or iSCSI block
DM Series services. Appropriate where advanced data management, storage, using a supported end-

to-end configuration

ThinkSystem
DS Series

SAN-optimized all-flash block storage for performance-
demanding and large-capacity application environments.

Fibre Channel or iSCSI block
storage, using a supported end-
to-end configuration

ThinkSystem
DG Series

Capacity-oriented all-flash QLC storage for environments

prioritizing economical capacity and reliable block storage.

Fibre Channel or iSCSI block
storage, using a supported end-
to-end configuration
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Fibre Channel integration

Fibre Channel SAN integration is generally available for Azure Local 2604 and later. For ThinkAgile MX650
V4, each cluster node requires a supported Windows Server 2025 certified Fibre Channel HBA and driver.
The design should use redundant fabrics, consistent HBA configuration and zoning across all nodes, and
Multipath 1/0. Lenovo ThinkSystem DB Series Fibre Channel switches can be used in Lenovo solution
designs with DM, DS, or DG Series storage.

Home Azure Arc | Azure Local

Deploy Azure Local

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your resources.

Subscription * | Microsoft Azure Enterprise - Azure Stack Solutions Development ~ ‘

Resource group * @ | SANRG — ‘

Instance details

You'll use the instance name later to manage this Azure Local instance as a whole instead of managing the underlying machines. Create an
empty key vault to securely store secrets for this system, such as cryptographic keys, local admin credentials and BitLocker recovery keys
Learn more 3

Instance name * (O | SANCL ‘

Region * @& | ws) East us >

Cluster options * (O (®) Standard

O Rack aware

Storage options * O CJ Storage Spaces Direct (S2D)

(@) Storage Area Network (SAN)

Identity provider

Identity provider for cluster * & IO

Active Directory

() Local identity with Azure Key Vault

Select the machines to use and validate

Selecting more than one machine creates a multi-node instance. How do | add a machine? 2

Figure 1. Azure Local deployment wizard with Storage Area Network (SAN) selected as the storage option

Deploy Azure Local

Basics  Configuration Networking Management  Security  Advanced  Tags validation Review + create

Create workload and infrastructure volumes

Choose whether to create volumes for workloads in addition to the required infrastructure volumes used by Azure Local. You can also create
more volumes later

Two LUNs must be selected that are used for infrastructure and cluster performance history volume. Workload LUNs will be configured post
deployment

ibsstractae LUN @ 600A098038323553315D2F43586C6A41 (2048 GB)

Performance History LUN * 0] [ 600A098038323553505D2F4351543555 (500 GB)

Figure 2. Azure Local portal view of two LUNs presented to the nodes through Fibre Channel
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Supported deployment models

ThinkAgile MX and ThinkSystem storage support three deployment models for external SAN storage.
Choose the model that matches your existing infrastructure and how you expect compute and storage to
grow:

» Hybrid HCI plus SAN: Keep Storage Spaces Direct for selected cluster or workload storage and
add DM, DS, or DG Series SAN LUNs as an additional workload storage option.

* Fully disaggregated SAN-only: Use ThinkAgile MX compute nodes with infrastructure and
workload storage supplied by external DM, DS, or DG Series SAN arrays. This model allows
compute and storage capacity to scale independently.

« Existing SAN investment: Present qualified block storage from an existing array to Azure Local,
subject to the supported array, firmware, host adapter, switch, driver, and multipathing combination.

Configuration and support requirements

The following requirements apply to every external SAN deployment, whether it uses Fibre Channel or
iISCSI. Confirm each one during design and before the SAN volumes are placed into service:

* Present each SAN LUN to every node in the Azure Local cluster. Partial LUN presentation is not
supported.

» Use one dedicated SAN LUN per Cluster Shared Volume and format SAN-backed CSVs with NTFS.
ReFS is not supported for SAN-backed volumes.

» Configure Multipath 1/O consistently on all nodes before the SAN volumes are placed into service.

» Maintain identical Fibre Channel HBA or iSCSI NIC configurations across cluster nodes and follow
the supported Lenovo and Microsoft interoperability requirements.

e For a Lenovo-supported solution, maintain Lenovo Premier Support for the ThinkAgile MX Series
compute and Lenovo Premier Enhanced Storage Support for the ThinkSystem DM, DS, or DG
Series storage used in the Azure Local solution.

» Validate the exact storage model, controller software, protocol, adapter, switch, firmware, and driver
combination against the current Azure Local supported SAN guidance and Lenovo documentation
before ordering or deployment.

Recommendations: Use Fibre Channel where the production environment requires a dedicated,
fabric-based SAN architecture. Use iSCSI where Ethernet-based block storage aligns with the
customer design, while preserving dedicated storage paths and the required Azure Local host network
rules. In both cases, treat the SAN, fabric, host adapters, drivers, and Azure Local release as one
validated end-to-end configuration.

Enhanced GPU Provisioning and Mobility

Business value: Bring Al to where your data lives. Run Al inference, visualization, and other
accelerated workloads on-premises, and manage GPUs from the same Azure experience you use for
the rest of your environment.

Azure Local expands the provisioning and management of GPU-accelerated virtual machines.
Administrators can assign a supported dedicated GPU or GPU partition while creating an Azure Arc-
enabled VM, or attach and remove GPU resources after deployment.

GPU acceleration for Azure Local VMs, using Discrete Device Assignment (DDA) or GPU partitioning
(GPU-P), is generally available with Azure Local 2604 and later.

GPU partitioning (GPU-P) also supports live migration between compatible cluster nodes. This capability
improves operational flexibility by enabling GPU-accelerated workloads to remain available during planned
maintenance and workload balancing operations. Live migration requires a homogeneous GPU
configuration, compatible host and guest drivers, supported hardware, and NVIDIA vGPU software version
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18 or later drivers. GPU-P live migration was first introduced in Azure Local 2504.

A new feature in the Azure portal, GPU management from Azure (preview), introduces management and
monitoring of GPU resources from Azure. The experience includes centralized GPU inventory, GPU
partition configuration, assignment of GPUs to workloads, and lifecycle management for GPU-accelerated
workloads. This preview capability was introduced with Azure Local 2608.

Create an Azure Arc virtual machine

Instance details

DDA,

VM extensions

Figure 3. Attaching a GPU during VM creation in the Azure portal

After the GPU is attached, running Get-VMGpuPartitionAdapter on a cluster node confirms the GPU
partition assigned to the VM, as shown in the following figure.
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IPS C:\Users\Administrator.SBE> Get-VMGpuPartitionAdapter GPUHost

InstancePath
Supportsoutgoingli igration
CurrentPartitio

MinPartitionV

OptimalPartitionVRAM
[CurrentPartitionEncode
PartitionEncode
MaxPartitionEncode
[OptimalPartitionEncode
[CurrentPartitionDecode
MinPartitionDecode
MaxPartitionDecode
malPartitionDecode
tPartitionCompute
inPartitionCompute
artitionCompute
malPartitionCompute
ParticionId
PartitionVFLuid : 894536923
: GPU Partition Settings
A15-BFF9-9E7F7CD9FEDA\13BC5CC3-EEO4-462F -9E82 -0CCDS5D3A9222
cdofeda

: B2002ee0-0020 -0 - 9000 - 20008
VMCheckpointName

Figure 4. PowerShell output confirming the GPU partition assigned to the VM
Key benefits

Enhanced GPU provisioning and mobility provide the following benefits:

e Assignment of a dedicated GPU or GPU partition during VM creation or after deployment

» Live migration of GPU-P workloads between compatible nodes during planned maintenance
e Centralized GPU inventory, partitioning, and assignment from Azure (preview)

« Support for Al inference, visualization, and other accelerated workloads on-premises

ThinkAgile MX considerations

On ThinkAgile MX systems, GPU support depends on the selected server model and validated GPU
configuration. Each participating node must provide the required PCle capacity, power, cooling, firmware,
and driver support. For GPU-P live migration, equivalent supported GPUs and compatible partition
configurations must be available across the participating nodes.
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Rack-Aware Clustering

Business value: Keep running when a rack goes down. One cluster spread across two racks or rooms
protects critical workloads from power, switch, or rack-level failures, without the overhead of managing
two clusters.

Rack-aware clustering enables ThinkAgile MX customers to build an Azure Local cluster across two
physically separate racks or rooms. Each location is represented as a local availability zone, allowing the
infrastructure design to reflect the actual physical boundaries of the datacenter.

Azure Local Rack Aware Cluster Network Architecture

® L]
- - b

Core Switch/Router/Firewall e Core Switch/Router/Firewall

Room A Room A Room B Room B
) TOR Switch 1 EEEEE TOR Switch 1 TOR Switch 2 FEEEE

Figure 5. Azure Local rack-aware cluster network architecture (source: Microsoft Learn)

Rack-aware clustering is generally available with Azure Local 2601 and later. Azure Local 2604 added
support for rack-aware clusters deployed with Local Identity with Azure Key Vault, and Azure Local 2607
added configuration of local availability zones through PowerShell. By spreading ThinkAgile MX nodes and
protected storage data across both locations, the architecture reduces reliance on a single rack. A failure
affecting rack power, switching, or other shared infrastructure can therefore be isolated more effectively,
helping the environment maintain access to protected data and appropriately placed workloads.

Table 3. Requirements for rack-aware clustering

Requirement Microsoft requirement or supported configuration

Availability zones | Exactly two local zones; each machine belongs to only one zone.

Machines per zone | 1 to 4, with the same number of machines in each zone.

Supported cluster |1+1, 2+2, 3+3, or 4+4, giving 2, 4, 6, or 8 machines total.
sizes

Rack-to-rack <1 ms round-trip latency.
latency

Storage network A dedicated storage network is required for synchronous replication between racks.

Storage interface | Minimum 10 GbE, with 25 GbE recommended for optimal performance. Required
speed aggregate inter-rack bandwidth depends on machines per zone and NIC speed.

Implementing Azure Local Capabilities Through Release 2608 on Lenovo ThinkAgile MX
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Requirement Microsoft requirement or supported configuration

Replication Synchronous replication between racks/zones.

Storage resiliency | Rack Level Nested Mirror is required. Only two-way or four-way mirror volumes are
supported; three-way mirror volumes are not supported.

Rack failure One complete rack/zone failure is supported, subject to the documented resiliency behavior for
tolerance the selected node configuration.

Physical distance | Microsoft does not state a specific maximum physical distance. Compliance is governed
primarily by the <1 ms round-trip latency and network requirements.

Key benefits
Rack-aware clustering provides the following benefits:

¢ Extends a ThinkAgile MX cluster across two physical failure domains

* Protects storage data across rack or room boundaries

¢ Supports placement of Azure Local VMs in designated local availability zones

* Reduces exposure to failures affecting an entire rack

* Aligns the Azure Local configuration with the physical infrastructure

* Provides additional resiliency for demanding edge and datacenter environments

* Maintains a single Azure Local deployment and management experience across both locations

ThinkAgile MX considerations

The physical design remains an important part of the solution. The two locations require suitable network
bandwidth and low latency to support storage traffic between them (see Table 3). Power distribution and
network connectivity should be kept independent wherever possible, and the ThinkAgile MX systems
should use balanced, validated configurations across both racks.

Rack-aware clustering adds another level of resiliency to a ThinkAgile MX solution, but it works together
with, rather than replaces, redundant power, networking, switching, and sound datacenter design.

Local Identity with Azure Key Vault

Business value: Deploy at the edge without Active Directory. Stand up Azure Local at stores,
branches, and plants with fewer infrastructure dependencies, while credentials and recovery keys stay
protected in Azure Key Vault.

Local Identity with Azure Key Vault provides an alternative way to deploy Azure Local on ThinkAgile MX
systems without joining the cluster nodes to an Active Directory domain. Generally available with Azure
Local 2604 and later, this deployment model uses local administrator accounts and certificate-based
authentication to establish secure communication between the cluster nodes.

During deployment, an Azure Key Vault is associated with the Azure Local instance to protect and back up
sensitive information, including local credentials, BitLocker recovery keys, and other critical configuration
data. A separate Key Vault is required for each Azure Local instance, providing a centralized location for
storing and retrieving the information needed for ongoing management and recovery.

For ThinkAgile MX deployments, this option can be particularly useful at edge, branch, and operational
technology locations where introducing and maintaining Active Directory infrastructure would add
unnecessary complexity. It reduces the infrastructure required at the site while retaining Azure-based
management and centralized protection for credentials and recovery information.

The deployment still requires careful preparation. The prerequisites listed below must be in place before
deployment. Organizations remain responsible for protecting and rotating the local administrator
credentials throughout the lifecycle of the environment.

Management tool compatibility should also be considered. Azure portal, PowerShell, and Azure Monitor
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are supported, with PowerShell providing the primary interface for administration and automation.
Windows Admin Center is not supported in environments using Local Identity with Azure Key Vault,
System Center Virtual Machine Manager is expected to have limited or no support, and tools such as
Hyper-V Manager and Failover Cluster Manager may not work in all scenarios. Validate important
operational workflows before using the feature in production.

Deployment prerequisites
Microsoft documents the following prerequisites for this deployment model:

* Release: Azure Local 2510 or later; the deployment model is generally available with Azure Local
2604 and later.

* Local administrator account: A dedicated account in the local Administrators group with identical
credentials on every node. The password must be at least 14 characters and include uppercase,
lowercase, numeric, and special characters. The built-in Administrator account cannot be used.

* Networking: Static IP addresses on all nodes; DHCP is not supported.

* DNS: A DNS server with a configured zone and host A records for each node and for the system.

* Remote access: SSH enabled on each node before deployment, for Azure portal access through
Azure Arc.

¢ Key Vault: An Azure Key Vault for the instance, with the Key Vault Secrets Officer and Key Vault
Certificates Officer roles assigned to the managed identities of the Azure Arc-enabled nodes.

* Recovery: A RecoveryAdmin account whose password is stored in the Key Vault for recovery
operations.

Microsoft also provides the AzureLocal.Localldentity. AdminSetup PowerShell module to help create and
manage the required accounts and certificates.

Key benefits
Local Identity with Azure Key Vault provides the following benefits:

» Deployment of ThinkAgile MX systems without joining the nodes to an Active Directory domain
» Reduced supporting infrastructure for edge and remote locations

» Certificate-based authentication for secure cluster communication

» Centralized protection of credentials, BitLocker recovery keys, and configuration secrets

e Secure backup and recovery of critical information through Azure Key Vault

» Continued management through Azure portal, PowerShell, and Azure Monitor

Implementing Azure Local Capabilities Through Release 2608 on Lenovo ThinkAgile MX
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Identity provider

Identity provider for cluster * @ O Active Directory

(é) Local identity with Azure Key Vault

Select the machines to use and validate

Selecting more than one machine creates a multi-node instance. How do | add a machine?

—+ Add machines () Refresh

Name Status Operating system Model
JZO1L9VD @ Ready Azure Stack HCI MX650 V4
Validate selected machines ‘ o

Key vault ~ @ @ Create a new Key Vault

This creates a new Key Vault for this system.

Select an existing Key Vault
This allows sharing a Key Vault in the same resource group with multiple

instances. Learn more about the security implications when sharing Key Vaults.

Key vault name * @© LICL-hciky
Create a new key vault

Figure 6. Azure Local deployment wizard with Local identity with Azure Key Vault selected and a new Key
Vault created

) Refresh

(D To save e empiate of tns Geplayment. gick hare,

Name Description Status Start Time End Time
Deploy Azure Stack HCI Deploy the Azure Stack HCl system. D success 10/1/2026, 529 PM 10/1/2026, 7:08 PM

Check and resolve requitements  Check and resolve deployment requireme... @ Success 10/1/2026, 528 P 10/1/2026, 529 PM

Validate environment Validate the emironment using the input @ Unknown 10/1/2026, 5:29 PM 10/1/2026, 5:23 PM

Resolve requirement Resolve deployment requirements D success 10/1/2026, 529 Ph 10/1/2026, 5:48 P

nstall DpenSSH Client Install OpenSSH Client D success 10/1/2026, 5:48 PR 10/1/2026, 5:48 P

Clean up after update Clean up after the OS update. D success 10/1/2026, 5:48 PhA 10/1/2026, 5:51 PM

Evaluate proxy cenfiguration Check if proxy is enabled on the cluster D success 10/1/2026, 5:51 Ph 10/1/2026, 5:52 PM

Configure required prowy bypass  Configure required proxy bypass list D success 10/1/2026, 5:52 Ph 10/1/2026, 5:52 PM

Adjust the number of infrastructu - Scale the number of infrastructure VMsb.. @ Success 10/1/2026, 5:52 FM 1041/2026, 552 PM
Configure DNS if identity provide  Install DNS Server on each node if identit D success 10/1/2026, 5:52 PM 10/1/2026, S:57 PM
Set up certificates Set up certificates for authenticated com... D success 10/1/2026, 5:57 PM 10/1/2026, 5:57 PM
Reload certificate Reload the update orchestrator extension. D success 10/1/2026, 5:57 PM 10/1/2026, 5:57 PM
Full AgentlifecycleManager Depl  Installs AgentlifecycleManager and Boots.. @ Success 10/1/2026, 557 PM 10/1/2026, 601 PM
Validate network settings for serv  Validate network settings for servers. ® success 10/1/2026, 601 PM 10/1/2026, 601 PM
Configure settings on senvers Configure settings on servers. D success 10/1/2026, 6:01 PM 10/1/2026, 6:04 PM
set Azure dloud for Azurelocal  Set up Azure cloud and CLI for Azurelocal. @ Success 10/1/2026, 6:04 PhA 10/1/2026, 6:04 PM
Create the cluster Create the failover cluster from the server.. @ Success 10/1/2026, 6:04 PRA 10/1/2026, 6:08 P
Configure networking Configure the host networking settings. D success 10/1/2026, 608 PhA 10/1/2026, 6210 PA
Starts Int Starts Integrity Security Scan D Success 10/1/2026, 6:10 P 10/1/2026, 6:10 PM
Configure Cloud Management  Configure the cloud management agent D success 10/1/2026, 6:10 PhA 10/1/2026, 6210 PM
Register with Azure Connect 1o Azure and tum on Arc manag... @ Success 10/1/2026, 6:10 PM 1041/2026, 6:12 PM
Set up observability Set up observability after connecting 1o A. D success 10/1/2026, 6:12 PM 10/1/2026, 6:12 PM

Figure 7. Deployment steps completed successfully for a Local Identity deployment

ThinkAgile MX considerations

The selected ThinkAgile MX configuration must support Azure Local 2604 or later, and the corresponding
Lenovo firmware, drivers, networking, and lifecycle management requirements should be validated for that
release. The design should also include properly configured DNS, static networking, Azure connectivity,
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Key Vault permissions, and a process for managing and rotating the local administrator credentials.

Because this identity model changes the tools and authentication methods used for administration,
organizations should validate monitoring, maintenance, node repair, and recovery procedures before
adopting it in a production ThinkAgile MX environment.

Confidential Virtual Machines

Business value: Protect sensitive data even while it is in use. Keep regulated and confidential
workloads on-premises with hardware-based memory encryption that isolates them from the host and
its administrators. Currently in preview.

Confidential Virtual Machines (Confidential VMs) provide additional protection for sensitive workloads
running on supported ThinkAgile MX systems. Traditional security controls protect data while it is stored
and transferred. Confidential VMs extend that protection to data while it is actively being processed in
memory.

On Azure Local, this protection is provided by AMD Secure Encrypted Virtualization with Secure Nested
Paging (SEV-SNP). The processor encrypts the memory assigned to each Confidential VM and isolates it
from the host operating system, hypervisor, and host management software. This creates a stronger
boundary between the workload and the underlying infrastructure, helping prevent host administrators or
compromised host-level software from accessing protected VM memory.

Confidential VMs can also provide evidence that a workload is running on trusted hardware and firmware.
Microsoft Azure Attestation validates this hardware-rooted evidence before sensitive information, such as
application secrets or encryption keys, is released to the workload through Azure Key Vault.

Integrity protection can also be applied to the guest operating system image. This helps protect the
operating system disk and boot chain against host-side tampering before sensitive information is made
available to the workload.

For ThinkAgile MX customers, Confidential VMs can be valuable when sensitive workloads must remain
on-premises because of privacy, data sovereignty, or security requirements. Potential use cases include
applications that process confidential business information, regulated data, or sensitive Al datasets. The
feature provides an additional isolation boundary, but it does not replace the security controls required
elsewhere in the infrastructure and application stack.

Key benefits
Confidential VMs provide the following benefits:

+ Hardware-based encryption of VM memory

* Isolation from the host operating system, hypervisor, and host management software
» \Verification of the workload environment through hardware-rooted attestation

» Controlled release of secrets and encryption keys through Azure Key Vault

» Optional integrity protection for the guest operating system disk and boot chain

» Additional safeguards for sensitive on-premises workloads

Hardware and security requirements

Confidential VM support depends on specific processor and firmware capabilities. The current Azure Local
implementation uses AMD SEV-SNP and is therefore limited to validated AMD-based configurations.

The Lenovo ThinkAgile MX455 V3 Edge Premier Solution, equipped with 4th Gen AMD EPYC processors,
is the validated platform for Azure Local confidential computing scenarios. Lenovo provides deployment
and configuration guidance for the ThinkAgile MX455 V3, including the UEFI settings required to enable
the underlying confidential computing capabilities. Before deployment, review the complete configuration,
including:
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ThinkAgile MX model and processor generation

System firmware and required UEFI settings

Supported Azure Local release

Azure Local VM extension version

Guest operating system and image preparation
Confidential VM security configuration

Azure connectivity for attestation and secure key release

The Azure Local cluster must be deployed with Confidential VM support enabled, and an integrity-
protected VHDX image must be prepared and uploaded to the cluster. Verify additional software
prerequisites, including the required Azure Local VM extension version, against the latest Microsoft
deployment guidance before implementation.

Availability and limitations

Confidential VMs are currently available as a preview capability with Azure Local 2607 and later. The
current implementation supports Ubuntu 24.04 prepared through the Microsoft documented image
protection process. Windows guest operating systems are not currently supported.

There are also operational limitations to consider. Guest management is not supported for integrity-
protected Confidential VMs, and running Confidential VMs cannot be migrated between hosts; they must
be shut down before migration. Cloud connectivity is also required for Microsoft Azure Attestation and
secure key release through Azure Key Vault. Because the feature is in preview, it is not recommended for
production or business-critical workloads.

Support and Validation

Every capability in this guide depends on a supported end-to-end configuration. Before using any of them
in production, validate the complete configuration against the current Microsoft Azure Local
documentation and Lenovo ThinkAgile MX support information, including:

ThinkAgile MX server model

Processor platform and generation

GPU type and system configuration

Storage array and connectivity protocol

Network adapters, Fibre Channel HBAs, and switches
System firmware and drivers

Azure Local release

Guest operating system and workload requirements

Lenovo delivers validated firmware, drivers, and utilities for ThinkAgile MX through the Lenovo Solution
Builder Extension (SBE), aligned with Lenovo Best Recipe releases. Apply the latest SBE package before
enabling these capabilities.

Capabilities marked as preview in Table 1, currently GPU management from Azure and Confidential VMs,
are subject to the Supplemental Terms of Use for Microsoft Azure Previews and are not recommended for
production workloads.

Conclusion

The new capabilities available on the Azure Local platform extend how Lenovo ThinkAgile MX can be
designed and used. External SAN integration introduces greater flexibility in scaling compute and storage,
GPU enhancements support accelerated workloads, and rack-aware clustering provides additional
protection across physical infrastructure boundaries. Local Identity with Azure Key Vault and Confidential
Virtual Machines add new options for deployment and workload security.

Support for each capability depends on the selected ThinkAgile MX configuration and Azure Local release.

Complete the checks in Support and Validation before production deployment. With the appropriate
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configuration, ThinkAgile MX provides a strong foundation for adopting these capabilities across
datacenter, edge, and Al-focused environments.

Ready to get started? Your Lenovo representative or Lenovo Business Partner can help you map these
capabilities to your workloads, choose the right ThinkAgile MX configuration, and plan the deployment
with Lenovo Professional Services. ThinkAgile MX is available as a traditional purchase or as a service
through Lenovo TruScale.

For More Information

To learn more about implementing Azure Local capabilities on Lenovo ThinkAgile MX, contact your Lenovo
representative or Lenovo Business Partner, or visit the resources below.

References:
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https://learn.microsoft.com/en-us/previous-versions/azure/azure-local/release-information
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https://learn.microsoft.com/en-us/azure/azure-local/deploy/deployment-local-identity-with-key-
vault?view=azloc-2610
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https://learn.microsoft.com/en-us/azure/azure-local/manage/confidential-vm-overview?view=azloc-
2610

Lenovo Press: Lenovo Configuration Guide for Confidential Computing and Microsoft CVM:
https://lenovopress.lenovo.com/Ip2484-lenovo-configuration-guide-for-confidential-computing-
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Lenovo Press: ThinkSystem DM7200F SAN with ThinkAgile MX650 V4 in Azure Local:
https://lenovopress.lenovo.com/Ip2385-solution-brief-dm7200f-san-with-thinkagile-mx650-v4-in-
azure-local

Lenovo Press: Lenovo ThinkAgile MX650 V4 Hyperconverged System Product Guide:
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https://pubs.lenovo.com/thinkagile-mx/mx_sbe_overview

Microsoft Learn: Rack aware cluster requirements:
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view=azloc-2610
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Notices

Lenovo may not offer the products, services, or features discussed in this document in all countries. Consult your local
Lenovo representative for information on the products and services currently available in your area. Any reference to a
Lenovo product, program, or service is not intended to state or imply that only that Lenovo product, program, or
service may be used. Any functionally equivalent product, program, or service that does not infringe any Lenovo
intellectual property right may be used instead. However, it is the user's responsibility to evaluate and verify the
operation of any other product, program, or service. Lenovo may have patents or pending patent applications
covering subject matter described in this document. The furnishing of this document does not give you any license to
these patents. You can send license inquiries, in writing, to:

Lenovo (United States), Inc.

8001 Development Drive

Morrisville, NC 27560

U.S.A.

Attention: Lenovo Director of Licensing

LENOVO PROVIDES THIS PUBLICATION "AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made to the
information herein; these changes will be incorporated in new editions of the publication. Lenovo may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time without
notice.

The products described in this document are not intended for use in implantation or other life support applications
where malfunction may result in injury or death to persons. The information contained in this document does not affect
or change Lenovo product specifications or warranties. Nothing in this document shall operate as an express or
implied license or indemnity under the intellectual property rights of Lenovo or third parties. All information contained
in this document was obtained in specific environments and is presented as an illustration. The result obtained in other
operating environments may vary. Lenovo may use or distribute any of the information you supply in any way it
believes appropriate without incurring any obligation to you.

Any references in this publication to non-Lenovo Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the materials for
this Lenovo product, and use of those Web sites is at your own risk. Any performance data contained herein was
determined in a controlled environment. Therefore, the result obtained in other operating environments may vary
significantly. Some measurements may have been made on development-level systems and there is no guarantee that
these measurements will be the same on generally available systems. Furthermore, some measurements may have
been estimated through extrapolation. Actual results may vary. Users of this document should verify the applicable
data for their specific environment.

© Copyright Lenovo 2026. All rights reserved.
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* Use the online Contact us review form found at:
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Trademarks

Lenovo and the Lenovo logo are trademarks or registered trademarks of Lenovo in the United States,
other countries, or both. A current list of Lenovo trademarks is available on the Web at
https://www.lenovo.com/us/en/legal/copytrade/.

The following terms are trademarks of Lenovo in the United States, other countries, or both:
Lenovo®

Lenovo TruScale®

ThinkAgile®

ThinkSystem®

TruScale®

XClarity®

The following terms are trademarks of other companies:
AMD®, AMD EPYC®, and EPYC® are trademarks of Advanced Micro Devices, Inc.

Microsoft®, Active Directory®, Azure®, BitLocker®, Hyper-V®, NTFS®, PowerShell®, Windows Server®,
and Windows® are trademarks of Microsoft Corporation in the United States, other countries, or both.

NVIDIA® is a trademark of NVIDIA Corporation.

Other company, product, or service names may be trademarks or service marks of others.
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