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product, program, or service may be used. Any functionally equivalent product, program, or service that does
not infringe any IBM intellectual property right may be used instead. However, it is the user's responsibility to
evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document. The
furnishing of this document does not grant you any license to these patents. You can send license inquiries, in
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IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer of
express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may make
improvements and/or changes in the product(s) and/or the program(s) described in this publication at any time
without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in any
manner serve as an endorsement of those websites. The materials at those websites are not part of the
materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any performance data contained herein was determined in a controlled environment. Therefore, the results
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurements may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm the
accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on the
capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the sample
programs are written. These examples have not been thoroughly tested under all conditions. IBM, therefore,
cannot guarantee or imply reliability, serviceability, or function of these programs.
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Preface

IBM® Systems Director is a platform management foundation that streamlines the way that
physical and virtual systems are managed. Using industry standards, IBM Systems Director
supports multiple operating systems and virtualization technologies.

This paper provides guidance and preferred practices about how to install and configure IBM
Systems Director Version 6.3. Also, installation guidance, fundamental topics, such as
discovery and inventory, and more advanced topics, such as troubleshooting and automation,

are covered.

This paper is meant to be a partner to the comprehensive documentation in the IBM Systems
Director Information Center. This paper is aimed at IT specialists who are planning to install
and configure Systems Director on Microsoft Windows, Linux, or IBM AIX®.

The team who wrote this paper

This paper was produced by a team of specialists from around the world working at the
International Technical Support Organization, Raleigh Center.

© Copyright IBM Corp. 2013. All rights reserved.
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Now you can become a published author, too!

Here’s an opportunity to spotlight your skills, grow your career, and become a published
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area of expertise, while honing your experience using leading-edge technologies. Your efforts
will help to increase product acceptance and customer satisfaction, as you expand your
network of technical contacts and relationships. Residencies run from two to six weeks in
length, and you can participate either in person or as a remote resident working from your
home base.

Find out more about the residency program, browse the residency index, and apply online at:

ibm.com/redbooks/residencies.html

Comments welcome

Your comments are important to us!
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We want our papers to be as helpful as possible. Send us your comments about this paper or
other IBM Redbooks publications in one of the following ways:

» Use the online Contact us review Redbooks form found at:
ibm.com/redbooks

» Send your comments in an email to:
redbooks@us.ibm.com

» Mail your comments to:

IBM Corporation, International Technical Support Organization
Dept. HYTD Mail Station P099

2455 South Road

Poughkeepsie, NY 12601-5400

Stay connected to IBM Redbooks

» Find us on Facebook:
http://www.facebook.com/IBMRedbooks

» Follow us on Twitter:
http://twitter.com/ibmredbooks

» Look for us on Linkedin:
http://www.linkedin.com/groups?home=&gid=2130806

» Explore new Redbooks publications, residencies, and workshops with the IBM Redbooks
weekly newsletter:

https://www.redbooks.ibm.com/Redbooks.nsf/subscribe?0penForm
» Stay current on recent Redbooks publications with RSS Feeds:

http://www.redbooks.ibm.com/rss.html
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Installation

The installation of IBM Systems Director 6.3 server with recommendations is discussed.
Because this paper is a preferred practices guide, we did not list all permutations that relate to
Systems Director. Obtain this information by reading the IBM Systems Director Planning
Guide, which is available from this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgm0_r planning.html

The following topics are covered:

1.1, “Agent selection” on page 2

1.2, “IBM Systems Workload Estimator” on page 2

1.3, “System resources” on page 7

1.4, “Before you begin” on page 8

1.5, “Installing on an x86 platform” on page 12

1.6, “Installing Systems Director on an AlX platform” on page 33
1.7, “Installing on a Linux on Power platform” on page 44

vyVVyVYyVYVYVYYyY
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1.1 Agent selection

Systems Director performance and scalability are intrinsically linked to the allocated
resources, number of discovered systems, and associated management type. Systems
Director is a platform management tool that gives a single view to managing a heterogeneous
environment across multiple operating systems and platforms.

The Systems Director user interface provides a uniform view for managing discovered
systems by determining where those systems are in the managed environment. Systems
come with preset functionality from Systems Director. Additional functionality is available,
depending on the agent type that is installed on each endpoint that each operating system is
running.

The IBM Systems Director Information Center helps you choose the level of agent capabilities
to deploy on managed systems:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgm0_t_agent tiers.html

1.2 IBM Systems Workload Estimator

2

IBM Systems Workload Estimator for Systems Director 6.3 is a web-based tool that can size
hardware for systems that run the Systems Director server. The tool is presented in a Q&A
format and requests user input.

Launch the IBM Systems Workload Estimator for Systems Director 6.3 from this URL:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Fwle.html
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You might be asked to enter user demographic information as shown in Figure 1-1.

Country/region [ select]

I -

Home Business solutions IT services Products Support & downloads My IBM

User Demographic Information

Please supply the following demographic information. This information is used by the Estimator during
compilation of usage statistics.

Related Links
- Search for WLE Sizing

Countryw/Region: |P|ease Choose One ﬂ

Guides
- |IBM Systems Energy Language: English =

Estimator for POWERT . ) B

& POWERE models Mumber Formating: [United States Style (1,234,567.89) |
it L Geetintor User type: )1 am an end-user or customer

for POWERS models

C lam an Independent Software Vendor (1S
= |IBM Power Configurator P (¥

1 am a hardware reseller or Business Partner

for System x _ 3 3
Bmdf_,,:eme, and Flex ) 1am an IBM salesfield/Techline employee
System ) 1am a general IBM employee
0 Continue
IBM Systems Workload Estimator v2012.3 23-0ct-2002 w912 Feedback

About IBM Privacy Contact Terms of use

Figure 1-1 User Demographic Information window
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If you are not asked for demographic information, the window that is shown in Figure 1-2
opens. The platform, database, and plug-in type are listed in Figure 1-2.

Home Business solutions IT services Producis Suppori & downloads My IEM
IBM Systems Director 6.3
Workload Estimator IBM Systems Director 6.3 Workload Definition

Related Links

= Search for WLE Sizing 0
Guides Workload selection Questionnaire Selected system HelpiTutorials

- IBM Systems Eneray - |BM Systems Director
Estimator for POWERT )
& POWERE models —
+ Power Load Calculator % Save this questionnaire  +§» Reset this questionnaire = Continue

for POVWERS models

- IBM Power
Configurator for System
x, BladeCenter, and
Flex System

= Import saved answers + Back
- Edit questionnaire name

O This workload will expire within 30 days(21-Nov-2012). It is suggested that a new
copy be obtained from the workload author at the earliest opportunity.

1. What platiorm will IBM Systems Director be running on? Power Systems ~|
2. IBM Systems Director database |ocation: Local j

3. What platiorm will the database be running on? I—j
4. Will Active Energy Manager be used? No j

6 Back o Continue

Workload Created by IEM

IBM Systems Workload Estimator v20l2.3 290ct-2002  waw-912 Feedback

About IBM Privacy Contact Terms of use

Figure 1-2 Platform choice

In Figure 1-2, the Active Energy Manager plug-in is listed due to the additional I/O, network
traffic, and processor utilization activity that result from collecting data from your energy
consumption.
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Figure 1-3 requests information about the operating system on which you chose to install the
Systems Director server, the estimated console activity that is projected with the managed
environment, and the number of concurrent users.

Home Business solutions IT services Producis Support & downloads My IBM

IBM Systems Director 6.3
Workload Estimator IBM Systems Director 6.3 Workload Definition

Related Links

= Search for WLE Sizing 0
Guides Workload selection Questionnaire Selected system Help/Tutorials

- IBM Systems Eneray - |BM Systems Director

Estimator for POWERT 6.3
& POWERE models .
+ Power Load Calculator % Save this questionnaire 3 Reset this questionnaire = Continue

for POWERS models

- IBM Power
Configurator for System
x, BladeCenter, and
Flex System

= Import saved answers + Back
- Edit questionnaire name

© This workload will expire within 30 days(21-Nov-2012). Itis suggested that a new
copy be obtained from the workload author at the earliest opportunity.

1. What operating system will the Director Server run on? I,c\|;.;_ 71 |

2. systemns will be managed? 200
systems

3. How many operating systems will be managed? |2000

operating systems

4. How many consoles will be active at the same time? |5

console users

e Back e Continue

Workload Created by IBEM

IBM Systems Workload Estimator v2012.3  290ct-2012 w912 Feedback

About IBM Privacy Contact Terms of use

Figure 1-3 OS and usage

The estimator provides guidance for the number of required disk drives for external storage

(Figure 1-4).
DiskPage
1. What disk technology will IEM Systems Director be installed onto? | External Storage |
2. What storage protection will be used for the Director disks? Mirrored |

3. What disk technology will be used for the database data?

4. What storage protection will be used for the database disks? | Mirrored j
0 Back e Continue

Figure 1-4 Storage
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On the completion of all the fields, the Workload Estimator provides two estimated outputs.
One estimate is for an immediate solution, and the other estimate is for a growth solution
(Figure 1-5).

Bwailable
ISDDE #1
W ISD #1

]

Model/lFeature:

Number of Systems:

rPerf:
Activated Cores:

CPU Utilization:
Operating System:

Memory (GB):

Ext. Disk Systems (DS):

1@m)

Ext. Disk Ports:

Ext. Disk Drives {arms):

Int. Disk Drives (arms):

Storage Capacity (GB):

Offering Family:
Processor:

Clock Speed:

Immediate Solution

a1t} o
7N
B

5@
o,
JEd g1

20H
1@

e Generate SPT file

Growth Solution
10
9@
g4
s L
[215]
5@
= I
3@
2Q 35
1@
@

6 Generate SPT file

720-8202-E4C  EPCS 3000 4 j I?E@-BE@E-Ed[ EPCS 3000 4 j
1 1
4513 4513
4 4
31% of 4 cores 35% of 4 cores
Al -6.1 AlX -6.1
Gof128 Tofl2g
1 system(s) 1 system(s)
8 port(s) 8 port(s)
12 drive(s) 12 drive(s)
2of8 2of8
Int:29 Ext58 Int28 Ext73
IBEM Power Systems IBEM Power Systems
IEM®& POWERT IBM® POWERT
3000 MHz 3000 MHz

Please see additional notes at the bottom of the page

Figure 1-5 Workload Estimator proposed solution
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You can further modify the configuration by reviewing the selected system and by using the
modify section as shown in Figure 1-6.

[ [
Workload selection Questiionnaire Workload definition Selecied sysiem m

* Save all workloads = Modify topology + Back

%] Generate PDF = Modify/visualize system —= Retired sizing

& Printable version =+ Modify external storage —+ Show possible systems

-+ Edit estimation info = Modify disk groups < Recalculate

= Modify Opportunity # - Modify growth factors = Export to SCON

= User options = Modify horizontal scaling 4 Resize to User Options
= Modify VIOS
= Modify Chassis

Figure 1-6 Modify the Workload Estimator selection

This output does not imply that you acquire new hardware. Although, this output can be used
as a guide to place a system in an environment that has available resources.

1.3 System resources

Table 1-1 is a guide for the installation of Systems Director on Power Systems. Use Table 1-1
to estimate the system resources to allocate to the logical partition (LPAR) on which the
Systems Director server is installed.

Table 1-1 Systems Director hardware requirements for medium to large environments

Operating system Processor Memory | Disk storage

AlIX/Linux Four processors, POWERS5, IBM | 12 GB 30 GB
POWER6®, or POWER?7:
» Entitlement =4

» Uncapped
» Virtual processor = 8
» Weight = default
Microsoft Windows Four processor cores (two 16 GB 30 GB plus space for
dual-core processors or Update Manager files

one quad-core processor)

Linux on x86 Four processor cores (two 16 GB 30 GB plus space for
dual-core processors or one Update Manager files
quad-core processor)

Guest OS on virtualized | Four vCPUs 16 GB 30 GB plus space for

environment on x86 Update Manager files

Recommendations are based on 64-bit Java virtual machine (JVM).

Recommendations are based on Power 6, Intel Xeon processor numbers for x86.

1/0 requirements: SCSl/serial-attached SCSI (SAS) adapters and multiple 10K - 15K rpm disks.
Suggested: Two processors minimum and 8-GB memory minimum.

Disk storage depends on advanced managers, the used database (local/remote), and the number of
systems for the Update Manager repository size.

Advanced manager might require more memory (for performance).

Table 1-1 references a medium-to-large environment.
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Installation sizes are summarized in Table 1-2.

Table 1-2 Definitions for small, medium, and large installations

Configuration size

Managed systems

Small < 500 Common Agent-managed systems
Medium 500 > Common Agent-managed systems < 1000
Large 1000 > Common Agent-managed systems <

5000

The installation media for the Systems Director server includes an integrated IBM DB2®
database. Use the integrated DB2 database as the default database to simplify the
installation and reduce the need for a database administrator.

The components in Figure 1-7 show points to consider when you design and implement the
Systems Director server from a loading viewpoint.

Director server
machine needs enough
processing power and
memory

Database speed is
critical

Local database

System 2
Web Console running in a
browser on a separate
console
system
System 1
> Director server
Advanced
managers
System 1
|—> Database Disk (possibly | .
server network attached) e SIS SR

Figure 1-7 Systems Director components

1.4 Before you begin

Before the installation, review the requirements that are applicable to the operating system
that you use for the installation and the current hardware environment.

Management server: Carefully plan the hardware and virtualization environment to be
managed by the management server.
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Hardware requirements are listed in the information center:
http://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.director.plan.helps.
doc/fqm0_r_hardware_requirements.htm]

The supported operating systems are listed in the information center:
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgm0_r_ supported operating systems.html

Security features and considerations are documented in the information center:
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.security.helps.doc%2Ffgm0_c_security.html

The primary tasks are listed:

Install the Systems Director server.
Configure Agent Manager.

Start the Systems Director server.
Update the Systems Director server.

vyvyyy

File system requirements that are needed for the installation are documented at this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgm0_r hardware requirements servers running aix.htm]

The installation of the Systems Director server is not the only step during the setup phase.
Figure 1-8 on page 10 illustrates the interaction within Systems Director and the interactions
among the components of the server:

Command-line interface (CLI) interaction
Operating system and hardware
Network speed

Disk subsystem

Database activity

Concurrent users

Managed systems

YyVVyVYyVYVYYVYY

Chapter 1. Installation 9


http://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.director.plan.helps.doc/fqm0_r_hardware_requirements.html
http://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.director.plan.helps.doc/fqm0_r_hardware_requirements.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.security.helps.doc%2Ffqm0_c_security.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.security.helps.doc%2Ffqm0_c_security.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.plan.helps.doc%2Ffqm0_r_hardware_requirements_servers_running_aix.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.plan.helps.doc%2Ffqm0_r_supported_operating_systems.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.plan.helps.doc%2Ffqm0_r_supported_operating_systems.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.plan.helps.doc%2Ffqm0_r_hardware_requirements_servers_running_aix.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.plan.helps.doc%2Ffqm0_r_hardware_requirements_servers_running_aix.html

10

Rate of CLI and REST
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Hardware
configuration,
Director tuning
Options.
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CLI scripts

Network speed

Network storage speed
(throughput rate and
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Network speed
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configuration.data
collected.
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A

Director server

e

Advanced
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Number of advanced
functions that are
running and how often
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intervals, scheduled
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Database
server

T

Disk speed

Network speed

Amount of inventory
data collected and

frequency of collection.

Managed

X -«
endpoints

Polling rates, etc., for
monitoring endpoints.
Amount of active
resource monitoring.

Figure 1-8 Systems Director interaction

When it comes to placement of the Systems Director server, network connectivity is critical,

including DMZs and network firewalls. If firewalls are placed between the management server

and the systems to be managed, changes must be made to allow for the required information

flow.

A list of all TCP/IP ports that are used by Systems Director are listed at this link:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo

r.plan.helps.doc%2Ffgqm0_r_all_available_ports.html
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Figure 1-9 displays a flow from the Systems Director server to a discovered Hardware
Management Console (HMC) and AIX operating systems.

Network
HMC —_— ssh 22, slp 427, cim 5988 & 5989
IP address
L —— IBM Systems Director Server
IP address
Operating System
access ID
Power Server 1
Firmware Ports

Virtual Server | Operating SystemlCAS '7 9510,9514,9515

Virtual Server

Virtual Server

Power Server 1
Firmware

- X Ports
Virtual Server | Operating SystemlCAS '7 9510,9514,9515

Virtual Server

Virtual Server

Figure 1-9 Sample connectivity for Power Systems

Before the installation of the Systems Director server, ensure that no server ports are in use
by using the netstat and rmsock commands. Figure 1-10 lists examples of the netstat
command for active ports.

-bash-3.2# netstat -Aan | egrep "951(0|4|5)| grep LISTEN"

1000e00110173b8 tcp 0 0 *.9510 *x LISTEN
1000e000142d3b8 tcp4 0 0 127.0.0.1.9514 * x LISTEN
1000e0003b883b8 tcp4 0 0 127.0.0.1.9515 * x LISTEN

-bash-3.2# rmsock f1000e00110173b8 tcpcb
The socket 0xf1000e0011017008 is being held by proccess 23134290 (java).
-bash-3.2# ps -ef | grep 23134290

root 23134290 35455054 0 Oct 22 - 8:51
/var/opt/tivoli/ep/_jvm/jre/bin/java -Xmx384m -Xminf0.01 -Xmaxf0.4
-Dsun.rmi.dgc.client.gcInterval=3600000 -Dsun.rmi.dgc.server.gcInterval=3600000
-Xbootclasspath/a:/var/opt/tivoli/ep/runtime/core/eclipse/plugins/com.ibm.rcp.base 6.2.3
.20110824-0615/rcpbootcp.jar:/var

Figure 1-10 The netstat -Aan and rmsock commands

By using the netstat and rmsock commands, we can see which process is holding the port.
We can take corrective action to free the port before the Systems Director server installation.

An alternate to the netstat and rmsock commands is to use the 1sof command to list open
files. Download 1sof from this link:

http://www-03.ibm.com/systems/power/software/aix/expansionpack/index.html
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The netcat command is an option for both TCP and User Datagram Protocol (UDP) to check
connectivity between machines as shown in Figure 1-11.

-bash-3.2# netcat -zv 9.42.171.23 389
xs-2120rhelppc.itso.ral.ibm.com [9.42.171.23] 389 (1dap) open
-bash-3.2# netcat -zv 9.42.171.23 9510
xs-2120rhelppc.itso.ral.ibm.com [9.42.171.23] 9510 (?) open
-bash-3.2#

Figure 1-11 The netcat command

1.5 Installing on an x86 platform

The Systems Director server runs on a Windows or Linux platform on x86 systems, but only
on hardware that is branded IBM (a license requirement). The Systems Director Information
Center has a complete list of all supported hardware:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgm0_r_hardware_compatibility.htm]

One way to use Systems Director on x86 is to install the Systems Director server on a virtual
machine under the control of a hypervisor, such as VMware ESX or Linux Kernel-based
Virtual Machine (KVM). A virtual machine offers advantages that make it a useful installation
method:

» Hardware independence of certain components and drivers

» Simple extensibility of resources (memory and processor allocation)

» The ability to perform snapshots before the installations of plug-ins and advanced
managers

When you use a virtual machine, we suggest that you configure four vCPUs and 16 GB or
more of memory. The disk drive size depends on the number of systems and the database
that is used for the Systems Director installation.

1.5.1 Supported operating systems

12

The Systems Director server is supported on the following operating system versions that run
on IBM x86 servers:

» Linux 32-bit:

— Red Hat Enterprise Linux Advanced Platform, version 5.0 (supports Updates 2, 3, 4, 5,
6, 7, and 8)

— Red Hat Enterprise Linux, version 5.0 (supports Updates 1, 2, 3, 4, 5, 6, 7, and 8)

— Red Hat Enterprise Linux Advanced Platform, version 6.0 (with or without Updates 1,
2, and 3)

— Red Hat Enterprise Linux, version 6.0 (with or without Updates 1, 2, and 3)
— SUSE Linux Enterprise Server 10 for x86 (supports Service Packs (SP) 2, 3, and 4)
— SUSE Linux Enterprise Server 11 for x86 (with or without SP 1 and SP 2)

» Linux 64-bit:

— Red Hat Enterprise Linux Advanced Platform, version 5.0, for AMD64 and EM64T
(supports Updates 2, 3, 4, 5, 6, 7, and 8)
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— Red Hat Enterprise Linux, version 5.0, for AMD64 and EM64T (supports Updates 2, 3,
4,5,6,7,and 8)

— Red Hat Enterprise Linux Advanced Platform, version 6.0, for AMD64 and EM64T (with
or without Updates 1, 2, and 3)

— Red Hat Enterprise Linux, version 6.0, for AMD64 and EM64T (with or without Updates
1,2,and 3)

— SUSE Linux Enterprise Server 10 for AMD64 and EM64T (supports SP 2, SP 3, and
SP 4)

— SUSE Linux Enterprise Server 11 for AMD64 and EM64T (with or without SP 1 and
SP 2)

» Windows 32-bit:
— Windows Server 2003, Enterprise, and Standard Editions, Release 2 (supports SP 2)
— Windows Server 2003, Enterprise, and Standard Editions (supports SP 2)
— Windows Server 2008, Enterprise, and Standard Editions (supports SP 1 and SP 2)
» Windows 64-bit:

— Windows Server 2003, Enterprise, and Standard x64 Editions, Release 2 (supports
SP 2)

— Windows Server 2003, Enterprise, and Standard x64 Editions (supports SP 2)

— Windows Server 2008, Enterprise, and Standard x64 Editions (supports SP 1 and
SP 2)

— Windows Server 2008, Enterprise, and Standard x64 Editions, Release 2 (with or
without SP 1)

A detailed list of supported operating systems for the Systems Director server and agents is
available at the following link:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgqm0_r_os_supported_by ibm director_631.html

You can install Systems Director on a guest OS that runs on a virtualized environment.

The supported guest operating systems are supported by both Systems Director and the
hypervisor. The following conditions must be true:

» The OS platform is supported by Systems Director.
» The OS platform is supported as a guest OS by a hypervisor.
» The hypervisor is supported by Systems Director.

With these three conditions, Systems Director support of the OS platform extends to running
it as a guest OS on that hypervisor. See the hypervisor product documentation for a list of
supported operating systems.

The following hypervisors for the x86 environment are supported:

» VMware ESX 4.0.xand 4.1.x

VMware ESXi 4.0.x and 4.1.x (under the control of VMware vCenter)

VMware vSphere 5.0.x and 5.1.x (under the control of VMware vCenter)

Linux KVM

Windows Server 2012 and Windows Server 2008 and 2008R2, Enterprise, Standard, and
Datacenter x64 Editions with Hyper-V role-enabled

vvyyy
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Required resources: The Systems Director server is only supported on hardware that is
branded IBM. Therefore, the hypervisor must run on IBM hardware to meet the license
requirements.

Resources that are required for running the Systems Director server are referenced in 1.2,
“IBM Systems Workload Estimator” on page 2, 1.3, “System resources” on page 7, and 1.4,
“Before you begin” on page 8.

If you run firewalls in your environment, ensure that the necessary ports for the Systems
Director server are open. A list of the TCP/IP ports that are used by the Systems Director
server is at the following link:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.plan.helps.doc%2Ffgm0_r_ports_for_the_management_server.htm]

1.5.2 Installation on Linux on x86 systems

For the installation of Systems Director on Linux on x86, use the instructions in the
Information Center:

https://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.director.install.he
Tps.doc/fqm0_t_installing_ibm_director_server_on_Tinux_for_xseries.htm]
You can download the Systems Director server software from the following page. You need to
log in with your IBM ID. Free registration is available if you do not have an ID:
http://ibm.com/systems/software/director/downloads/mgmtservers.html
For the installation, complete the following checks before the installation of Systems Director.
These checks can be completed in any order:
» Sizing

The IBM Systems Workload Estimator for Systems Director 6.3 is a web-based tool. This

tool provides hardware sizing suggestions for systems that run the Systems Director
server. Launch the Workload Estimator from this URL:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.plan.helps.doc%2Fwle.html

» Required packages for Linux on System x

Table 1-3 on page 15 lists the required packages to install Systems Director 6.3.2 on
Linux.

Tip: SLES11 installs all required packages by default.
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Table 1-3 Required packages for Linux on x86

Linux distribution

Management server

Common Agent

Platform Agent

RHEL openssh libcrypt.so.1 libstdc++.50.5
libstdc++.50.5 libc.so0.6 bind-utils
libm.so.6 libdl.so.2 net-tools
libgcc_s.so.1 libstdc++.s0.5 libpam.so.0
libc.s0.6 libgcc_s.so.1 libstdc++.50.6
libdl.s0.2 libm.so0.6 libuuid.so.1
libpthread.so.0 libnsl.so.1 libcrypt.so.1
unzip libpam.so.0 unzip
libaio libpthread.so.0 libexpat.so.0
libcrypt.so.1 librt.so.1
libnsl.so.1 unzip
libpam.so.0 bind-utils
librt.so.1 net-tools
bind-utils libstdc++.50.6
net-tools libuuid.so.1
libstdc++.50.6 libexpat.so.0
libuuid.so.1
libexpat.so.0

SLES10 openssh libcrypt.so.1 libstdc++.50.5

SLES11 libstdc++.50.5 libc.s0.6 bind-utils
libm.so0.6 libdl.s0.2 net-tools
libgcc_s.so.1 libstdc++.50.5 libpam.so.0
libc.so0.6 libgcc_s.so.1 libstdc++.50.6
libdl.so.2 libm.so.6 libuuid.so.1
libpthread.so.0 libnsl.so.1 libcrypt.so.1
unzip libpam.so.0 unzip
libaio libpthread.so.0 libexpat.so.1
libcrypt.so.1 librt.so.1
libnsl.so.1 unzip
libpam.so.0 bind-utils
librt.so.1 net-tools
bind-utils libstdc++.50.6
net-tools libuuid.so.1
libstdc++.50.6 libexpat.so.1
libuuid.so.1
libexpat.so.1

Installation on Linux for x86

To install the Systems Director server on Linux on x86, follow these steps:

1. Download the installation package from the IBM Systems Director Downloads website:

http://ibm.com/systems/software/director/downloads/mgmtservers.html

2. Extract the contents of the installation package with the following command:

tar -zxvf package _name

The package_name is the file name of the download packages. Alternatively, you can mount

the DVD image to your system.

3. Change to the directory of the installation script. Type the following command to run the
pre-installation check and press Enter:

../checkds/./checkds.sh

Reports are generated and results are displayed in the command window or the default
browser. For more information, see the /checkds/readme.txt file.
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When the result shows no errors (return code= 0) or you can explain the error message
that is displayed, continue with the installation.

In our example, we got an error code/return code 34. In our example, the Systems Director
server is installed on a virtual system. No baseboard management controller (BMC) or
Intelligent Peripheral Management Interface (IPMI) driver is installed. In Figure 1-12 on
page 17, you can see the output from the pre-installation check in the browser.
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B Systems Director Pre-Installation Ttility scans the local system to identifiy potential problems that could prevent IBM Systems
Director from mstalling successfiully. The utility does not scan for device driver or finmware recuirements.

Scan Results

Hardware Platform:

64 bit

Crperating Systerm: ZTTSE Linux Enterprize Server 11.0 64
B Systems Director Type: B Systems Director Server

B Systems Director Version: 6.3.2

Crerall Eeport Beturn Code: 34

2 Tour systerm is currently failing 0 of 21 checkes.

& Your system is currently showing warnings for 1 of 21 checks.)

A Check1:
b Checl 2:
b Check 3:
(2> Check4:
2> Checks:
b Check 6:
b Check 7:

E] * Check §:

» Check 9:

Admmistrator / Root Authority
05 Compatibility

Host Architecture

Processors

Disk Space Available
Memory Available

Software Requred

Port Availability

Upgrade Check

/U~ Check 10 TPMI Status

?) Learn more

@) Learn mare
@) Learn moare
(@) Learn mare
@) Learn mare
@) Learn mare
@) Learn mare

?) Learn more

TP needs to be mstalled and enabled for IBW Systems Director to function propetly.

Return Code: TWARIT Eeturn Code: 34

“Warning: TP status could not be determined, error returned from native environment recuest.
The system vou are instaling may not have the TP (Inteligent Platform WWanagement

Eequired: Interface) kernel modules or may not have a BWC (Baseboard Management Controller).

Tou may not receive certain hardware events.

» Check 11 SELinux Status

b Check 12:

Nagration Information

» Check 13: Performance Information

* Check 14: User Name Check

b Check 15: RSA Check

b Check 16: Swap Space Check

* Check 18: Tmask Check

* Check 19: Host Name Resolution Check

b Check 20: File Path Check

* Check 23: Post-Installation Validator Check

?) Learn more
@
2! Learn tnore

?) Learn more

?) Learn more
)
2! Learn tnore
@
2! Learn tnore

?) Learn more

Figure 1-12 Pre-installation check result
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If you run your system from the command line, the report is in text format and looks similar
to the output in Figure 1-13.

Java:
/isd632/standard_1inux_x86_Director_base/server/checkds/jvm/x1inux/bin/java

Starting IBM Systems Director Pre-Installation Utility...
Finished analysing system
Creating reports...

Install Readiness Text report being written to
/tmp/checkds/reports/checkDS_Text_20121214_174936.txt

Install Readiness Error Text report being written to
/tmp/checkds/reports/checkDS_Error.txt

Install Readiness Detailed HTML report being written to
/tmp/checkds/reports/checkDS Detailed 20121214 174936.htm]

Install Readiness Summary HTML report being written to
/tmp/checkds/reports/checkDS_Summary_20121214_174937.html

Your system is currently showing warnings for 1 of 21 checks.
WARN Check 10 IPMI Status

IPMI status could not be determined; error returned from native environment request.

The system you are installing may not have the IPMI (Intelligent Platform Management
Interface) kernel modules or maynot have a BMC (Baseboard Management Controller).

You may not receive certain hardware events.

Overall Report Return Code: 34

Figure 1-13 Text output from the pre-installation utility

If recommendations or errors exist, you must address them before you can continue the
installation. For information about the problems, see the report. After the problems are
fixed, run the pre-installation check again.

4. To install the Systems Director server, from within the directory of the installation script,
type one of the following commands and press Enter:

— To accept the default settings, enter this command:
./dirinstall.server

— To use the response file, enter this command:
./dirinstall.server -r /directory/response.rsp

The directory is the local directory to which you copied the response file and
response.rsp is the name of the response file.

— To force a clean installation, regardless of the existing data, enter this command:

./dirinstall.server -g
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Tip: If you previously installed Systems Director on this system, data is saved in the
/var/tmp/director save 630 directory, by default. The data is not removed even if
you uninstall the previous installation. If you want a clean installation, use
./dirinstall.server -g to ensure that you do not inadvertently migrate this data.
Systems Director 6.3.x installs cleanly and the data from the previous installation is
preserved.

5. The installation runs now with the default setting or with the settings from the response file.
If you use the default integrated DB2 database, the installation automatically creates the
settings to use DB2. If you use another supported database, you must configure the
database for use with Systems Director.

For information about how to configure these databases, see the IBM Systems Director
Information Center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.configdir.helps.doc%2Ffqm0_t_config_database_application_cfgdbcmd.html

6. First, the license agreement is displayed. Confirm that you accept this agreement by
entering 1. The Pre-Installation Utility runs. In our example, we got the return code 34.
Return code 34 means that no IPMI Driver is installed. However, we run in a virtual
environment, so there is no problem. Enter 1 to continue as shown in Figure 1-14.

Slesll:/ # ./tmp/isd632/server/dirinstall.server
Agree to product Ticence?

[1-Agree | o-Disagree]: 1

IBM Systems Director 6.3.2 installation

Overall Report return Code:34
For more detaiuls see the files under /tmp/checkds
[1-Continue | 0-Abort]: 1

Figure 1-14 Running dirinstall.server script

7. The Director server, components, features, and embedded DB2 database are installed.
When the installation completes, a message appears that is similar to the following
message from our installation (Figure 1-15).

Installation of the IBM Systems Director Server 6.3.2 succeeded

To start the server manually, run /opt/ibm/director/bin/smstart
To see the status, run /opt/ibm/director/bin/smstatus [-r]
Slesll:/ #

Figure 1-15 Completing the Systems Director installation

8. After the installation completes, configure the Agent Manager and then start the Systems
Director.

Important: Do not start the Systems Director before you configure the Agent Manager.
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9. To configure the Agent Manager (if you did not configure it during the installation process),
run the following command:

install_root/bin/configAgtMgr.sh

10.Respond to the configAgtMgr.sh script prompts:

Agent Manager

Enter 1 to use the Agent Manager that is installed with this server (suggested), or enter
0 to use an existing Agent Manager (advanced).

Resource Manager

Enter the Resource Manager user ID that you want to set for the Agent Manager. The
user ID does not need to be an operating system user ID. Remember this user ID. If
you want to use the same Agent Manager with another system, you need this user ID.

Enter and verify the Resource Manager password to set for the Agent Manager.
Agent Registration password

Enter and verify the Agent Registration password to set for your Agent Manager. This
password can be the same password for the Agent Manager. This password is used to
register the Common Agents with Agent Manager.

IP address and port for Agent Manager
Enter the IP address for the existing Agent Manager.

If you selected O (use an existing Agent Manager), you must provide the IP address of
the existing Agent Manager.

Enter the port number for the existing Agent Manager.

If you selected 0 (use an existing Agent Manager), you must provide the port number of
the existing Agent Manager. The port number must be a valid number 0 - 65535.

11.Start Systems Director processes on the management servers by running the smstart
command:

install_root/bin/smstart

12.To check the status of the Systems Director, run the following command:

install_root/bin/smstatus -r

When this command returns a value of Active, the server is started.

1.5.3 Installation on Windows

To install the Systems Director server on a Windows server, follow these steps:

1. Download the installation package from the following link and uncompress it:

http://ibm.com/systems/software/director/downloads/mgmtservers.htm

2. Double-click the IBMSystemsDirectorServerSetup64.exe file to start the installation
process.

3. The pre-installation check runs. If the check runs successfully, you see a green mark and
the “No warnings or errors were found” message (Figure 1-16 on page 21). Click Next
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to continue. If problem and error messages appear, fix them, return to this window, and
run the installation program again.

i‘é’- IBM Systems Director Server E

Welcome to the InstallShield Wizard for IBM
Systems Director Server 6.3.2

The InstallShield(R) Wizard will install IBM Systems Director
Server on your computer,

Your system was checked for problems that could prevent I6M
Systems Director Server from installing successfully. The results
are:

[ Mo Warnings o errors were Found)

Click Report... to view the detailed results. Click Mext to
continue with the installation.

Report... | = Back Cancel |

Figure 1-16 Welcome to the InstallShield wizard for Systems Director Server 6.3.2

4. Agree to the license agreement and click Next to continue.

5. Specify the folder where you want to install the software (Figure 1-17) and click Next to
continue.

i‘é’- IBM Systems Director Server

Feature and installation directory selection.
Select the program features you want installed.

Click on &n icon in the list below to change how a feature is installed.

= Feature Descripbion

IBM Systems Director Server Provides the bese server
runtime, database, and
application logic.

This feature requires 3387ME
on your hard drive,

Install to:

C:'\Program Files\IEM\Director’, Change... |
Instzllshield
Space < Back | Mext = I Cancel |

Figure 1-17 Feature and installation directory selection
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6. In the next window (Figure 1-18), select the installation type. Two types are available:

— Click Basic to use the embedded database and default ports and install the Common
Agent Services (CAS) server with the director installation. You type the user ID and
password only one time. The installation program uses the user ID and password for all
settings.

— Click Advanced if you want to use another database and the embedded, managed
DB2. Also, if you install a second Systems Director server in your environment, use the
Advanced setup to select the existing CAS server. With the Advanced setup, you can
define a different user ID and password for the CAS server. With the Advanced setup,
you can use different default ports for the Systems Director server.

For our installation, we use the Basic setup type. Click Next to continue.

i'é'u IBM Systems Director Server

Setup Type
Select the installation setup type.

Click the type of setup you prefer, then dick Mext.

Basic Setup will install IBM Systems Director Server with default settings for ports and
configured to use the embedded database. User will be asked for only login name
and password.

InstalShield

< Back I Mext > I Cancel

Figure 1-18 Setup type
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7. Enter in the credentials that you want to use for the Systems Director server: computer
name, user name, and password (Figure 1-19). Click Next to continue.

ii.‘-!;I- IBM Systems Director Server
User credentials

The following information is used by the IBM Systems Director Server
server to perform management tasks,

Local computer name or domain:

fw2KaR2-15D63

User name:

IDiradmin

Password:

Confirm password:

Note: This user name and password will also be used to register IBM Systems Director
common agents with the agent manager.

Installshield

< Back I Mext = I Cancel

Figure 1-19 User credentials
8. After you are ready to begin the installation process, click Install (Figure 1-20).

{if IBM Systems Director Server - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to beqin the installation.

If you want to review or chanage any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

< Back I Install I Cancel

Figure 1-20 Ready to Install the Program
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9. The Systems Director server database is installed. You can see the progress of the
installation process (Figure 1-21).

ii.‘-!;I- IBM Systems Director Server

Installing IBM Systems Director Server
The program features you selected are being installed.

Please wait while IBM Systems Director Server installs, This can take 30
minutes or longer.

Status:
Installing IBM Systems Director Server database.

InstallShield

= Back Mext = | Cancel I

Figure 1-21 Installing the Systems Director server
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10.The Systems Director Common Agent is installed next (Figure 1-22).

i'.fa IBM Systems Director Server =] B

Installing IBM Systems Director Server
The program features you selected are being installed.

Please wait while IEM Systems Director Server installs. This can take 30
minutes or longer,

Status:
Installing IBM Systems Director Comman Agent

i'._% IBM Systems Director Common Agent

Installing IBM Systems Director Common Agent
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs IBM Systems Director
Commaon Agent. This may take several minutes.

Status: Cancel I

Instaling common agent services runtime

|

Installshield

< Back | fdexk = | Zancel I

Figure 1-22 Install Common Agent and Common Agent services
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11.The Systems Director Platform Agent packages are installed (Figure 1-23).

i'é’- IBM Systems Director Platform Agent - InstallShield Wizard

Installing IBM Systems Director Platform Agent
The program features you selected are being installed.

Please wait while the InstallShield Wizard installs IBM Systems Director
Platform Agent. This may take several minutes,

Status:

|

Inztzllshield

= Back Mext = | Cancel I

Figure 1-23 Platform Agent installation

12.The files for the Systems Director server are installed (Figure 1-24).

{& IBM Systems Director Server M=l B3

Installing IBM Systems Director Server i

The program features you selected are being installed.

Please wait while IBM Systems Director Server installs, This can take 30
minutes or longer,

Status:
Copying new files

I

Installshield

< Back Mk = | CanCcE| I

Figure 1-24 Installing the Systems Director server
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13.Additional features and plug-ins are installed (Figure 1-25).

i'é'u IBM Systems Director Server

Installing IBM Systems Director Server
The program features you selected are being installed.

Please wait while IBM Systems Director Server installs, This can take 30
minutes or longer.

Status:
Instaling features and plugins; this can take 10 minutes or longer...

]

Installshield

< Back | fdexk = | Zancel I

Figure 1-25 Installing features and plug-ins

14.The Agent Manager (CAS server) is installed (Figure 1-26).

i'é'u IBM Systems Director Server

Installing IBM Systems Director Server
The program features you selected are being installed.

Please wait while IBM Systems Director Server installs, This can take 30
minutes or longer.

Status:
Configuring the agent manager

|

Installshield

< Back fdexk = | Zancel I

Figure 1-26 Installing Agent Manager

Chapter 1. Installation 27



15.When the installation completes, the InstallShield wizard Completed window opens
(Figure 1-27). You can view the Windows Installer log. Complete the installation by clicking
Finish.

iix IBM Systems Director Server - InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed IBM Systems
Director Server, Click Finish to exit the wizard.

[ show Windows Installer log

= Back I Finish I Cancel

Figure 1-27 InstallShield wizard Completed window

After the installation is finished, the Systems Director server starts automatically. You can
check the status of the Systems Director server through the status icon or by using the
smstatus -r command. When the status icon shows a green circle or the status shows as
active, the Systems Director server is up and running.

1.5.4 Post Installation Validation (PIV) tool

With Systems Director 6.3.2, IBM provides the new Post Installation Validation (PI1V) tool. This
tool can be run after the installation process to check the installation for completeness and
errors. The tool is in the /piv folder in the installation medium or directory.

The PIV analyzes the installation logs for errors and checks for services, ports, Agent
Manager configuration, and database configuration. The PIV also checks whether the server
is active by using the smstatus command.

The PIV tool is small (less than 5 MB). The PIV tool is written in Python and includes a small
Python interpreter. (Python must be installed on the system to run PIV.) PIV is not a health
checker for a running Systems Director; it is only a tool to verify the installation.
The tool is a command-line tool and is run in the following way:
» Linux on x86:

<Install_directory>\bin\piv> .\PostInstallValidator_xLin.sh
» Windows:

<Install_directory>\bin\piv> .\PostInstallValidator_Win.exe

Command options are available. You can see the full list of command-line options by using
the -h option.
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The following command options are the most important options:

-0 or --output Specify the location of the installation report

-c or --config Specify the location of the configuration file

-s or --silent Run the tool silently

-r or --report Open the text report on completion (Windows only)

-j or --nohtmlreport
Do not create an HTML report
-d or --detailed Include detailed information in the report
-w or --wait Wait to return until the installation is completed

The tool generates a report. If a GUI is available, you receive an HTML report (if not, clear by
using the -j option). If only a command-line environment is available, you receive a text
report.

The reports are in the following directories, by default:

» Linux/AlX reports are in the /tmp directory.

» Windows reports are in the %temp% directory.

The PIV HTML report looks similar to the example of our installation in Windows Server 2008
R2 x64 (Figure 1-28 on page 30).
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IBM Systems Director Post Installation Validator

IBM Systems Director Post Installation Validator scans the local system to identify potential problems that may have prevented IBM
Systems Director from installing successfully.

* Check that no other Director installation is running OK
~ Search for Director logs OK

Searching for installation logs in C:\Windows

Found log: C:\Windows'platinst 101912_174920 log
Found log: C:\Windows'diragentinst 101912 174706 log
Found log: C:\Windows'\dirserverinst 101912 172731 log
= Found log: C:\'Windows'dirserversetup log

Found log: C:\'Windows\diragentsetup log

v Analyze installation type 0K
» Search for installation path 0K

1
* Analyze usmi-cas-setup Log OK
* Checking smstatus command OK
.4 ~ Checking ports 0K

Port 427 is being held by process slp_srvreg exe as expected

Port 5988 is being held by process wmicimsv exe as expected

Port 5989 is being held by process wmicimsv exe as expected

Port 6988 is being held by process cimlistener exe as expected

Port 9510 is being held by process java.exe as expected

Port 9514 is being held by process java exe as expected

Port 9515 is being held by process nonstop_ w32 ix86 exe as expected
Port 8421 is being held by process java exe as expected

Port 8422 is being held by process java.exe as expected

Port 9516 is being held by process java exe as expected

Port 9517 is being held by process nonstop w64 ix86 exe as expected
Figure 1-28 PIV HTML report
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The text report looks similar to the following report from our installation (Figure 1-29).

PS <C:“Program Files‘IBM‘Director‘binpiv= .“PostInstallvalidator_
wWin. exe

Report being written to c:‘users‘Administratorfappdata‘local’temp'PostInstallationReport. txt

Loading configuration file . /piv.ini

Check that no other Director installation is running........oceevvineennn oK
Search for DireChor 1005, c ittt ittt ettt ettt annannnnnns oK
Analyze TnNstal Tation Dy Pe. ot e ittt et et a e e st a e s ana e annn s oK
Search for installation pPath. . ... e oK
Verify install directory. oo e it ittt et st st s i na e oK
Analyze windows Server MSI log file. .. ... e e eeeee et oK
Analyze wWindows Common Agent MSI log file.. ..o i i iinnnnenns oK
Analyze windows Server log file. .. ... e e e e e e eeeeees oK
Analyze wWindows TivGuid MST Tog file. ... ii i ittt e ennenns oK
Analyze windows Tivoli CAS Pre-Install 10? file . oo oK
Analyze windows Tivoli CAS Install Tog file.... oo, oK
Analyze windows Tivoli CAS Install Status log file. .. oot oK
Analyze windows Platform Agent MSI Tog file. ... ovvniiiii i FAIL
check that the Agent Mana?er is configured. . ... e oK
search for configuration Togs

Analyze InstallFeatures 1og. .. ..o i i i i i e i e e e e e e e e e e mm e e e e e
Analyze InstallConfigTools Log. ... nnn et innne e innanerrnnnnersnnnnenns oK
Analyze InstallConfigTools Log 1. ... ... i i i e e i e i e e e e e e e e enennnnnns oK
Check database install configuration........c.oiiiiiiiii i iiinieinnnnnenns oK
Analyze SMresel. T00. oo i i i i i i i e i i e e oK
Analyze reaet.10? ........................................................ oK
Analyze mergetools. 1og. oo oo i e oK
Analyze mergeton]s. 1og. L. u s un et tn s et et n e e oK
Analyze mergetools. T0g. 2. ..ottt e oK
ANATYZE USMT-CAS-SETUDP LOgu st v v v v v e nnssnnsanassnnsnnssnnennssnnsnnssnnss 0K
Checking smstatus command. .. ... ...ttt i i i e e i i i oK
Checking PoOrTs. vttt i ettt ettt an s e e oK
Checking active ServICeS. .. ...ttt i i i i i i e e e e e e e e meeee e aaanaeanenns oK
L W T = = oK

Press return to exit

Figure 1-29 PIV text report

1.5.5 Starting Systems Director

The Systems Director automatically starts after the installation. No reboot of the system is
necessary. You can start and stop the Systems Director server by using the command line.

The command line is the best method because all necessary services are started and

stopped in the correct sequence.

Use the following commands to start or stop Systems Director:
» Linux:

— smstart to start the Systems Director server
— smstop to stop the Systems Director server

» Windows

— net start dirserver to start the Systems Director server
— net stop dirserver to stop the Systems Director server

Initial logon

After the IBM Systems Director server is in the active status, you can log on to the Systems

Director web interface:

1. Open your browser and type in the following address:
http://hostname_or IP_address:8421/ibm/console/logon.jsp
or

https://hostname or IP_sddress:8422/ibm/console/logon.jsp
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2. At the first access, a window opens to show you that the connection is untrusted
(Figure 1-30). Click Add Exception.

§l & This Connection is Untrusted

& AI ‘You have asked Firefox to connect securely to localhost:B422, but we can't confirm that your
connection is secure.,

MNormally, when you try to connect securely, sites will present trusted identification to prove that you
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If you usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue.,

Getme out of here!

Technical Details
I Understand the Risks

If you understand what's going on, you can tell Firefox to start trusting this site's identification. Even
if you trust the site, this error could mean that someone is tampering with your
connection.

Don't add an exception unless you know there's a good reason why this site doesn't use trusted
identification.

Add Exception_ |

Figure 1-30 Untrusted connection

3. A new window opens (Figure 1-31). Click Confirm Security Exception.

Add Security Exception E3

You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites will not ask you to do this.

=

—Server

Location: I ittps:/flocalhost: 8422 fibmconsole findex getCertiﬁmteI

~Certificate Status
This site attempts to identify itself with invalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recoanized authority.

¥ Permanently store this exception

( Confirm Security Exception D Cancel

Figure 1-31 Confirm Security Exception
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4. The logon window opens (Figure 1-32).

IBM. Systems Director

User ID:

Password:

Licensed Materials - Property of IBM Corp. IBM Corporation and other(s) 2008,
2012. IBM is a registered trademark of the IEM Corporation, in the United States.
other countries, or both.

Figure 1-32 Logon pane

1.6 Installing Systems Director on an AIX platform

Useful information about the process of installing Systems Director on an AlX platform is
described.

Resources that are required for running the Systems Director server are referenced in 1.2,
“IBM Systems Workload Estimator” on page 2 and 1.3, “System resources” on page 7.

For the installation of Systems Director on AlX, read the following information:
http://publib.boulder.ibm.com/infocenter/director/pubs/topic/com.ibm.director.inst
all.helps.doc/fqm0_t_installing.html

The Systems Director Management server code can be sourced from the following URL:

http://www-03.1ibm.com/systems/software/director/downloads/mgmtservers.html

1.6.1 Downloading the software

The Systems Director source can be downloaded in two formats: an .iso file or a GZIP (.gz)
file. Download your preferred file type and place it in a temporary file system on the AIX
server:

» 1ISO:
Toopmount -i express_aix _Director base.iso -0
» GZIP:

gunzip -c express_aix Director base.tar.gz | tar -xvf -

(3

-V cdrfs -0 rw” -m /mnt
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The installation of the Systems Director server comes with an embedded pre-installation
check utility. This option is enabled, by default, and is referenced in the dirserv.rsp file. The
suggestion is to leave the pre-installation check enabled, which is the default (Figure 1-33).

Variables will be used during the installation:
PRE_INSTALL_CHECKS : 1

Figure 1-33 Pre-installation checks are enabled by default in the dirserv.rsp file

The preferred practice is to also run the checkds utility before you run dirinstall.server.
The checkds.sh script is in the server folder:

/mnt/server/checkds/checkds.sh

On successful completion of the checkds script, proceed with the installation.

1.6.2 Prerequisites

For the installation, complete the following checks in any order before the installation of
Systems Director.

Yellow pages
Ensure that the yellow pages group is not running and is in an inoperative state (Figure 1-34).
Otherwise, the embedded DB2 for the Systems Director server does not install successfully.

-bash-3.2# Tssrc -s ypbind
Subsystem Group PID Status
ypbind yp inoperative

Figure 1-34 Yellow pages

OS level
Check that the OS level of the AIX server is supported:

http://publib.boulder.ibm.com/infocenter/director/pubs/topic/com.ibm.director.plan
.helps.doc/fgm0_t_planning_to_install_ibm director_server.html

ulimits
Ensure that the fsize setting is set to unlimited because fsize determines the maximum
allowable file size.

vi /etc/security/limits
default:
fsize = -1

Figure 1-35 ulimits

The Systems Director installation file is larger than 2 GB. Log out of the terminal session to
activate the fsize changes.
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Required installation files

Ensure that the filesets for AIX are installed for Secure Shell (ssh) and Secure Sockets Layer
(ss1) at the following level or greater. See Figure 1-36.

-bash-3.2# 1slpp -L | egrep "ssh|ss1"
openssh.base.client 5.0.0.5302
openssh.base.server 5.0.0.5302

Open Secure Shell Commands
Open Secure Shell Server

OO OO0
M m M T m

openssh.license 5.0.0.5302 Open Secure Shell License

openssT1.base 0.9.8.801 Open Secure Socket Layer

openssl1.man.en_US 0.9.8.1800 Open Secure Socket Layer
-bash-3.2#

Figure 1-36 ssh/ssl filesets

Check that no previous installation of Systems Director exists (Figure 1-37). If a previous
installation exists, uninstall it.

1s1pp -1 | egrep -i “directorserver|directorcomm|directorplat|cimserver|cas”

Figure 1-37 Isipp check

If filesets from a previous installation are returned or for the filesets that are listed in
Figure 1-36, remove the associated files (Figure 1-38).

installp -ug DirectorServer DirectorCommonAgent DirectorPlatformAgent cas.rte
sysmgt.cimserver.pegasus.rte

Figure 1-38 installp -ug

If a service is locked and cannot be removed, use the 1sof or rmsock command to determine
which port or file prevents the removal of the associated files. Then, remove the filesystems
that are associated to the files (Figure 1-39).

rm -rf /opt/ibm/director
rm -rf /opt/ibm/icc
rm -rf /opt/ibm/tivoli

Figure 1-39 folder removal

Filesets: It is not compulsory to remove the filesets that are referenced with the -ug
option. However, by removing these filesets, you eliminate any issues with previous
installations for Agents or the server, which leads to a smoother installation.

Volume groups

The suggestion is to leave rootvg primarily for the operating system. Create a separate
volume group for the additional storage that is required for Systems Director on an alternate
disk. By keeping rootvg lean and clean, you can recover more easily. The Systems Director
server recovery is described in Chapter 4, “Backup” on page 219.
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Because the DB2 installation is restricted, the DB2 installation path is also restricted
(Figure 1-40).

/home/dirinstl
/opt/ibm/director/db2

Figure 1-40 DBZ2 default paths

Changing this path to an alternate path for the system backup and restoration of rootvg is
beneficial (Figure 1-41).

mklv -y “isddb2” -t jfs2 rootvg 10G
crfs -v jfs2 -d isddb2 -m /isddb2 -A yes
mount /isddb2

Figure 1-41 Changing the path

Tip: Our installation has only one disk. It is advisable to have n+1 and to mirror the volume
groups that are associated to the disks. Repeat the commands in Figure 1-41 for
/opt/ibm/director on the alternate volume group if you want.

The checkds script looks for 3 GB or greater of paging space (Figure 1-42).

-bash-3.2# 1sps -a

Page Space Physical Volume Volume Group Size %Used Active Auto Type Chksum

hd6 hdisk0 rootvg 1024MB 2 yes yes Tv 0

-bash-3.2# chps -s 2 hdé

-bash-3.2# 1sps -a

Page Space Physical Volume Volume Group Size %Used Active Auto Type Chksum
hd6 hdisk0 rootvg 3072MB 1 yes yes 1v 0

Figure 1-42 Paging space

1.6.3 Installation

Because the iso is mounted on /mnt, we changed the path to /mnt/server/, which is the
location of the dirinstall.server executable script. Before you run the installation script,
change the default DB2 path of the database. Because the media is mounted in read-only
mode, copy the file to a temporary directory. Edit the dirserv.rsp file with a text editor.
Figure 1-43 shows the database path that we chose for the installation. It is referenced by the
DB_DATAPATH variable.

# Used to specify where the managed DB2 database will be stored when

# managed DB2 database is selected. If not specified the default path will be
# /home/dirinstl. If the path does not exist, it will be created.
DB_DATAPATH=/1isddb2

Figure 1-43 dirserv.rsp
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When you start the installation for Systems Director, name the executable the name that is
shown in Figure 1-44 to point to the changed response file.

-bash-3.2# ./dirinstall.server -r /tmp/dirserv.rsp

4=============================================================================+4
Start of product installation on SA-W217-1AIX
4=============================================================================+4

Variables will be used during the installation:
PRE_INSTALL CHECKS : 0
PortNumber : 8421
SecurePortNumber : 8422
AGENT_MANAGER_PORT : 20000
MIGRATE_DATA : 1
UPDATES_PATH : /mnt/server/packages/updates
-Managed DB2 is supported and its prerequisites are met.
DB_INST_TYPE : 1
DB_DATAPATH : /isddb2
DB_PWD : default.
DB_INSTANCEPATH : .
DB_SERVER : Tocalhost
DB _PORT : default

Figure 1-44 Specifying a response file

Successful installation is similar to Figure 1-45.

Attempting to install features......... done

Stopping the server runtime...done

Configuring database...... done

Finished processing all filesets. (Total time: 45 mins 48 secs).
Finished processing all filesets. (Total time: 45 mins 51 secs).

Name Level Part Event Result
DirectorServer 6.3.0.0 USR APPLY SUCCESS
DirectorServer 6.3.0.0 ROOT APPLY SUCCESS

Installation of IBM Systems Director Server completed successfully.
This installation log file can be found in /var/log/dirinst.log.
You must configure the agent manager prior to starting the server.
To configure the agent manager, run
/opt/ibm/director/bin/configAgtMgr.sh

To start the server manually, run

/opt/ibm/director/bin/smstart

Figure 1-45 Successful installation

The Agent Manager provides authentication and authorization services for managed systems

that have common installed agents:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo

r.cli.helps.doc%2Ffgm0_r c1i_configAgtMgr.html
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As shown in Figure 1-45 on page 37, the Agent Manager must be configured before you start
the Systems Director server. See Figure 1-46.

/opt/ibm/director/bin/configAgtMgr.sh

-bash-3.2# /opt/ibm/director/bin/configAgtMgr.sh

Enter 1 to use the Agent Manager installed with this server (recommended)
Enter 0 to use an existing Agent Manager (advanced) : 1

Enter Resource Manager username : itso

Enter Resource Manager password :isd4itso

Re-Enter Resource Manager password :

Enter Agent Registration password :

Re-Enter Agent Registration password :

Re-Enter Agent Registration password :

[Add] [Element]: AgentManagerUserID [Value]: itso

[Add] [Element]: AgentManagerPassword [Value]:
{aes:3C5SnKQL63SjkEY44Gs+VHEGNQzC+Di11NzNvSiAzk=} fFn7zXZpwvH3wYuP1lyCIw==
[Add] [Element]: ManagerRegistrationPassword [Value]:
{aes:3C5SnKQL63SjkEy44Gs+VHE6NQzC+Di11NzNvSiAzk=} fFn7zXZpwvH3wYuP1lyCIw==
DataSourceConfig.sh=0

DataStorelInstall.sh=0

GenerateCertificates.sh=0

EncryptAMProps.sh=0

WebConfig.sh=0

usmi-cas-setup.sh=0

-bash-3.2#

Figure 1-46 Agent Manager configuration

The return codes of all called scripts must be 0. Because all tasks are now successfully
completed, we start Systems Director (Figure 1-47).

-bash-3.2# export /opt/ibm/director/bin

-bash-3.2# export PATH=$PATH:/opt/ibm/director/bin

-bash-3.2# smstart

Starting IBM Director...

The starting process may take a while. Please use smstatus to check if the server is
active.

-bash-3.2# smstatus -r

Starting

Active

Figure 1-47 Starting Systems Director

We confirm that the server returned an Active state. Now, we can change the DB2
parameters that relate to the system setup, if necessary.

1.6.4 DB2 settings

Disabling remote access for the DB2 user is not required. However, it helps to prevent issues
with user IDs and in-house AIX security policies:

http://www-01.ibm.com/support/docview.wss?uid=1sg11C83082
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Stop Systems Director and make the following changes:
1. Stop the Systems Director server (Figure 1-48).

-bash-3.2# smstop
Shutting down IBM Director...

Figure 1-48 Stopping Systems Director

2. Edit the user file (Figure 1-49).

-bash-3.2#vi /etc/security/user
dirinstl:
admin = false
rlogin=false

Figure 1-49 Edit the user properties file

3. Edit the sshd_config file (Figure 1-50).

vi /etc/ssh/sshd_config
# Added to restrict remote access
DenyUsers  dirinstl

Figure 1-50 Edit the sshd_config file

4. Restart sshd (Figure 1-51).

-bash-3.2# stopsrc -s sshd

0513-044 The sshd Subsystem was requested to stop.

-bash-3.2# startsrc -s sshd

0513-059 The sshd Subsystem has been started. Subsystem PID is 16973974.
-bash-3.2#1

Figure 1-51 Restart sshd

5. Restart Systems Director (Figure 1-52).

-bash-3.2# smstart

Starting IBM Director...

The starting process may take a while. Please use smstatus to check if the server is
active.

Figure 1-52 Restart Systems Director

Because the response file for the DB2 installation is customized, check whether the database

path is configured as requested in the response file. Figure 1-53 shows file system usage.

df -g

-bash-3.2# df -g /home/dirinstl /isddb2

Filesystem GB blocks Free %Used Iused %Iused Mounted on
/dev/hd1l 2.00 1.95 3% 211 1% /home
/dev/isddb2 10.00 9.31 7% 104 1% /isddb2

Figure 1-53 File system usage
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By using db2 commands, query the database parameters to confirm the path within DB2
(Figure 1-54).

-bash-3.2# su - dirinstl
$ db2 get dbm config | grep "database pa"
Default database path (DFTDBPATH) = /isddb2

$

Figure 1-54 DB2 path

Changing the default database path after the installation: During the installation, you
might not edit the dirserv.rsp file. You can change the default database path after the
installation by using the db2relocatedb command. This command does not require a
backup and restore. For more information, see the information center:

http://pic.dhe.ibm.com/infocenter/db2Tuw/v9r7/index.jsp?topic=%2Fcom.ibm.db2.Tu
w.admin.cmd.doc%2Fdoc%2Fr0004500.html

Because Systems Director is installed and no endpoint discoveries or additional tasks are
complete, back up Systems Director in its current state. Before you complete the save, create
another lv, fs, and mount. Or, use the smsave command.

Optionally, create another mount point to point the smsave to an alternate directory
(Figure 1-55).

mklv -y "isdbkup" -t jfs2 rootvg 10G
crfs -v jfs2 -d isdbkup -m /isdbkup -A yes

mount /isdbkup

Figure 1-55 Back up Iv and fs

After you create another mount point, run smsave with options (Figure 1-56).

-bash-3.2# smstop;smsave -targetDir /isdbkup
Shutting down IBM Director...
Command is running. Monitor Tive status and results in /opt/ibm/director/log/smsave.log

ALR1325I: The lightweight runtime has started.
com.ibm.net.SocketKeepAliveParameters

Command completed successfully

Figure 1-56 The smsave command with options
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Figure 1-57 shows the smsave command with no options is shown in.

-bash-3.2# smstop;smsave;smstart

Shutting down IBM Director...

Command is running. Monitor Tive status and results in /opt/ibm/director/log/smsave.log
ALR1325I: The lightweight runtime has started.

com.ibm.net.SocketKeepAliveParameters

Command completed successfully

Starting IBM Director...

The starting process may take a while. Please use smstatus to check if the server is
active.

-bash-3.2# smstatus

Active

Figure 1-57 smsave with no options

Figure 1-58 shows the location of both backups.

-bash-3.2# 1s -al /isdbkup

total 8

drwxr-xr-x 4 root system 256 Nov 07 11:27 .

drwxr-xr-x 26 root system 4096 Nov 07 10:40 ..

drwxr-xr-x 8 root system 256 Nov 07 11:30 2012_11_7_11.27.1
drwxr-xr-x 2 root system 256 Nov 07 10:40 lost+found
-bash-3.2# 1s -al /opt/ibm/director/backup

total 8

drwxr-xr-x 3 root system 256 Nov 07 11:30 .

drwxr-xr-x 30 root system 4096 Oct 22 14:30 ..

drwxr-xr-x 8 root system 256 Oct 22 14:32 2012_10_22_14.29.29
-bash-3.2#

Figure 1-58 Location of backups

Systems Director backups are discussed in Chapter 4, “Backup” on page 219.

1.6.5 Initial login

After you successfully start Systems Director, log in to the server through the user interface
(Ul) as shown in Figure 1-59 on page 42.

In our example, SA-W217-1AIX.itso.ral.ibm.comis the host name of the server where
Systems Director is installed. Or, use the native IP address of the server. We used this URL:

https://SA-W217-1AIX.itso.ral.ibm.com:8422/ibm/console/Togon.jsp
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\(:/IQ [ ibr.com | Rtkps: [ fsa-wz 1 7-1ai,ikso.ral.ibm, com: G422 fibmf consale flagon. jsp

IBM. Systems Director

User ID:

Passwaord:

Licensed Materials - Property of IBM Corp, IBM Corporation and other(s) 2008,
2012, IBM is a registered trademark of the IBM Corporation, in the United States,
other countries, or baoth,

Figure 1-59 IBM Systems Director login panel

After you log in to Systems Director, select the Plug-ins tab. Select IBM Systems Director
Server to get an overview of the server and associated properties (Figure 1-60).

Managerment Server

IBM® Systems Director Server

Manage the IBM®& Systerns Director server View the server status and properties, Also view users, and the roles they have been
assigned.

IBM® Systems Director Status

Syshtern: SA-WZ17-1ATK Comrmon tasks

Status: Ok [last restart: 10722712 2:34 PM) Systarn dizcovery

Wiew and collect inventary
2 Systerns dizcovered Find a tash
Authentication type: Find a resaurce
Krnown ports in-uze: 42250, 8421, 9513, 8422, 9511, 2l possible Resource Explorar
Q512 ports

Trace and error logs: Soptfibm/direcbar/ lwiflogs
Cratabase:

DBRZ/ALXEd SOLOF0TE

IBM Drata Server Driver for JDBC and S50L1 4,14, 88

Server!
0,3% CPU % Utilization
12,979 Mermory Usage
10,1% Storage used

1 Active users

Figure 1-60 Systems Director Server
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1.6.6 Installing the Systems Director license

The Systems Director license is on the root path of the ISO or GZIP file that you transferred to
the installation server. The license key can be imported by using the command line. Or, use

the Ul for a license key that is stored locally on the computer that is used to access the Ul

(Figure 1-61).

Horne

-:;33 Use these tabs to performn some initial setup tasks, view orlUpdate IBME Systerns Director
activate plug-ins, and access additional information. Infarmation Center

Initial Setup Additional Setup @ Plug-ins Learn

IEME Systerns Direckar contains the follawing plug-ins.
Depending on itz "readiness." the plug-in might b=
ready to usze, or might reguire additional setup and
canfiguration,

Additional plug-ins to activate

@ Active Energy Manager
Activate 90-day evaluation
nion

Last refrezshed: Ocaber 23, 2012

09:03 PM CODT B vMConteal

Activate 90-day evaluation
now

| Refrezh | 2

IBM® Systems Director Server sz
Feady
Manage Usars

Discovery Manager s.:.2

Ready

After purchazing a plug-in,
click Irmport License key to
browse for keys.

Import Licensze Key

Figure 1-61 Ul license import

Figure 1-62 shows an example of importing the license key from the server installation code.

-bash-3.2# importkey ISD_express_edition_power.1psa
International Program License Agreement

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON
AN "ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM,
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, YOU REPRESENT
AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE
TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN
"ACCEPT" BUTTON, OR USE THE PROGRAM; AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND
PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS OBTAINED

Press Enter to continue viewing the license agreement, or
enter "1" to accept the agreement, "2" to decline it, "3"
to print it, or "99" to go back to the previous screen.
1

Importing license keys.

IBM Systems Director Express Edition
A11 keys imported successfully.

Figure 1-62 CLI license import
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For more information about the license, see the information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.editions.doc%2Feditions_power_express license.html

1.7 Installing on a Linux on Power platform

Useful information about the process of installing Systems Director on a Linux on Power
platform is described. For the installation of Systems Director on Linux on Power, see the
information center:

http://publib.boulder.ibm.com/infocenter/director/pubs/topic/com.ibm.director.inst
all.helps.doc/fqm0_t_installing.html

1.7.1 Downloading the software

The Systems Director Management server code can be sourced from the following URL:

http://www-03.1ibm.com/systems/software/director/downloads/mgmtservers.html

Place the code on the Linux on Power system by using a file transfer method of your choice.
After the code is on the Linux system, extract the installation files:

tar -zxf express_Power_Linux_Director_base.tar.gz

1.7.2 Prerequisites

To determine whether the Linux distribution fulfills the software requirements, change to the
/server/checkds directory. Each Linux distribution that is supported has additional Red Hat
Package Manager (RPMs) packages that need to be installed. Look for the checkds. sh script
in the checkds folder. This script checks the state of the server and whether the server is
supported for the Systems Director server. If all the required RPM packages are installed,
look for a return code of 0.

The checkds script invokes a /checkds/checklists/lin-server-chklist.properties
checklist file. This file is unique for each supported OS on which the Systems Director server
is installed.

Before the installation of Systems Director on Linux on Power, reviewTable 1-4 on page 45.
Use the links in the footnotes to source the additional required RPM packages.
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Table 1-4 Software requirements for Linux on Power

Installation scenario

Required RPM packages on the Agent

Required RPM packages on the server

Red Hat Enterprise » compat-libstdc++-<version>.ppc.rpm? > vacpp.rtecI e
Linux Advanced > servicelog-0.2.9-O.ppc64.rpmb » Required RPM packages on Agent
Platform, » openssl097a-0.9.7a-9.<version>.ppc.rpm°
version 5.x on IBM » librtas-1 .3.4-0.pp064.rpmb
Power systems
Red Hat Enterprise » compat-libstdc++-33.ppc? > vacpp.rted e
Linux Advanced > libstdc++-4.4.4-13.el6.ppc.rpm? » Required RPM packages on Agent
Platform, version 6.* on | » pam-1.1.1-4.el6.ppc.rpm?
IBM Power systems » servicelog-1.1.7-2.el6.ppc642
» librtas-1.3.4-2.el6.ppc?
» libservicelog-1.1.9-4.el6.ppc?
» expat-2.0.1-9.1.el6.ppc?
» compat-expat1-1.95.8-8.el6.ppc?
SUSE Linux Enterprise | » compat-libstdc++-<version>.ppc.rpm? > vacpp.rted e
Server 10 on IBM Power | » libservicelog-1.1.9-1 .ppc.rpmb » Required RPM packages on Agent
Systems » servicelog-1.1.7-1 .ppc.rpmb
» Isvpd-0.16.0-1.ppc.rpm®
» librtas-1.3.5-1.ppc.rpm®
SUSE Linux Enterprise | » libstdc++33-3.3.3-11.9.ppc64.rpm? > vacpp.rtecI e
Server 11 onIBM Power | » libservicelog-1.1 .9-1.ppc.rpmb » Required RPM packages on Agent
Systems » servicelog-1.1.7-1 .ppc.rpmb » gcc-4.3-62.198.ppc64.rpm
» Isvpd-0.16.0-1 .ppc.rpmb » gcc-C++-4.3-62.198.ppc64.rpm
» librtas-1.3.5-1 .ppc.rpmb » libstdc++43-devel-4.3.3_20081022-11.18
» pam-32bit-1.0.2-20.1.ppc64.rpm? .ppc64.rpm
» gcc43-c++-4.3.3_20081022-11.18.ppc64
.rpm
» glibc-devel-2.11.1-0.17.4.ppc64.rpm
» linux-kernel-headers-2.6.32-1.4.13.noarc
h.rpm
SUSE Linux Enterprise | » libstdc++33-3.3.3-11.9.ppc64.rpm?
Server 11 SP2 on IBM > Iibservicelog-1.1.9-1.ppc.rpmb
Power Systems » servicelog-1.1.7-1.ppc.rpmP
» Isvpd-0.16.0-1.ppc.rpm®
» librtas-32bit-1.3.6-010.1.ppc64.rpm?
» ppc64-diag-2.4.2-0.14.12.ppc64.rpm?
» libvpd2-2.1.3-0.9.1.ppc64.rpm?
» pam-32bit-1.0.2-20.1.ppc64.rpm?
» pam-modules-32bit-11-1.22.1.ppc64.rpm?@

a. Obtain this RPM package from the operating system distribution media. There might be minor version variations from
the versions that are listed, which is acceptable.

b. Obtain this RPM package from IBM Service and productivity tools for Linux on Power Systems at
https://wwwld.software.ibm.com/webapp/set2/sas/f/1opdiags/home.html. Select your Linux distribution and then
select the appropriate tab for your version. Follow any special instructions for each RPM package. For RHELS5, if the
listed rpm version is not available on the website, get it from the RHEL4 tab.

c. Obtain this RPM package from the operating system distribution media in addition to openssl 0.9.8, which is installed

by default.
d. Server only.

e. Obtain the tar.gz package from https://www-304.ibm.com/support/docview.wss?uid=swg24030460. Untar and
install the three included RPM packages. This action applies for all platforms.
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32-bit and 64-bit RPM packages: 64-bit RPM package file names include ppc64. 32-bit
RPM package file names include ppc. If the listed RPM package shows ppc, you need the
32-bit version. The platform agent does not install if you show the 64-bit version only.

For software requirements, see this website:
http://www.ibm.com/developerworks/wikis/display/WikiPtype/Software+requirements+fo
r+Director+6.3+on+Linux+on+Power

Run the checkds. sh script (Figure 1-63). Check for the return code 0. If the return code is not
0, review, fix, and run again.

[root@xs-2120rhelppc checkds]# ./checkds.sh

Java: /root/I1SD632/server/checkds/jvm/plinux/bin/java
Starting IBM Systems Director Pre-Installation Utility...
Finished analysing system

Creating reports...

Install Readiness Text report being written to
/tmp/checkds/reports/checkDS Text 20121022 134508.txt
Install Readiness Error Text report being written to
/tmp/checkds/reports/checkDS_Error.txt

Install Readiness Detailed HTML report being written to
/tmp/checkds/reports/checkDS_Detailed_20121022_134509.htm1
Install Readiness Summary HTML report being written to
/tmp/checkds/reports/checkDS_Summary 20121022 134510.htm1
Unable to launch the default browser, please view the text or summary HTML report
manually.

Overall Report Return Code: 0

Figure 1-63 Running the checkds script
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1.7.3 Installing the Systems Director server

After you see the return code 0 from the checkds script (Figure 1-63 on page 46), proceed
with the installation (Figure 1-64).

[root@xs-2120rhelppc server]# ./dirinstall.server

Agree to product Ticense?

[1-Agree|0-Disagree]:1

U A

Enter 1 to use the Agent Manager installed with this server (recommended)
Enter 0 to use an existing Agent Manager (advanced) : 1

Enter Resource Manager username : isd4itso

Enter Resource Manager password :

Re-Enter Resource Manager password :

Enter Agent Registration password :

Re-Enter Agent Registration password :

[Add] [Element]: AgentManagerUserID [Value]: isd4itso

[Add] [Element]: AgentManagerPassword [Value]:
{aes:3C5SnKQL63SjkEy44Gs+vHF6NQzC+Di11NzNvSiAzzk=} fFn7zXZpwvsH3wYuP1lyCIw==
[Add] [Element]: ManagerRegistrationPassword [Value]:
{aes:3C5SnKQL63SjkEy44Gs+vHF6NQzC+Di11NzNvSiAzzk=} fFn7zXZpwvsH3wYuP1lyCIw==
DataSourceConfig.sh=0

DataStorelInstall.sh=0

GenerateCertificates.sh=0

EncryptAMProps.sh=0

WebConfig.sh=0

usmi-cas-setup.sh=0

Installation of the IBM Systems Director Server 6.3.2 succeeded.

To start the server manually, run /opt/ibm/director/bin/smstart.

To see the status, run /opt/ibm/director/bin/smstatus [-r].

Figure 1-64 Summary output of dirinstall.server

After the installation completes successfully, start Systems Director on Linux on Power
(Figure 1-65).

[root@xs-2120rhelppc server]# /opt/ibm/director/bin/smstart

Starting IBM Director...The starting process may take a while. Please use smstatus to
check if the server is active.

[root@xs-2120rhelppc server]# /opt/ibm/director/bin/smstatus -r

Starting

Active

Figure 1-65 Starting Systems Director on Linux on Power
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After the Systems Director server returns an Active status (Figure 1-65 on page 47), go to the
Login panel (Figure 1-66).

i IBM Systems Director M

'\S'/,") [” % ibm.com |https:,l',l'xs-212Drhelppc.itsu:u.ral.ibm.com:8422,|'ibm,|'console,l'lognn.jsp

IBM. Systems Director

User ID:

I

Password:

- Licensed Materials - Property of IBM Corp, IBM Corporation and other(s) 2008,
2012, IBM iz a registered tradernark of the IBM Caorporation, in the United States,
ather countries, or bath,

Figure 1-66 IBM Systems Director login panel
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After you log in, select the Plug-ins tab and select IBM Systems Director Server to see an
overview of the server and associated properties (Figure 1-67).

Managerment Server

IBM® Systems Director Server

IEME Systems Director Status

Manzage the IBM® Systernz Director server View the server status and properties, Also view users, and the roles they have been assigned.

Swstern: =z-2120rhelppeitza.ralibrn.com

Status: Ok (last restark: 1273712 1128 AM)

2 Systems discovered

Authentication type:

2512 ports
Trace and error logs: foptfibm/directar/lwiflogs
Databasze:

DBEZ/LINUXPPCES SQLO9OTE

IEM Datz Server Driver for JDBC and S 4,14, 85

Server:
5.5% CPU %% Utilization
15,572 Memory Uzage
2.9% Storage used
1 Active users

Known ports in-use: 41700, 2421, 9513, 8422, 9511, all possible

Common tasks

Swstern discovery

Wiew and collect inventary
Find a task

Find a resource

Fesource Explorer

Figure 1-67 IBM Systems Director Server
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Fundamentals

Preferred practices and tips for are described for the three basic functions of IBM Systems
Director 6.3: Discovery, Inventory, and Updates.

The following topics are described:

2.1, “Discovery” on page 52

2.2, “Endpoint management” on page 59
2.3, “Firewall ports” on page 59

2.4, “Inventory” on page 64

2.5, “Updates” on page 82

vyvyVvyyvyy
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2.1 Discovery

52

Systems Director 6.3 can discover various types of endpoints. For multiple discovery options
and multiple resource types to discover, see the Discovery section of the web interface.

For additional information about the discovery and inventory processes of Systems Director,
see the Systems Director Discovery Information Center:
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo

r.discovery.helps.doc%2Ffgm0_t discovering and_inventorying resources.html

Figure 2-1 displays the available options to specify the endpoints that need to be discovered.
You can limit the discovery process to a single address or range of sequential addresses. Or,
you can use a discovery profile.

System Discovery

Use system discovery to discover manageable resources now or sched
addresses, or use a discovery profile. Discovery profiles enable you to

'i:'_r‘:Z' Leam more about using discovery

Select 3 discovery option:
Single IPv4 address _|

Single IPv6 address
Single host name
Range of IPv4 addresses
Range of IPv6 addresses
Select a discovery profile to run .

| Al =

Discover Now

Schedula...

Figure 2-1 Discovery options
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Figure 2-2 shows the resource options that are available to discover. Use resource types to
limit the discovery process to protocols that are based on the resource type to discover.

System Discovery

Use system discovery to discover manageable resources now o
addresses, or use a discovery profile. Discovery profiles enable

(?) Learn more about using discovery

Select a discovery option:
Single IPv4 addrass ;l

IP address:

Select the resource type to discover:

—

Ganeric System
Switch
Opsarating Systam
Farm

Chassis

Server

Figure 2-2 Resource options

Follow these guidelines to use the discovery task efficiently:
» Discover only the systems that you intend to manage.

Limiting discoveries to systems that you intend to manage speeds up the discovery
process. You eliminate discovering other devices that might support the discovery
protocols.

» Keep the IP address ranges as small as possible.

Limiting the number of addresses in a single request can improve the reliability of the
discovery.

» Specify the types of resources to discover (avoid the use of All).

Systems Director can skip discovery protocols that are inappropriate for your resources.
Skipping inappropriate discovery protocols results in shorter discovery time.

» Schedule the discovery of large numbers of systems during off-hours.

Scheduling large discovery jobs off-hours improves the reliability of the discovery process
and helps with the additional network traffic.

» Where possible, use Discovery Profiles and specify individual IP addresses or use Service
Location Protocol (SLP) Directory Agents.

Making the profile as specific as possible minimizes discovery time because Systems
Director runs only the protocols that are configured.

SLP Directory Agents reduce network traffic and increase discovery speed.
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2.1.1 Discovery profiles

Using discovery profiles is the best way to efficiently and effectively perform a discovery within
Systems Director. Figure 2-3 displays the Advanced Tasks section, which gives you the
options to manage discovery profiles.

Advanced Tasks

Create new profile
Manage discovery profiles
Discovery jobs

Figure 2-3 Advanced Tasks page

Figure 2-4 shows an example of creating a discovery profile for a BladeCenter chassis.

Discovery Profile Wizard

Profile Properties

¥ Welcome

> Profile Provide 2 name and other deftails for the profile.
Properties
Protocol Selection &s you specify the name and description, keep in mind that later you can sort available profiles by those values.
Summary

¥profile name:

Resource type:

Switch _;I'

Farm
Chassis
Genearic Systam rhat options to select for the resource you want to discover

Profile description:

Figure 2-4 Profile Properties page

Figure 2-5 is the Protocol Selection page. If the chosen resource type supports additional
discovery protocols, the protocols are listed.

Protocol Selection

Select at least one type of target resource or protocol that you want to configure.

The different types of resources that you can discover use a variety of network communication methods, called protocols. Each protocol provides a different
mechanism that enables Systems Director to dynamically detect the presence of a particular resource typa.

Selected resource type: Chassis
Selected resource subtype: BladeCenter Chassis

Select the target resource or protocol that you want to configure.

¥ Service Location Protocol (SLP) Discovery

i:"?‘:ﬁ- Learmn more about what options to select for the resource you want to discover

Selecting more than one target or protocol might cause discovery to take a longer time to complete because of an increase in network traffic.

Figure 2-5 Protocol Selection page
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Figure 2-6 shows where you configure how to discover your endpoints. Depending on the
network, Unicast, Multicast, and Broadcast can be used. For best results, the use of Unicast
is advised. With this option, you can specify an IP address or sequential range of IP
addresses of endpoints. You also can import a group of nonsequential IP addresses by
importing a text file or a CSV file that contains one IP address per line.

Service Location Protocol (SLP) Configuration

Configure settings for SLP discovery.

Specify how te configure SLP discovery.

You can use either unicast or multicast and broadeast to perform this discovery. You can also configure Service Location Protocel (SLP) directory agents.

Use this section to configure unicast or multicast and broadcast.
l:?:l Learn more about unicast, multicast, and broadcast

Choose a mechanism for discovering systems based on IP address:

- Unicast

Select how to specify the 1P addresses that you vant to discover: ':':’:' Learn more about importing IP addresses

IA:I:I a single 1P address ;I

Single IF address or beginning range:
Ending range:

1P addresses:

' Multicast / Broadeast

[T Enable multicast

= Enable general broadcast

Use this section if you want to configure Service Location Protocol (SLP) discovery agents.

[~ cConfigure SLP directory agents ':':’:' Learn more about configuring SLP directory agents

Figure 2-6 SLP Configuration page

In Figure 2-7, you can enter credentials that automatically request access to the endpoint
after the discovery.

Access Request

Caonfigure settings to automatically request access to discoversd systems.

You can specify to automatically request access to a resource after it is dizcoversd.

Mote: When discovering storage, always automatically request access.

C Reguest access later

= Usze the following user ID and password

User ID:

Password:

Automatically requesting access might significantly increase the time required to perform discovery.

Figure 2-7 Access Request page
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Figure 2-8 displays the new Discovery Profile wizard summary.

Summary

Summary af your profile selections

You have completed the Discovery Profile wizard. Review the following summary of your prefile selections.

Profile name

BladeCenter Discovery

Profile description

Protocols

Service Location Protocel (SLP) Discovery

Automatic request access
Enablad

Click Finizsh to complete creating this profile or click Back to return to a previous page and modify your selections.

Figure 2-8 Summary

Figure 2-9 displays how to choose the profile that you created, which can be run immediately
or scheduled.

System Discovery

Use system discovery to discover manageable resources now or schedule your discovery to run later. You can discover a resource for a single 1P address or host name, discover
a discovery profile. Discovery profiles enable you to customize discoveries, including importing IF addresses, and requesting access to and collecting inventory for the discovers

':’:’:' Learn more about using discovery Advanced Tasks

Select a discovery option:

Create new profile

Manage discovery profiles
Discovery jobs
Discovery profile to run:

IEIIadECEntEr Discovery ;I

Schedule...

Figure 2-9 Selecting a discovery profile

2.1.2 BladeCenter discovery
To successfully discover a BladeCenter Advanced Management Module (AMM), you must set
several AMM prerequisites:
» Increase TCP Command Mode protocol to at least 10 connections.

Systems Director needs several concurrent connections to successfully communicate with
a BladeCenter AMM.
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Figure 2-10 shows the AMM page where the TCP Command Mode Protocol is listed.

Bay 1: SN#YK14817831LY

& Monitors
X System Status

Event Log
LEDs
Power Management
Hardware VPD
Firmware VPD
Remote Chassis

Blade Tasks

1/0 Module Tasks

= MM Control
General Settings
Login Profiles
Alerts
Serial Port
Port Assignments
Network Interfaces
Network Protocols|
Chassis Int Network
Security
File Management
Firmware Update

TCP Command Mode Protocol @

10 connections
Secure command mode 0 connections
Command mode inactivity timeout |600 seconds

Command mode

Service Location Protocol (SLP) @

SLP I Enabled ¥ |

Address type I Multicast 'I
Multicast address [239.255.255.253

File Transfer Protocol (FTP) @

I Enabled |

FTP idle timeout (seconds) 300

FTP server

Figure 2-10 TCP Command Mode Protocol page
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>

Port Assig

Enable SNMPv1 and SNMPv3. Set the trap destination to the IP address of the Systems
Director server. Set the Access Type to Get or greater.

By enabling SNMPv1 and SNMPv3, Systems Director uses the connection to collect a
more comprehensive inventory. Figure 2-11 shows the AMM SNMPv1 and SNMPv3
setting page. Both the AMM SNMPv1 and SNMPv3 agents need to be enabled.

Simple Network Management Protocol (SNMP) @

SNMP trapsa Enabled 'I

* If you enabled SNMP traps, you must also define an alert recipient from the Alerts page, and one

SNMPv1 agent’  |Enabled =

T If you enabled the SNMPv1 agent, you must also define at least one community below.

Community Name Access Type  Fully Qualified Hostnames or IP Addresses’
1D [set =] L
2.
3.
[ [Get =] 1]
2.
3.
[ [Get =] 1]
2.
3.

% The value 0.0.0.0 is not a valid trap destination IP address, so it is ignored for sending traps. One
trap destination IP address.

SNMPv3 agent® Enabled x|

Figure 2-11  SNMP configuration

» SNMPv3 needs a user profile that is associated to it. Set the Access type to Set

(Figure 2-12).

The user profile that is associated to SNMPv3 is used when you request access from the
AMM.

SNMPv3 User Profile 6 @

Context name |context6
Authentication protocal INone |

Privacy protocol I MNone j

Privacy password |

Confirm privacy password |

Access type I Set ;I

Fully qualified hostname/IP address for traps ||

Figure 2-12 SNMPv3 User Profile page

Tip: Reboot AMM after these changes.

58 IBM Systems Director 6.3 Best Practices: Installation and Configuration



2.2 Endpoint management

Systems Director has multiple methods to manage different endpoints. The method depends
on the type of equipment that you plan to manage. Servers are the most common endpoints.
Complete these prerequisites to manage endpoints by using System Director:

» Verify that the Domain Name System (DNS) functions correctly for both forward and
reverse lookup.

Systems Director uses standard networking technologies, such as DNS, to identify and
communicate with the endpoints.

» Open the necessary firewall ports.

Systems Director uses several ports to communicate with various endpoints that need to
be open. Each type of device requires a group of ports. Determining which ports to open
depends on what you plan to manage.

For more information, see this information center page:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.plan.helps.doc%2Ffgm0 _r all available ports.html

» Determine how you want to manage your systems, either agentless, Platform Agent, or
Common Agent:

— Agentless management provides “hardware alerting” out-of-band either through the
Integrated Management Module (IMM) or AMM. With agentless management, you can
inventory your systems by using distributed component object model (DCOM) for
Windows or Secure Shell (SSH) for Linux.

For more information about agentless systems, see this information center page:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.d
irector.install.helps.doc%2Ffqm0_t_preparing_agentless_managed_systems.html

— Platform Agent is the lightweight agent that is installed on Windows or Linux systems
that provides everything that agentless management provides. Platform Agent also
provides comprehensive hardware alerts from the OS level.

For more information about Platform Agent systems, see this information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.d
irector.main.helps.doc%2Ffgm0 _c platform_agent.html

— Common Agent uses more resources from the system. Common Agent provides
everything that the Platform agent offers. Common Agent can interact and monitor the
operating system performance, services, and processes.

For more information about Common Agent systems, see this information center page:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.d
irector.main.helps.doc%2Ffgm0_c_common_agent.html

2.3 Firewall ports

Table 2-1 on page 60 through Table 2-18 on page 64 list the TCP and User Datagram
Protocol (UDP) ports that need to be open for specific Systems Director functions to work
correctly.
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Table 2-1 BladeCenter AMM (out-of-band)

Protocol Description Integrated Managed endpoint port
System
Development
(ISD) server
port
SLP Discovery 427, TCP, UDP 427, TCP, UDP
Inbound Inbound
Outbound Outbound
TCP Command Mode | Ongoing communication/ 6090, TCP 6090, TCP
management Outbound Inbound
UDP Native events 13991, UDP 13991, UDP
Inbound Outbound
Simple Network SNMP 162, TCP, UDP 162, TCP, UDP
Management communication/traps Inbound Inbound
Protocol (SNMP) Outbound Outbound
Trivial File Transfer Updating AMM firmware 69, UDP, 69, UDP Outbound
Protocol Inbound 121, UDP
(TFTP)/SNMPv3 121, UDP Outbound
Inbound Inbound
Outbound

Table 2-2 IMM1/IMM2 (out-of-band rack servers)

Protocol Description ISD server port Managed endpoint port
SLP Discovery 427, TCP, UDP 427, TCP, UDP

Inbound Inbound

Qutbound Qutbound
UDP Native events 13991, UDP 13991, UDP

Inbound Qutbound

Table 2-3 Management module (MM), remote supervisor adapter 1/2

Protocol | Description ISD server port Managed endpoint port
SLP Discovery 427, TCP, UDP 427, TCP, UDP
Inbound Inbound
Outbound Outbound
CIM Ongoing 5988, TCP 5988, TCP
communication/management Inbound Inbound
Outbound (unsecure) | Outbound (unsecure)
5989, TCP 5989, TCP
Inbound Inbound
OQutbound (secure) Outbound (secure)
TFTP Updates for System x/Flex servers | 69, UDP 69, UDP
that run ESXi Outbound Inbound
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Table 2-4 Flex Chassis Management Module (CMM)

Protocol | Description ISD server port Managed endpoint port
SLP Discovery 427, TCP, UDP 427, TCP, UDP
Inbound Inbound
Outbound Outbound
CIM Ongoing 5988, TCP 5988, TCP
communication/management Inbound Inbound
Outbound (unsecure) | Outbound (unsecure)
5989, TCP 5989, TCP
Inbound Inbound
Outbound (secure) Outbound (secure)
SFTP Update CMM firmware 9520, TCP 9520, TCP
Outbound Inbound

Table 2-5 Hardware Management Console (HMC)

Protocol | Description ISD server port Managed endpoint port
SSH Ongoing communication with 22, TCP 22, TCP
limited management Outbound Inbound
CIM Ongoing 5989, TCP 5989, TCP
communication/management Inbound Inbound
Outbound (secure) | Outbound (secure)
Table 2-6 Windows agentless
Protocol | Description ISD server port Managed endpoint port
DCOM Ongoing 135, TCP, UDP 135, TCP, UDP
communication Outbound (software installation) | Inbound (software installation)
with limited 137 - 139, TCP, UDP 137 - 139, TCP, UDP
management Outbound Inbound
445, TCP, UDP 445, TCP, UDP
Outbound Inbound

Table 2-7 Linux agentless

Protocol | Description ISD server port | Managed endpoint port
SSH Ongoing communication with limited 22, TCP 22, TCP
management Outbound Inbound

Table 2-8 AIX agentless

Protocol | Description ISD server port | Managed endpoint port
SSH Ongoing communication with limited 22, TCP 22, TCP
management Outbound Inbound
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Table 2-9 VMWare ESXi

Protocol | Description ISD server port Managed endpoint port
SLP Discovery 427, TCP, UDP 427, TCP, UDP
Inbound Inbound
Outbound Outbound
CIM Ongoing communication/ 5988, TCP 5988, TCP
management Inbound Inbound
Outbound (unsecure) | Outbound (unsecure)
5989, TCP 5989, TCP
Inbound Inbound
Outbound (secure) Outbound (secure)
Table 2-10 ISD Platform Agent
Protocol | Description ISD server port Managed endpoint port
SLP Discovery 427, TCP, UDP 427, TCP, UDP
Inbound Inbound
Outbound Outbound
CIM Ongoing 5988, TCP 5988, TCP
communication/management Inbound Inbound
Outbound (unsecure) | Outbound (unsecure)
5989, TCP 5989, TCP
Inbound Inbound
Outbound (secure) Outbound (secure)
Table 2-11 ISD Common Agent (CAS)
Protocol | Description ISD server port | Managed endpoint port
SLP Discovery 14252, TCP, 14252, TCP, UDP
UDP Inbound
Inbound Outbound
Outbound
CAS All ongoing communication/ 9510, TCP 9510, TCP
management Inbound Inbound
Outbound 9511 - 9513, TCP
9511 - 9513, Outbound
TCP 20000, TCP
Inbound Outbound
20000, TCP
Inbound
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Table 2-12 /O modules
Protocol Description ISD server port | Managed endpoint port
SSH Ongoing communication with 22, TCP 22, TCP
limited management Outbound Inbound
SNMP Monitoring 162, TCP, UDP 162, TCP, UDP
Inbound Inbound
Outbound Outbound
TFTP/SFTP/FTP | Firmware updates FTP 20 - 21 FTP 20 - 21
TCP TCP
Inbound Outbound
SFTP 9520 SFTP 9520
TCP TCP
Inbound Outbound
TFTP 69 TFTP 69
UDP UDP
Inbound Outbound
Table 2-13 SNMP Devices
Protocol Description ISD server port Managed endpoint port
SNMP SNMP communication/traps 162, TCP, UDP 162, TCP, UDP
Inbound Inbound
Outbound Qutbound
Table 2-14 ISD Server Service and Support Manager
Protocol Description ISD server port Managed endpoint port
HTTPS Communication with IBM 443, TCP N/A
Outbound
FTPS Service log upload 21, TCP N/A
Outbound
Table 2-15 ISD Server Update Manager
Protocol Description ISD server port Managed endpoint port
HTTP Check for updates 80, TCP, Outbound N/A
Download updates
HTTPS Check for updates 443, TCP, Outbound N/A
Download updates
Table 2-16 ISD Server web interface
Protocol | Description ISD server port Managed endpoint port
HTTP HTTP communication with ISD web 8421, TCP, N/A
interface (auto redirects to HTTPS) Inbound
HTTPS HTTPS communication with ISD web | 8422, TCP, N/A
interface Inbound
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Table 2-17 Default Managed DB2 database on ISD server

Protocol Description ISD server port Managed endpoint port
FCM Database communication 50010, TCP N/A

Inbound

Outbound

Table 2-18 ISD cli (smcli)

Protocol Description ISD server port Managed endpoint port
TCP Command-line interface 2044, TCP N/A
(CLI) Inbound
Outbound

2.4 Inventory

Inventory is one of the most important tasks. Inventory needs to be run on all systems that are
managed by the Systems Director server. Inventory information provides the basis for much
of the functionality in Systems Director.

The following examples are good examples of functionality that depends on Inventory:

» Update Manager
» Compliance checks
» Dynamic groups

Inventory data for systems that are managed by Systems Director is stored in a database that
is created and controlled by Systems Director. Since version 6.3, the default database format
is IBM DB2.

Optionally, you can use external databases, such as IBM DB2, Oracle, and Microsoft SQL
Server (the latter is for Windows platforms only). It is a preferred practice to use the built-in
(local) IBM DB2 database, which is created and controlled by Systems Director at installation.

When a system is discovered by the Systems Director, a basic inventory scan runs for this
system. This scan includes IP address, host name, OS, and if an agent is installed, the agent
version. For additional information beyond these properties, the Systems Director needs full
authorized access to the system.

When a system has access, run an inventory scan for this system to collect the complete
inventory information. The complete inventory information includes hardware, software, and
driver information from the system.

The following topics are described:

» 2.4.1, “Inventory data and collection profiles” on page 64
» 2.4.2, “Collecting inventory” on page 71

» 2.4.3, “Viewing inventory” on page 75

» 2.4.4, “Exporting inventory” on page 78

2.4.1 Inventory data and collection profiles

Systems Director uses inventory collection profiles to collect inventory data from discovered
resources.
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Systems Director uses profiles to manage the inventory collection tasks that you create and
run. An inventory collection profile is a group of settings that are saved on the Systems
Director server. The settings indicate the type of resources that are collected during the
collection process.

By default, Systems Director includes the following inventory collection profiles:

» All Inventory

This profile collects inventory from all resources and encompasses all the other inventory
collection profiles.

All inventory: The All Inventory profile is required if you intend to use Update Manager.

» All Hardware Inventory

This profile collects inventory from physical and virtual devices.
» All Software Inventory

This profile collects inventory from software resources.
» Basic System Information

This profile collects inventory from system resources.

These predefined inventory profiles are read-only and cannot be deleted or edited. However,
you can use these existing profiles to create your own profiles.

The use of inventory discovery profiles provides a predefined template to collect the inventory
information that you need. This template is useful when you want to use the inventory
information that Systems Director collects from the system for asset tools. Or, this template is
useful if you need specific information from the system without going through all of the
available inventory information.

To create your own inventory discovery profile, follow these steps:

1. Start on the View and Collect inventory page. Select Manage Profiles next to the profile
selection (Figure 2-13).

Wiew and Collect Inventary

To view the inventory of any resource, select a target system, select 5 profile, and dick Refresh Wiew, Ta collect the most current inventary values,
click Collect Inventory,

- Browse...

- Mzarage Profiles

Collact Inventaory Last collected: October 19, 2012 6:36 PM

Figure 2-13 Manage inventory discovery profiles
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2. Select either to create a profile or copy an existing profile. When a function is selected, the
Create Inventory Profile wizard opens. In our example, we create a profile. The first
window is the Welcome page (Figure 2-14). Click Next at the bottom of the page (not
shown) to continue.

Inventory Discove
o Welcome Y Y

Profile name

Wiew and collect inventary for discoverad resources

Inventory Selecion

Options wieloorme

Surnmary ¥ Show the welcarme page next time,

Figure 2-14 Inventory Discovery Profile wizard - Welcome panel

3. In Figure 2-15, give your profile a name. If you chose to copy an existing profile, the default
name is copy_of profilename. In our example, we name the profile book as shown in
Figure 2-15. A description is optional. Click Next to continue.

Create Inventary Profile

ey Inventory Discovery Profile Name

& Profile name Specify a name and an optional description for this inventory discovery profila,

Inventory Selection
Fprofile narme

Cptions
°

=
S Profile description

|created for book |

Figure 2-15 Inventory Discovery Profile wizard profile name
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4. In Figure 2-16, select which inventory resources to collect with your profile. To select an
inventory resource, expand the resource groups on the left, make your selection, and click
Add to copy your selection to the selected resources. You cannot copy complete resource
groups. Instead, you must select each resource in a resource group to select the complete
group. Click Next to continue.

Create Inventary Profile

Inventory Selection
¥ welterne

 Profile name Selact the resource typas for which vou want to collect inventary,

Inventary
= Selection

Auailable Rezources Selected Resources
Bpdiemns E| Hardware Devices Add = ‘D B &= Hetwork Configuration
BRI E| Metwork Caonfiguratian IF Interface
E| Phyzical Hardware < Rernoue | LAM Connection
E| Felated Systems B [ Physical Hardware
Systern Internals Chassis
Systern Software Physical Mernaory

Systermn Uszers Slot

Yirtual Configuration Related Systems

Systern Internals

0= Systern Software
Installed Feature
Installed Fix
Installed Software
Installed Update
Software Image

o o) o

Figure 2-16 Inventory Discovery Profile wizard -Inventory Selection
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5. In Figure 2-17, select the inventory service. You can either let the system select the
inventory service or you can manually configure the discovery service.

If you select Let the system choose, click Next to see the option window as described in
step 7 on page 70.

If you select Let me manually configure the discovery services and click Next, you see
Figure 2-18. Go through the definition of the discovery services. In this window, you can
select the available inventory profiles.

In most cases, letting the system choose the discovery service is easier. With this method,
no configuration mismatches occur and you include all necessary functions.

In our example, to show the available functions of this wizard, we choose the manual
configuration. In our example, only one discovery service available, the CIT Software
Discovery module, which we select.

Select the modules (if more than one service is available) that you want to use and click
Next.

Create Inventary Profile

P Discovery Service
elcome

You can let the systern select the discovery services or you can manually choose which services ta

Profil
7 Pl werme use to gather the zelected inventory information,

v Inuentory Selection

CD Discovery Service Choose whether you want to configure the discovery services or let the systern choose the services for
Module Selaction Fo
Caomron Inventary Technology Scan L et the systerm choose the discovery services
Options ((: Let me manually configure the discovery seruices)
Surnrnary

Figure 2-17 Select Discovery Service

Create Inventary Profile

Module Selection

v welcome

¥ Profila name Select the rodules that you want to configure,

v Inwentory Selection
Usze this page to select one or more discovery modules to configure, Each discavery rodule can

v~ Discovery Service dizcover additional resource attributes on your systems.

= Module Selection Select the modules that you want to configure.

Caomron Inventary Technology Scan
. WV oIT software Ciscovery
Cptions

Surnrnary

Figure 2-18 Module Selection

6. In our example, the option menu for the CIT Software Discovery module opens
(Figure 2-20 on page 69). You can select whether you want to use the registry, the catalog,
or both for the inventory collection. In our example, we select Use both.

If you select the registry, the registry information from the system is used to collect
software inventory information. If you select the catalog, the internal software catalog is
used to collect software inventory information. When you choose both options for the
software inventory collection, the CIT Software discovery module checks the registry and
the catalog to collect software information.
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The default software signature file is the softwaresignature.xml file (Figure 2-19).

<l--
Licensed Materials - Property of IBM

(C) Copyright IBM Corp. 2010, 2011 A1l Rights Reserved

US Government Users Restricted Rights - Use, duplicate or disclosure
restricted by GSA ADP Schedule Contract with IBM Corp.

-

<!-- IBM_COPYRIGHT_END -->

Figure 2-19 softwaresignature.xml file

If other modules are available, you see the option menus for these modules. Make your
selection and click Next.

Create Inventory Profile

CIT Software Discovery

¥ Welcomne
 Profile name Use this page to select the type of cormmon inventory technology scan to perdform.
\/ Inventory
Selaction Chaoose the cornmon inventary technoloagy option for the zcan to use.
Dizcovery i f
¥ Seralis Use the registry
~
v Madule Use catalog
Selection * J:s both
carmmon Software Signature File
Inventory .
=P softwaresignatures, =ml
Technology
Scan
Cptions
Surnrnary

Figure 2-20 Options for CIT Software Discovery
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7.

In the Options panel, Figure 2-21, you can define the timeout period and the number of
simultaneous collections.

Timeout period describes the length of time to wait for a response to inventory collection
communications that are sent to systems. If the timeout value elapses before the response
is received from the destination, no inventory data is collected from that target.

Maximum simultaneous collections describe the maximum number of agents from which
the Systems Director server can simultaneously collect inventory. To help reduce network
traffic, specify the lowest possible number of agents.

A check box asks whether you want to try failed agents again. If you select this function,
Systems Director automatically tries again after failed collection attempts.

Click Next to continue.

Create Inventory Profile

Welcarme

Profile narme

Selection

Dizcavery
Service

Madule
Selection

v
v
v Inventory
v
v

Common
Inventory

v Technalagy
Scan

o Options

Surnrnary

Options

Select a timeout period and a maxirmurm number of simultanecus collections.

Tirmeout periad SDJ Minutes

Maxirmurm simultaneous collections B - Agents

W Retry failed agents

Figure 2-21 Options window
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8. The summary windows for the wizard open (Figure 2-22) where you can verify the settings
that you entered. Click Finish at the bottom of the window (not shown) to save the
Inventory Discovery profile that you created.

Create Inventory Profile

Inventory Summary

wWelcarme

Profile name Click Finish to save your changes to the dizcovery profile.

v
v
1/ Inventory
v
v

Selection Profile name: redbook
Criscovery
Seruice Fesource Types
Module Hardware Devices -
Selection B = Metwark Configuration
Cormmon CME Settings
Inventory
1/ Technolagy IP Interface
Scan IP Subnet
" Cptions LAM Connection

Physical Hardware

o Summary
M E Ralatad Suctarme h
< [

Tirneout period: 20 Minutes
Maxirnurn simultaneous collections: 5 Agents

[¥ Retry failed agents

M cIT software Discovery

Figure 2-22 Summary view

9. The list of available profiles for the inventory collection displays, including the profile that
you created (Figure 2-23). In this window, you can edit or delete existing profiles.

Manage Inventory Pre

Click Create to create 2 new discovery profile, vou can alzo select an existing profile and copy it by clicking Create Like, or you can edit or delete 2
profila.

Wiew by
Create Like Edit Celete | | Search the table... Search
Selact Profile name & | Type % | Profile description 3
- Al Inverntary All Tnventary Cefault Profile; recornmended for general usage
- All Hardware Inventory ATA Port, Battery, Cache Battery, ... Default Inventory Discovery Profile for All Hardware Inventory
- All Software Inventary Image Container, Image Reposit.,. Default Inventory Discovery Profile for All Software Inventory
I Baszic Systern Information Accelerator Service, File Systermn, ... Default Inventory Dizcovery Profile for Basic System Informmation Inve...
( ™ book Dizk Drive, Disk Partition, Ethern,,, created for book )

Figure 2-23 Inventory discovery profiles

2.4.2 Collecting inventory

Before you can view inventory for a resource, you must discover that resource by using
discovery.
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Inventory collection uses inventory collection profiles. You can use an existing profile to collect
inventory for a system. If the inventory collection profile does not exist for inventory data type
that you want to collect, first create the inventory collection profile. Ensure that the inventory

collection profile contains the appropriate settings.

Follow these steps to perform an inventory collection:

1. Launch view and collect inventory. Systems Director offers you various ways to initiate this
task:

— On the home page, on the Initial Setup tab, click Collect Inventory, as shown in
Figure 2-24.

InmaISetup Additional Setup @ Plug-ins Leamn

Ferform the following initial setup tasks to set up IBM® Systems Director far the
first time.

@_f‘__. R, Update IBM® Systems Director
[erge e Obtain and install updates for IEM®& Systems Director. This will
)‘Q re_quire a restart of IBM® Systems Director.

'\‘3,' Learn more about restarting the IBM® Systerns Directar server

@ System Discovery
% Discowersystemns by using a single |P address or host name, a

range of IP addresses, or a discovery profile.
G Systems have been discovered

A5 Cperating systems:

A0 systerns with no agent

0 =systerns with Platform Agent

5 systerns with Common Agent

@ Request Access
Fequest access to the systemns that Systerns Directar has no

accessto using eitherthe request access task orthe configure
access tash.

|€| 48 systerns have no access

@ .= Collect inventory
—— Collect the most current inventory from a resource or view the
inventory of @ resource,

E.J,\Eud systemns have no inventory collected

Figure 2-24 Inventory Collection from the Initial Setup tab
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— On the leftmost tasks panel, click Inventory — View and Collect Inventory, as shown

in Figure 2-25.

IBM* Systems Director

| View: |ﬁ|| tasks d

Horne
Find 2 Tazk
Find 3 Resource
Rezource Explorer
Welcame
My Startup Pages
Autamation
El Inventory

prtery [iscouary
( View and Caollect Inuentorg)

Release Management
Security

Swstem Configuration
Swstem Status and Health
[ Tazk Managament
Rermote Acceszs

Settings

Figure 2-25 Select the View and Collect Inventory option from the left pane

— From the Systems Director Home page, click the Plug-ins tab and under Discovery

Manager, click View and Collect Inventory, as shown in Figure 2-26.

Hore

additional informatian,

Initial Setup Additional Setup @ Plug-ins Learn

v=0

‘q Usze theze tabs to performm sarme initial setup tazks, view or activate plug-inz, and access Update IBME Systerms Director

Informmation Centar

IBME Systerns Director contains the following plug-ins, Depending on its
"readiness," the plug-in might be ready to use, or might require additional setup
and configuration.

Last refreshed: Cctober 30, 2012 7:24:31 PM CET

IBM® Systems Director Server =2

& Users do not have access to any resaurces
Manage Users

Discovery Manager

Mo access to 7 systerns, 7 Systerns have no inventory collected,
Swstern Discovery View systerns needing access

Fesource Explorer (\Iiew and Caollect Inuentory)

Additional plug-ins to activate

@ Active Energy Manager
Activate 90-day evaluation now

@ wMControl
Activate 90-day evaluation now

After purchasing a plug-in, dick
Import License Key to browse for
keys,

Import License Key

Figure 2-26 View and Collect Inventor from Home page
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— In Resource Explorer, right-click a group or system. Then, from the menu, click
Inventory — View and Collect Inventory (Figure 2-27).

Resource Explorer

Groups [Wiew Members)

| Create Group | | | Actions ™ | | Search the table... Search

Select Marne % | Type & | Description @
r BHAH Metwork Systermns [11) Dynamic: Systerm Contains All Metwark Systers
r BHAH Operating Systerns (7] Dynamic: Operating Systern Contains all operating systerns that can be managed
r BHAH Storage Systerns (0] Dynamic: Storage Subsyst.. Contains all storage systems
v BHAH Spstermns (51 Y v Contains all systerns that can be managed including ser..
r HH Groups by Acces] Create Group Contains groups based on their access state: Mone, Part...
r HH Groups by Agen Erpe GRS Contains groups based on the agent types running on ..
r HH Groups by Stat fAdd to b Contains groups Mased on their status: critical, warning, ...
r HH Groups by Sydtel Collect Inventory afed on systermn types
r HH Other Groups 1] Release Management [ ljaroups that can isolate different typ...
r HH Personal Groupy_ System Configuration b Contains groups gftimized for each individual user
r HH Service and Sup Syitam SiEilrs and osli 4 Contains groups for Service and Support Manager
r HH Update Groups Properies Contains groups for managing updates

M4 pagelofl FH |1 » Selected: 1 Total: 12 Filtered: 12

Figure 2-27 View and Collect Inventory from Resource Explorer

2. The inventory task then launches (Figure 2-28). If not preselected, select the system or

group for which you want to run the inventory collection. Then, you can select an Inventory

Discovery profile. We describe how to create a profile in 2.4.1, “Inventory data and
collection profiles” on page 64. Click Collect Inventory to start the process.

“iew and Collect Inventary

collect the most cunent inventory values, click Collect Inventary.

Target systems

<Select> :I | Erowse. .. |

Wiew by

All Inventony :I | Manage Profiles
Refresh Wiew Collect Inventany
Export All “Wiew Report

To wiew the inventory of any resource, select a target systemn, select a profile, and click Refresh View. To

v=0

Figure 2-28 Inventory collection
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3. A scheduler window opens (Figure 2-29). Select Run Now or specify a time to run the
inventory collection.

Schedule Maotification Options

Job name and schedule

#Jab Mame:
Collect Inventory - Nowvemnber1, 2012 12:22:47 PM EDT

Choose when to run the job.

" Run Now

ﬂ Schedule \

#Time:
12:22 AM

#Date:

Maw 1, 2012 |

Fepeat Options

Frequency:

Weekly ;I

Run every week an the fallowing days:

\ Sunday D Monday D Tuesday D Wednesday D Thursday D Friday D Satuldagj

Duration
A Far
- Fepeat forever
D until
® Unlimited
(3139 Cancel Help

Figure 2-29 Scheduler example for weekly, Sunday 12:22 a.m. setting

Schedule an inventory collection once a week. Schedule this inventory collection in
off-hours so that the inventory collection does not affect your daily business. Also, run an
inventory scan when you plan to update systems or install agents on the system.

4. After the schedule is defined or you select Run Now, click OK.

5. You can see the status of the task in the left pane under Task Management — Active and
Scheduled Task.

2.4.3 Viewing inventory

After the inventory task completes, you can view the results. The following examples show
different profiles.

Tip: When you select a single system, a summary shows at the top of the inventory
information. If you select a group of systems, no summary is shown.

Chapter 2. Fundamentals 75



76

In our examples, we used the All Systems group to discover the inventory:

» Basic file system information (Figure 2-30)

Collected temns

Bl = System Intemals

Service

File Systermn
| Actions Vl | Search the table...
Select Name -
|:| E.l'dev.l’loopo
O By /devisdaz
|:| E.l'dev.l'sm
|:| Eudev
[ T

44 Page1of1 FH | »

Search

Systermn name
SLES11
SLES11
SLES11
SLES11

~
w

Selected: 0 Total: 4 Filtered: 4

File Systam ...
Unkriown
EXT3
Unkriown

Unkriown

[2]

Figure 2-30 Basic systems information

» All software inventory (Figure 2-31)

Collected temns

== System Software

Installed Application

Actions b | | Search the table... Search
Installed Application —
Installed Driver Select Mame Systern name Wersion
Installed Feature Fitter Fitter
Installed Firmware 0  Bzddiag SLES11 0.742.32 25
O SLEST1 4.13-1326 33
O SLEST1 11-6.3
O SLEST1 2247303
O SLEST1 1.06-916
0 agfa-fonts SLES11 2003.03.19-156.21
0  Basa SLES11 1018163
Figure 2-31 All software information
» All hardware inventory (Figure 2-32)
Collected tems Card
B = Hardware Devices i 1
| Actions b | | Search the table... Search
Cache Memory ——
Disk Partition Select Name % | System name 2 | Medel
Ethemet Port O B9 BRCM:44W4477-YKE0Z00590ET | IBM 7870ACT 06...
Fan O B9 BRCM:44 W44 77-YKE0Z00590RI | IBM 7870ACT 06...
Iemaory
[ 8 ERCM:A44W4477-YKS0200520U0 | IBM 7870ACT 06...
Modular Device
O 8 BRCM:A4W4477-YKS0200590V4 | [BM 7870ACT 06...
Part Cantroller
Power Supply [ 8 BRCM:A44W4477-YKS0200590VS | [BM 7870ACT 06...
Processor [0 B BRCM:22W4477-¥KS0200530WA| IBM 7870ACT 06. .
B (= Physical Hardware [ 8 BRCM:A44W4477-YKS0200590WE | IBM 7870ACT 06...
O 8 BRCM:A4W4477-YKS0200590 KB | IBM 7870ACT 06...
Chassis
|:| W{ Chassis SLEST1 Whiware Virtual
FRU Murnber
) O [55] IBM:E8YE071-VO12UFOSCOTR | IBM 7870ACT 06...
FPhysical Memary
[ [55] IBM:E8VE071-VOT12UFOSCOTT | IBM 7870ACT 06...

Figure 2-32 All hardware inventory
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» Allinventory (Figure 2-33)

Collected Itemns

Hardware Devices
Bl (= Netwolk Configuration
D DNS Interface
|:| IP Interface
D LAN Connection
[(3) Physical Hardware
Related Systems
Bl = System Intemals
D File Systemn
|:| Service
D Systermn Asset Settings
Bl = System Software
&
El
&
El

Installed Application
Installed Driver
Installed Feature

Installed Firmware

Cache Memory

Select

|Actions Tl | Search the table...

Name

@L'I Cache
@L'I Cache
@L'I Cache
@L'I Cache
@LZ Cache
@LZ Cache
@LZ Cache
@LZ Cache

Ooooooagao

44 Pagel of1 FFH »

e
W

Search

System name I | Capacity

SLEST1 16,2
SLEST1 16,2
SLEST1 16,2
SLEST1 16,2
SLEST1 524,32
SLEST1 524,32
SLEST1 524,32
SLEST1 524,32

[+]

Selected: 0 Total: 8  Filtered: 8

Figure 2-33 All inventory

If you select a single system, a system summary shows at the top of the inventory
information. This summary provides an overview of the system information:

vyvyvyvYyYyvyy

Operating system summary

Network configuration summary
Systems Director Agent version that is installed on the system

Access state
Supported protocols
Firmware information
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In Figure 2-34, we show a system that runs SLES11. The Systems Director server 6.3.2 is
installed. The system runs on a virtual machine that is hosted by VMware ESXi.

Collected Items Systern Summarny
System name: SLESI
Hardware Devices Type: Operating System
El Network Configuration Access State: Full Access/Comrmunication O
Last Collected: Cctober26, 2012 2:44 PM
Physical Hardware
Protocols: SMIS, CAS, CIM, S5H
) Related Systems
System Intemals Software Summary Network Summary
Software Type: Linux Hostname: SLEST1
51 svstem Software )
Software Version: 11.0 IF Addresses: 94217184
Agent Version: IEM-IEM Directar AgentwvE.3.2, MALC Addresses: OOOC2938F85C
IEM-IEM Directar Platform Agent
e 3.2
Systemn BIOS: .00
Asset Summary Uiilization Summary
Manufacturer: Whilware, Inc. Mumber of Processors: 4
Model: “Whlware Wirtual Platform Mumber of Cores: 4
Machine Type: Whiware Yirtual Platform Max Processor Speed: 30000 MHz
Serial Number: “Widware-56 4d 11 44 96 12 6b ac-25 2 Frocessar Family: Unknawn
7cB0cd33f3 e Total Physical Memary: 24564964 KB
Architecture: $BE_64 Free Physical Memory: 283444 KB
UuD: E64d1144-381 e-Bbhac-25f2-7ck
0439185
Installed Firrmware
| Actions W | | Search the table... Search
Select Name % | System name % Categary ? Subcategory E W
O Bees SLEST BIOS System g
I L —
44 Page1 of1 FF » Selected: 0 Total: 1 Filtered: 1

Figure 2-34 Inventory summary view (only available for a single system selection)

2.4.4 Exporting inventory

To use the inventory information outside the Systems Director, you can export the inventory
information for a system or a group. This function might be useful to perform asset
management tasks that are external to Systems Director. Or, this function can be useful if you
want to print the inventory report for documentation.
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Follow these steps to export the inventory data:
1. From the View and Collect Inventory page, click Export All (Figure 2-35).

“Wiew and Collect Inventany

To view the inventory of any resource, select a target system, select a profile, and click Refresh View. To collect the most current inventory values, click Collect In

Target systemns

sLEsn 7| | Browse... |

WView by
All Inventory :I | Manage Profiles |
| Refresh Wiew | | Collect Inventany | Last collected: Cctober26, 2012 2:44 PM
| Export All | | “iew Report |
Collected ltemns Systern Summary
% Summary Systern name: SLES11
[ Hardware Devices Type: Operating System
Netwaik Configuration Access State: Full Access/Communication Ok
. Last Callected: October 26, 2012 2:44 PM
) Physical Hardware
Protocols: SMIS, CAS, CIM, S5H
Related Systems
B system Intemals Software Summary Network Summary
< — Software Type: Linus Hostname: SLEST1
£ em Software
s Software Wersion: 1o IP Addresses: 942171 84
Agent Version: IEM-IEN Director Agentws 3.2, MAC Addresses: 000C2939Fa5C
IEM-1EM Director Platform Agent
V.32
System BIOS: 5.00

Figure 2-35 Select Export All to export inventory data

2. Choose the format to which to export the inventory data (Figure 2-36). Various formats are
available to export your data:

— Hypertext Markup Language (HTML)
— Extensible Markup Language (XML)
— Comma Separated Variable (CSV)

Export Inventory

Export inventory data for the specified target systems to a file, Select
the format to use when exporting the data.

Forrmat

I Hypertext Markup Language [HTML) ;I
Camma Separated Variable (CSY
Hyper larkup Language [HTML]
Extensible Markup Language [KML]

[T show only default colurnns in export

Figure 2-36 Select the format for export
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3. After you select the format in which you want to export the inventory data, click OK.
If the HTML or XML format is selected, a web page that contains the data opens in your
browser. You can save this data to a file or print the data, as needed. In our example, we
use HTML as the file format (Figure 2-37).

!nventory Report _ __..

Systern narne : SLES11

Type: Operating Systern

Areess Srate: Full Access/Corormamication OF
Last Collected: October 26, 2012 2:44 PR
Protocols: SMOS, CAS, CIM, 55H

Software Summary Network Summary | Asset §
Mlarote

Software Type: Liroax Hosmarne: SLEE11
Software Version: ii.0 IF Addresses: 09.42.171.84 Iodel:
Agent Version: IEM-IEM Director Agent-v.3.2, MAC Addresses: 000C2939F85C Machine
IEW-IBM Director Platfoarn Agenr-wi.3.2 Serial T
Systern BIOS: 6.00
Archireet
U

Utilization Summary

Ihorber of Processors: 4
Thaorber of Cores: 4

Max Processor Speed: 30000
Processor Farnily: Thikaown
Tatal Physical Mernory: 24564964
Free Fhysical Mernoay: 283444

Hardware Devices

Cache hMemory

Name | Capacty | FHealth State | Block Sire | Volatile | Level |  Read Policy | Waite Polity | Changed Date |
LiCahe 16384 1024 2012-10-26T14:44:21-04:00 16
L1 Cathe 16384 1024 2012-10-26T14:44:21-04:00 16
LiCahe 16384 1024 2012-10-26T14:44:21-04:00 16
L1 Cathe 16384 1024 2012-10-26T14:44:21-04:00 16

Figure 2-37 HTML export
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If the CSV format is selected, you can save or open the data with available applications as
detected by your browser (Figure 2-38).

3| OpeningInventoryExport.csv x
ou have chosen to open

D InventeryExport.csv

which is a: CSW file
from: https://9.42.171.84:8422

What should Firefox do with this file?

) Openwith | Browse...

®)|save File

[} Do this automatically for files like this from now on.

‘ @Cancel | [ @OK l

Figure 2-38 Save the CSV file
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The CSV file can be used, for example, to import this data into an Excel worksheet

(Figure 2-39).

A [ B ]

c [ o [ E ] F | &

H [ 1 [ 0 T k [ L [ ™

Cache Meinory
System ns Name
SLES11 L2 Cache
SLES11 L1 Cache
SLES11 L1 Cache
SLES11 L1 Cache
SLES11 L2 Cache
SLES11 L2 Cache
SLES11 L2 Cache
SLES11 L1 Cache

Disk Partition
System ns Name
SLES11  fdewsdal
SLES11  fdewsdaZ

Ethernet Part
System ns Name
SLES11  ethd

Memaory
System ns Name
SLES11  Systerm M

(S5}

(a5}

Part Caontraller

System ns Name
SLES11
SLES11

[mal i fny]

ethd

[}

Processor

System ns Name
SLES11  Unknown
SLES11  Unknown
SLES11  Unknown
SLES11  Unknown

LEERY R

=1

DMS Interface
System ns Name
SLES11  SLESNM

o

IP Interface
System ns Name
SLES11 2421718

R PPl B P E N R NN RN NN RY R SR R R R R R S R el Bl vl Krennll Bl el el Bt —

s
[y}

LAN Connection

System ns Name
A7 [SIES11 ethil

s
o

Capacity Health Sta Block Sizeolatile  Level

524288 1024
16354 1024
16354 1024
16354 1024

524288 1024

524288 1024

524288 1024
16354 1024

Partition T: Partition 5 Capacity | Free Spac Bootable
Extended 2.15E+H19
Extended 1.05E+11

Part Mumb Enabled
TRUE

Permanent Speed

000C2933F 1000000 Ethernet

Capacity Health Sta Block Size“olatile
252E+10 Ok 1 TRUE

Controller T State Health Sta Model

2f53014601£20114501f5c0

oK
Farnily Maximurn Nurber of Data Width Model
Unknown 30000 1 32
Unknown 30000 1 32
Unknown 30000 1 32
Unknown 30000 1 32

Read PolicWrite Polic Changed CConsumahb Created DiFree Spa

2012-10-2¢ 02012-10-2¢ q
2012-10-2¢ 16/2012-10-28 16354
2012-10-2¢ 16/2012-10-28 16354
2012-10-2¢ 16/2012-10-28 16354
2012-10-2¢ 02012-10-2¢ q
2012-10-2¢ 02012-10-2¢ q
2012-10-2¢ 02012-10-2¢ q
2012-10-2¢ 16/2012-10-28 16354

Prirmary P:Block Size Changed [ Created DiHealth Sta Mumber o
1024 2012-10-26 201 2-10-26 Ok 2104483
1024 2012-10-26 201 2-10-26 Ok 1.03E+09

Link Techr Full Duple: Auto Sens Changed C Created DiMaximurm  Netwark A

TRUE TRUE  2012-10-262012-10-2¢ 10000 { 00:0c:29

Changed L Created D: Ending Ad Mumber of Sequential Starting A State
2012-10-262012-10-26 2.52E+10) 2.52E+100 FALSE

0 Active

Manufactu Protocol 5 Changed C Created Di Description

2012-10-262012-10-26 Part Controller
2012-10-262012-10-26 Part Controller

Yersion  Address W Changed C Created D:i Current Cli State
32 2012-10-262012-10-2¢ 1900 Started
32 2012-10-262012-10-2¢ 1900 Started
32 2012-10-262012-10-2¢ 1900 Started

32 2012-10-262012-10-2¢ 1900 Started

Host Narme Dormain MN: DNS Suffis Append P:Append Pr Changed C Created D: Description

SLEST1

2012-10-262012-10-26 DMS Interface

Dynarmic A 1Pwd Addre IPvE Addre Subnet Mz Prefix Lent Gateway  Changed C Created Di Metwork A Description

FALSE 9.42.171.84 255.255.284.0

MAC Addr Device Nar Metwork B LAN 1D

ANAC2S3NE athil TRIIE Eal SF

2012-10-262012-10-269.42.170.01P Interface

AggregaterAggr Cong Changed C Created Di Description

0202 A0 2R 0124028 1 AW Cannection

Figure 2-39 Imported inventory information into an Excel worksheet by using the CSV file

2.5 Updates

82

With Update Manager, a component of Systems Director, you keep the servers on your
network at the software or firmware update levels that you want. Update Manager
automatically checks for available updates and identifies which systems need attention.
Update Manager also provides you with the ability to monitor your systems for needed
updates. With Update Manager, you can schedule the updates at times that are convenient
for you and your users.

Update Manager compares the update information that is loaded into it with the inventories of
specified systems to determine whether updates are needed.
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2.5.1 Prerequisites

Before you can start to use Update Manager to update your systems, ensure that an
inventory of your system is performed. You can automate the collection of the inventory
information as described in 2.4, “Inventory” on page 64.

To update your systems, the systems must be online and accessible. Therefore, you must
have full access to the systems from the Systems Director server. The access state must be
set to 0K. Update Manager can be used to update agentless systems and systems with
Platform Agent and Common Agent installed.

To update the BladeCenter AMM and server with Integrated Management Module | (IMMv1),
you must configure a TFTP server. Systems Director includes a TFTP server. See 2.5.3,
“Settings for Update Manager” on page 85.

The best way to check whether your system is up-to-date or needs an update is to use the
Compliance Check function, which is described in 2.5.6, “Compliance check” on page 93.

2.5.2 What can be updated

The following list shows the supported updates and the systems to which updates can be
applied. Unless otherwise noted, the systems can be agentless-managed systems, Common
Agent-managed systems, and Platform Agent-managed systems.
The following list shows the supported updates and systems:
» Systems Director:

— 6.3.x (Common Agent, Platform Agent, and the Systems Director server)

— 6.2.xand 6.1.x (Common Agent and Platform Agent)

— IBM Director V5.20.x (IBM Director Agent version 5.20 and IBM Director Core Services
version 5.20)

» Technology levels (TLs) and service packs (SPs):
— AIX 5.3 TL6 SP5 and later (the Systems Director server or Common Agent only)
— AIX 6.1 (the Systems Director server or Common Agent only)
» SUSE Linux
» Red Hat Enterprise Linux
» Cumulative PTF packages and PTF groups for IBM i (formerly i5/0S™) 5.4 and later
» Hardware Management Console (HMC) systems at V7.3.3 SP2 or later
» Power Systems firmware for all systems that meet at least one of the following criteria:
— Inband stand-alone (not managed by HMC or Integrated Virtualization Manager) Power

Systems target systems that run AIX or Linux
Required: These systems must have the Common Agent installed.

— Out-of-band (managed by HMC) target systems

No Common Agent: No Common Agent is required in this case because SSH
performs the update.

Chapter 2. Fundamentals 83



84

— Power Systems target systems that are managed by Integrated Virtualization Manager
and that run Virtual 1/0 Server (VIOS) version 1.5.2.1 - Fix Pack (FP) 11.1 or later

No Common Agent: No Common Agent is required in this case because SSH
performs the update.

— Migration, FPs, SPs, and interim fixes for VIOS version 1.5.2.1 - FP11.1 or later

» Device driver and firmware updates, or UpdateXpress System Pack updates, for System x
servers that run Linux or Windows

Support is provided for servers that run all available agent and agentless levels. No
support is available for updating IMM V2 systems that run IBM Director Agent 5.x.

» IBM BladeCenter I/O Module firmware
» IBM BladeCenter Management Modules, AMMs, and Pass-Thru Modules

Update Manager does not perform the following tasks:
» Installing new software products.
» Installing Systems Director agents on systems that currently do not have an agent.

Instead, install Systems Director agents with the Agent Manager plug-in of Systems
Director.

» Migrating to any version of Systems Director from any version of IBM Director.
» Performing actions on systems that are not accessible.

You can perform update actions on those systems that are accessible only. To check
whether the system is accessible, go to Resource Manager and check the access column.
If there is a green circle icon, the access state is OK. If there is another icon (red, yellow,
or gray), check the access state and return the system to the OK state.

» Uninstalling updates and rolling back updates are not supported.

Check several system-specific considerations before you use the Update Manager:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.updates.helps.doc%2Ffgm0_c_um platform extensions.htm]
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2.5.3 Settings for Update Manager

Before you start to use Update Manager, configure all of the necessary settings:
1. On the Update Manager page, click Configure settings as shown in Figure 2-40.

Updates -0

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you
have the latest update information. Then show and install needed updates or set up compliance policies to ensure
that your systems remain either current or at ancther specified laveal.

@:: Learn more about Update Manager

Updates

Step 1: Acgquire updates

Start by acquiring updates through an Internet check or an import. Srmmin EEs

Update IEME Systems Director
Step 2: Show and install updates
Show and then install the updates that are needed by a system. 2 - 2=

Show installed updates
Step 3: Optional: Create and configure compliance policies Export updates

Ensure that your system is always at the desired update laval by

g A - - e Show update groups
creating a compliance policy and then continuously monitoring your

system's adherence to it. Optional: Getting started

Search

Enter the text string, for example an APAR or tech note number such as

I1C60210, for which you would like to search in the release notes of all I

local updates:

Figure 2-40 Update Manager: Configure settings

A new window opens. Adjust these settings:

Connection to the Internet (if the Systems Director accessed the Internet)
Location for the local repository

Settings that are specific to System x and BladeCenter servers

Settings that are specific to AlX and VIOS systems

2. Select the Connection tab (Figure 2-41). You can configure a direct connection to the
Internet or connect through an HTTP proxy server. After you make your selection, you can
test the Internet connection by selecting Test Internet Connection.

Location System X and BladeCenter UXSPi AIX VvIOS

Specify settings for the Internet connectivity that IBM@& Systems Director uses to obtain updates.
Choose the method to use to access the Internet.

« Connect to the Internet directly

o Connect to the Internet through an HTTP proxy server

Proxy server host name: Port number:
I_ Proxy server requires authentication

User name:

Password:

Test Internet Connection

Figure 2-41 Connection tab
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3. Select the Location tab (Figure 2-42). Define the size and location on disk of the local

repository. The defaults are shown in Figure 2-42. The size might need to be increased.

The size depends on the number of managed systems and the kinds of update packages

that you want to deploy with the Systems Director server. The maximum size is 126 GB.
) =

Settings

System ¥ and BladeCenter UXSPi ALK VvIOS

Connaction

Specify settings for the update storage location.

#Maximum amount of management server disk space for updates (1 MB - 128,000 MB):

10,000 MB
#Storage location for new updates, for example Jopt/ibm/director/data/updateslib:

Ct\Program Files\IBM\Diractor\data\updateslib

Note: Changes to the storage location will apply to only future update downloads.

Figure 2-42 Location tab

. In the System x and BladeCenter tab (Figure 2-43 on page 87), you can define the use of

a TFTP or FTP server for updates. This definition is necessary for updating the AMM and
also for updating systems with IMMv1.

For systems with IMMV2, this setting is not necessary. The service processor has enough
internal memory to hold the update packages for updates to Unified Extensible Firmware
Interface (UEFI), IMM, and preboot Dynamic System Analysis (pDSA).
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The Systems Director server can be used as a TFTP server, as indicated in Figure 2-43.
Therefore, you do not need to install an external TFTP or FTP server.

Settings ) =

Connection Location I iSystem X and BladeCenterEl UXSPi AIX VIiOs

Specify settings for the TFTP and FTP servers and options.

Y¥ou must install System x and IEM BladeCenter updates from a TFTP or FTP server, so you will require one or
more of the following file servers. Select the appropriate option for each file server type and then specify any
further required settings.

Note: Ensure that the length of thae combination of the relative path to updates fiald, the specific update build
identifier, and the update firmware file name does not exceed 64 characters.

TFTP

s Do not use 3 TFTP sarver. InstEd, if supported, transfer the updates directly.

(F Use the management server as a TFTP server.)

o Use ancther system as a TFTF server.

FTP

~ Do not use an FTP server. Instead, if supported, transfer the updates directly.

o Use ancther system as an FTP server.

Ca rH:El

Figure 2-43 System x and BladeCenter: TFTP and FTP selection
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5. The UXSPi tab, Figure 2-44, shows the installed UpdateXpress System Pack Installer
(UXSPi) packages. Click Import USXPi to import these packages to Systems Director to
deploy them.

Connection Lacation Swstern ¥ and BladeCenter URSPi ATH VIOS

Specify settings for the UpdateXpress Systern Pack Installer (U=5SPi), which is required by new System = and
BladeCenter updates,

':':’:' Learn rnore about uzing UXSPI to update your systerns

The following UXSPi versions are available and used by update ranager:

U=SPi Update ID % | UxSPi Update Mame &3
ibrn_utl_uxspi_9.00_rhel3_32-64 Updatedpreszs Systern Pack Installar
ibrn_utl_uxspi_9 00_sles10_32-64 UpdateXpreszs Systern Pack Installar
ibro_utl_uxspi_9 00_sles9_32-64 Updatedpreszs Systern Pack Installar
ibrn_utl_uxspi_9.21_rheld4_32-64 UpdateXpreszs Systern Pack Installar
ibrn_utl_uxspi_9.21_rhel5_32-64 Updatedpreszs Systern Pack Installar
ibro_utl_uxspi_9 21_sles11l_32-64 UpdateXpreszs Systern Pack Installar
ibro_utl_uxspi_9.21_winsrur_32-64 Updatedpreszs Systern Pack Installar

] v}

44 Page1of1 kK 1 » Total: 7

Import 2 new version of UXSPi by entering the full path to the directary that contains it in the field below and then
clicking the Import URSPi button,

Full path to UXSPRi directary:

Irmport URSPI

Figure 2-44 UXSPIi: Show version or import UXSPi

[example: " URSPI")

To import the UXSPi packages, you need the Subsystem Device Driver (SDD) file for each
package. If the file is missing, you are prompted that the file is needed before you can
continue.
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6. The AlX tab (Figure 2-45) shows the selection for the AIX Network Installation
Management (NIM) master. This NIM master is used for updates on AIX systems. Click
Browse to select the AIX NIM master in your network.

Settings ) =

Connection Location System X and BladeCenter UXSPi VIOS

Specify settings for the system that will serve as the AIX NIM master.

You must install AIX updates from & NIM master. Browse for and select the system that vill serve as the NIM
master and provide staging for the AIX updates.

AIX NIM master: null

s = [ |

Figure 2-45 AIX: Define the AIX NIM master

7. The VIOS tab (Figure 2-46) shows the selection for the VIOS NIM master. This VIOS NIM
master is used for a VIOS upgrade (migration).

Settings ) =

Connection Location System X and BladeCenter UXSPi ALY

Specify settings for the system that will serve as the Virtual I/O Server (VIOS) NIM master.

You must perform & VIOS upgrade (migration) frem a NIM master. Browse for and select the system that will
serve as the NIM master for the upgrade.

MNote: The NIM master that you select should have AIX 6.1 or later installed on it.

VIOS NIM master: null

oo = [ |

Figure 2-46 VIOS: Define the VIOS NIM master

2.5.4 Update Manager with Internet connection
When Systems Director connects to the Internet, use Update Manager to automatically check

and download the update information from a central IBM repository. 2.5.3, “Settings for
Update Manager” on page 85 describes setting up and verifying the Internet connection.
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Perform these steps to retrieve updates directly from the Internet:

1.

2.

On the Update Manager home page, click Acquire Updates as shown in Figure 2-47.

Updates

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you
have the |latest update information. Then show and install needed updates or set up compliance policies to ensure
that your systems remain either current or at another specified level.

l:';’:' Learn more about Update Manager

Updates

Step 1: Acquire updates Common tasks
Start by acquiring updates through an Internet check or an import.

Update IEM& Systems Director
Configure settings

Step 2: Show and install updates

Show and then install the updates that are needed by a system.
Show installed updates

Step 3: Optional: Create and configure compliance policies Export updates

Ensure that your system is always at the desired update lavel by

creating a compliance pelicy and then continuously monitering your i i

system's adherence to it. Optional: Getting started

Show update groups

Search

Enter the text string, for example an APAR or tech note number such as

1C60210, for which you would like to search in the release notes of all I
lecal updates:

Figure 2-47 Update Manager: Acquire updates

In the Acquire Updates window (Figure 2-48), click Check for Updates (Internet
connection required).

Acquire Updates =0

Select the method to use to acquire the updates. If the IBM& Systems Director server does not
hawve an Internet connection, select the "Import updates from the filesystem" option to download
and import the updates manually.

C Check for updates (Internet connection requiredD

o Import updates from the file system

Learn more about acquiring updates

Cancel

Figure 2-48 Selection for Internet or import
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3. The window then expands as shown in Figure 2-49. A selection window opens where you
select the update that the Update Manager looks for in the IBM repository.

4. Expand the Available update types on the left. Select the update types that you want and
click Add.

Acquire Updates EE

Select the method to use to acquire the updates. If the IBME Systems Director server does not have an Intarnet
connection, select the "Impart updatas from the filesystem" option to download and import the updates manually.
o

Check for updates (Internet connection required)

o Import updates from the file systam

Learn more about acquiring updates

Select an update type or group on the laft and click "Add =" to add it to the list on the right of update types for
which to search. Repeat this process for all desired update types.

Available update types: Selected update types:
B ALK \ ( Add = )
B umc
B 1eme i < Remave
B IBME Systems Director
B Linux

@ power 10 Firmuare
B Power System Firmware
@ storage

B System x servers and chassi)

@ vios

Click OK to launch or schadule & new check for updates task. This task will download new update information.

| OK | | Edit Connection Settings... | | Cancel |

Figure 2-49 Select the updates for checking

5. After you select the updates that you want, click OK.

6. A scheduler window opens. Download the updates one time or define a recurring
schedule (for example, once a week). We suggest that you perform the updates on a
recurring schedule. The best time to update is off-hours so that this download traffic does
not affect your daily business.

2.5.5 Update Manager with no Internet connection

If your Systems Director server does not connect to the Internet, you can use the Update
Manager to import update packages. Download these update packages in advance from the
IBM Fix Central website or another source for IBM updates.

IBM Fix Central is at this link:
http://ibm.com/support/fixcentral/

You can obtain single updates (latest updates) or you can also use the UXSPI packages for
your system. UXSPI packages contains updates for your system that are tested and work
together. The types of updates include updates for UEFI, IMM, drivers, or firmware.
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UXSPI packages are easier to download. You do not need to locate a download for each
update package for each component in your system separately.
Follow these steps to apply the updates that you previously downloaded to Update Manager:

1. On the Update Manager startup page, select Acquire updates as shown in Figure 2-50.

Updates -0

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you
have the latest update information. Then show and install needed updates or set up compliance policies to ensure
that your systems remain either current or at another specified level.

l:'?:l Learn more about Update Manager

Updates

Step 1: Acquire updates Common tasks
Start by acquiring updates through an Internet check or an import.
Update IBM& Systems Director

Configure settings

Step 2: Show and install updates

Show and then instzll the updates that are needead by & system.
Show installed updates

Step 3: Opticnal: Create and configure compliance policies Export updates

Ensure that your system is always at the desired update leval by

creating a compliance policy and then continucusly monitering your i i

system's adherence to it. Optional: Getting started

Show update groups

Search

Enter the text string, for example an APAR or tech note number such as

1C80210, for which you would like to search in the release notes of all I
local updates:

Figure 2-50 Acquire updates

2. Click Import updates from the file system as shown in Figure 2-51.

Acquire Updates =0

Salact the method to use to acquire the updates. If the IBME Systems Director server does not
have an Internet connection, select the "Import updates from the filesystem" option to download
and import the updates manually.

o Check for updates (Internet connection required)
G- Import updates from the file 5',!5tem)

Learn more about acquiring updates

Figure 2-51 Acquire Updates selection window
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3. When you select to import the updates, the window expands (Figure 2-52). Select the
directory where you downloaded the updates previously. This directory must be on or
accessible from the management server.

Acquire Updates EE

Salact the method to use to acquire the updates. If the IBME Systems Director server does not
have an Internet connection, select the "Import updates from the filesystem" option to download
and import the updates manually.

o Check for updates {Internet connection required)

g Import updates from the file system

Learn more about acquiring updates

After you download the updates, type the path to the directory or archive file below and then
click OK to import the updates. The updates to import must reside on the management
server. For example, you can enter "Ciitemplupdates".

Browse...

Click OK to launch or schedule an import task. This task vill copy the updates from the given
path to the updats library.

Figure 2-52 Import updates from the file system

4. After you select the directory, click OK. The updates are imported into the Systems
Director server.

2.5.6 Compliance check

A compliance check compares information in the local repository of Systems Director with the
inventory information that Systems Director collected from the managed systems. The
compliance check process is a background process. After you define it, it runs automatically
for each new update or for each new collection of system inventory information.

If the compliance check identifies new updates for a system, the system is marked as
noncompliant with either an information, warning, or critical status. This status depends on
the level of the system and the level of the available updates. This status can change if newer
updates appear.

For the best results, schedule a regular download or import of the newest available updates
and perform regular inventories for the available systems. You can automate this inventory
collection for your systems as described in 2.4, “Inventory” on page 64.

You can set up a compliance check against a single system or a group of systems. If you use
groups, define groups that contain systems of the same type or that share properties.
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Follow these steps to set up the compliance check:

1. From the Update Manager main page, click Optional: Create and configure compliance
policies as shown in Figure 2-53.

Updates i =

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you
have the latest update information. Then show and install needed updates or set up compliance policies to ensure
that your systems remain either current or at ancther specified level.

l:'?:' Learn more about Update Manager

Updates
Step 1: Acquire updates
Start by acquiring updates through an Internet check or an import. Common tasks
Update IBME Systems Director
Step 2: Show and install updates configure sattings
Show and then install the updates that are needad by a system. g - 9=
Show installed updates

Step 3: Opticnal: Create and configure compliance peolicies

Export updates
Ensure that your system is always at the desired update level by

. . N - = Show update groups
creating a compliance policy and then continuously monitoring your . -

system's adherence to it. Optional: Getting started
Search

Enter the text string, for example an APAR or tech note number such as

1C60210, for which you would like to search in the release notes of all I
local updates:

Figure 2-53 Select create and configure compliance policies
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2.

In Figure 2-54, select systems or a group for which you want to create the compliance
check. After you select these systems or a group, click OK.

Context Chooser

Show: |aAll Targets -

Auailable:

all Targets

Select Marme

| Search the table...

-
v

Selact a valid target then add it to the selecked list.

Search

Type

HH chassis
HH chassis
HH chassis
HH chassis
HH chassis
HH chassis
HH chassis
HH chassis

("}"}"}"}"}"}ﬁ"}

ff" [F] csa74dse-basd-bzfe-z2a...

HH Cell Blade Servers [0)

(=)

and Members (24)

Ethernet Switches ...
Ethernet ta Fibre ...
Fibre Channel Swi...
Infiniband Switche. .,

Infiniband to Ethe...

Infiniband to Fibr.,

Virual Server
Duwnarnic: Sygst
Dunarnic: Syst
Duwnarnic: Sygst
Duynarnic: Sgst
Duwnarnic: Sygst
Duynarnic: Sgst
Duwnarnic: Sygst
Duynarnic: Sgst

Duwnarnic: Syst

e

M4 Page 3 of 11 F ¥

ol

3 L Tatal: 108

Selected:

( Add =

) Chassis

= Rermove

Figure 2-54 Select systems or a group for compliance check
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If the group or systems that you select have no available inventory information, you see a
message (Figure 2-55). The message states that no inventory is available and you need to
perform an inventory collection by clicking Collect Inventory. After the inventory starts,
click Close Message.

& ATKUPD108W

Inventory has not been collected for some of the selected systems. Inventory must be collected
befare this page can display complete information. Click the "Collect Inventory" button to collect
inventory for these systems,

( Collect Inventary )Close Meszage

Select a system and then click "Show Compliance Policies" to display the compliance policies for the system,
Selected spstem: Chassisd

Show Cormpliance Policies

Select the desired update policy for the systern group "Chasziz". Compliance iz determnined using inventary
information, so ensure that vyour inventory is current and comprehensive,

g Paolicy to ensure that the latest released updates are always applied

. Policy to ensure that specific version levels of updates are rmaintained

Cormpare systerns against these dynarnic update groups:

Add... Rermows | | Search the tabls... Search

Select Marme E Type l Wersion % | Inherited Policy

There iz no data to dizplay
4| |l

44 pagediofd FH 1 » Selacted: 0 Total: 0 Filtered: O

Save Cancel

Figure 2-55 Warning message that no inventory is available
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3. After the inventory run completes, a message appears and you can add a compliance
policy for the systems or group that you selected before. Click Add (Figure 2-56).

Select a systermn and then click "Show Compliance Policies" to display the compliance policies for the systerm,

Selected systerm: Chassisd

Show Compliance Palicies

Select the desired update policy for the systern group "Chassis", Compliance is deterrined uzing inventory informmation, so
ensure that your inventory is current and cormprehensive,

« Policy to ensure that the latest released updates are always applied

. Policy to ensure that specific version levels of updates are maintained

Cormpare systerns against these dynamic update groups:

Femove | | Search the table... Search

Select Mamme E Type 1 Yersion 2 | Inherited Policy

Add

<F

There is no data to display.
4| |+

44 Pagelof1l FH 1 » Selected: 0 Total: 0 Filtered: 0

Save Cancel

Figure 2-56 After you collect the inventory, select Add
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4. In Figure 2-57, select the update group and click Add. This group defines the type of
updates for which your system runs the compliance check. In our example, we selected All

Critical IBM System x and BladeCenter updates and All IBM Systems Director 6.3
Updates. After you finish your selections, click OK.

Show: | Dynamic Update Groups d

Auailable:

Dynamic Update Groups

Select dynarmic update groups on the left and click "Add =" to add them to the compliance policy, The systermn will be designated az
out of compliance if it is missing updates from 2 selected update group.

Selected:

C

Add =

| Search the table... Search
Select Marne * | Type 1
BHAH "IBME Systern =" and "... Dynamic: Uph
BHAH AlX Recommended Up...  Dynamic: Upd,
BHAH Critical "IBM®@ Systern ... Dynamic: Upd.
BHAH HMZ Recormmended W.., Dynamic: Upd.
BHAH IBM® i Recornmended ... Dynamic: Upd.
BHAH IBME Systerns Director.. Dynamic: Upd.
BHAH Power Systern Firmmware.., Dynamic: Upd.
BHAH RHEL Updates ... Dynamic: Upd,
BHAH SLES Updates (L. Dynamic:
BHAH Updates ... Dynamic:

:7(_|_|_|_|_|_|_|_|\_|

M4 pagelofz FH |1 » Total: 13

Upd.
ups./
i

= Rermove

All Critical "IBM® Systern x" and "Bladed
Al IBME Systerns Director 6,3 Updates

Figure 2-57 Select the update groups for the compliance check
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5. You return to the previous window. The compliance policies that are defined for your
systems are shown as seen in Figure 2-58. To finish the definition of the compliance
policies, click Save.

npliance Palicy

Selact a systern and then click "Show Compliance Policies" ta dizplay the cornpliance policies for the system.
Selected systemn: Chassisd

Show Cormpliance Policies |

Selac the desired update policy for the systern group "Chaszsis". Compliance is determined using inventory infarrmation, so ensure
that your inventory iz current and cormprehensive,

9 Paolicy to ensure that the latest released updates are always applied

. Paolicy to ensure that specific version levels of updates are maintained

Compare systems against these dynamic update groups:

Add Rermaove | | Search the table. .. Search
Select Mame E Type 1 Versian % | Inherited Policy &3
B All Critical "IBME@ Sestern =" &, Update Group - Mo
B Al IBME Systerns Direckor 6., | Update Group = Mo
44 pagel1ofl Fk 1 » Selected: 0 Total: 2 Filtered: 2
( Save | Cancel |

Figure 2-58 Selected update groups for the systems
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6. You return to the Update Manager home page where you see the Update Compliance
section (Figure 2-59). You can see the compliance status of the systems that you
specified.

Updates

Update Manager

Manage the firmware and software updates that your systerm needs, Start by acquiring updates to ensure that you have the latest
update infarmation. Then show and install needed updates or set up compliance policies to ensure that your systerms remain
either current or at another specified level,

l:':’:' Learn rmore about Update Manager

[Update Compliance manitoring 3 systems) \

Update status for 3 rionitored systerms:

System tasks
@ 0 zysterns Change cornpliance palicies

& 0 systerns
0 systerns

u 2 systermns

@ 1 =systermn J

N

Updates

Step 1: Acquire updates

Start by acquiring updates through an Internet check or an import. Commen el

Update IBM®& Systermns Director

Step 2: Show and install updates Configure settings

Show and then install the updates that are needed by a system.
Show installed updates

Step 3: Optional: Create and configure compliance policies Export updates

Ensure that your systemn is always at the desired update level by

i ) : N =T Show update groups
creating a compliance policy and then continuously monitoring yaour

systemn's adherence to it Optional: Getting started

Search

Enter the text string, for example an APAR or tech note number such az IC&0210,
far which pou would like to search in the releaze notes of all local updates:

Figure 2-59 Update Manager with defined compliance check

2.5.7 Update process

The Update Manager is configured and you have the required updates (either from the
Internet or imported from a local directory to the Systems Director repository). Start the
update process.

We describe two methods:

» “Using Update Manager: Show and install updates” on page 101
» “Using the compliance check to update” on page 108
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Using Update Manager: Show and install updates
You can check whether updates are available to install for systems or a group of systems:

1. From Update Manager, click Show and install updates as shown in Figure 2-60.

Updates =0

Update Manager

Manage the firmware and software updates that your system needs. Start by acquiring updates to ensure that you
have the latest update infoermation. Then show and install needed updates or set up compliance policies to ensure
that your systems remain either current or at another specified level.

l:’:*:' Learn more about Update Manager

Updates

Step 1: Acquire updates I R — -
Start by acquiring updates through an Internet check or an import.

Update IEME Systems Director
Step 2: Show and install updates Confi settings
Show and then install the updates that are needead by 2 system. onrigure seings
Show installed updates
Step 3: Optional: Create and configure compliance policies Export updates
Ensure that your system is always at the desired update level by

creating a compliance policy and then continuously monitering your . i
system's adherence to it. Optional: Getting started

Show update groups

Search

Enter the text string, for example an APAR or tech note number such as

1C6e0210, for which you would like to search in the release notes of all I
local updates:

Figure 2-60 Update Manager: Show and install updates

2. Select the system or the group of systems for which you want to update. In our example,
we select the Chassis group as shown in Figure 2-61. Click Show and Install Updates.

and Install Updates

Select systemns and then dick "Show and Install Updates" to display the updates that are needed for those systerms. The updates
are determined using inventary information, so ensure that the latest inventory has been collected for the spstem.

Selacted systems: Chassisd

Show and Install Updates

Figure 2-61 Show and Install Updates: System selection
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3. The window expands to show the available updates for the systems that you selected. A

message appears if no inventory is available for these systems. You can select to start the
inventory collection.

In our example, the inventory was run before and one update is available for the group
Chassis, which affects two systems (Figure 2-62).

ow and Install Updates

Select systemns and then dick "Show and Install Updates" to display the updates that are needed for those systerms. The updates
are determined using inventary information, so ensure that the latest inventory has been collected for the spstem.

Selected systermns: Chassiz j

Show and Install Updates

This page shows the current updates that are needed for the selected systems. Superseded or optional updates are not shown, To
view superseded or optional updates that are installable on this systemn, click the "Show all installable updates..." link below,

Show all installable updates,..

Updates needed for "Chassis":

Install... | | Search the table... Search

Select Marne % | Systern & | Werzion % | Severity % | Product & | Category @
E IBEM BladeCenter ﬁduance...‘u’ersion v EZE.. Medium Management ... Firmware

0 | 2l
M4 pagelofl FH |1 » Selected: 0 Total: 1 Filkered: 1

Figure 2-62 Show and Install Updates: Available update for selected systems

4. Multiple methods are available to install this update:

— Click the check box next to the update package and click Install. This method is
easiest and, in our example, updates two chassis.

— But, because the update is available for two systems, you might want to know which
system you are updating. Perhaps, you cannot update all systems at the same time for
business reasons. You can click 2 systems in the System column in Figure 2-62.
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A new window opens where the two systems are listed as shown in Figure 2-63.

Mavigate Fesources

& | LED Status 2 | Communio, 3
OK Cornrmunicatio,.,
Information GCritical Cormrmunication.,

Selected systems:
| Search the table... Search
Selac Marne * | Access
M ece-amm-Fem B o«
T [Elecs-zmm-rem B o«
<
M4 Pagel1aofl P 1 L Seleced: 0 Total: 2 Filkerad: 2

Figure 2-63 Updates for systems

Check the individual system or systems that you want to update and click Actions —
Release Management — Show and install updates. This action returns you to the
window that is shown in Figure 2-64. Click the check box next to the update and then
click Install to start the upgrade installation process.

¢ and Install Updates

Show all installable updates...

Updates nesded for "BCE-aMM-FFM":

Select Marme & | Systemn

«

Thiz page shows the current updates that are needed for the selected systems, Superseded or optional updates are not shown, To
view superseded or optional updates that are installable on this system, click the "Show all installable updates..." link belaw.

| Install.., | | | Actions v| | Search the table. ..

% | Produck & | Category &3

¥  [Ei1emeladecenter sdvance.., | BCE-aMM-FFM  Version v 62t

M4 Ppagetofl FH 1 L J Selected: 1 Total: 1 Filtered: 1

Managerment ... Firmmware

2l

Figure 2-64 Select Install to start the installation process
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5. For either method, the Install wizard opens (Figure 2-65). On the Welcome panel, click
Next to proceed with the installation process.

Install Wizard

Welcome
= Welcome
— This wizard installs updates to one or more systems.
Surnrnary

Use this wizard to install selected updates to one or more systerns, The installation can then be run
irmrnediately or scheduled for later. Ensure the latest inventory has been collected for the systemns
befare using this wizard.

[¥ Show thiz welcorne page nesxt time

Figure 2-65 Install wizard Welcome panel
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Install Wizard

. On Figure 2-66, you see the selected system. By default, the update process

automatically restarts the systems, if needed. The specific systems to update are listed

and whether a restart is required is listed. If you clear the check box, the update is

installed. However, you get an error message that the system is not restarted if a restart is

required by the update process. You need to restart the system manually before the
update takes effect. Click Next to continue.

¥ Welcorne
= Restarts

Surnrnary

Restarts

Review the restart requirements for the selected systems.

(W Autornatically restart as needed during installation)

Festarks:

Sustermn Mare % | Restarts Required @
BCE-alMM-FFM fes

M4 pagelofl FH |1 » Total: 1

| < Back || Mext = | Finizh

Figure 2-66 Install wizard: Restarts
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7. A Summary window opens. Check the settings and the information of the update package.
Click Finish to start the installation upgrade (Figure 2-67).

Install Wizar

Summary
¥ Welcomne

The updates will now be installed an the selected systerms. Verify the installation settings below.
" Restarts
o= Summary

Autormatically restart as needed: ves

Selected updates:

Marne * | Wersion & | Severity % | Produck & | Categary &
E IBM BladeCenter Advance,.. Version v3.62t.. Medium Managernent ... Firmware

«| o
M4 pagelofl FH |1 » Total: 1

Selected systerns:

e

Marme * | Type & | Description &
M e ce-aram-Frm Systern Chassis
M4 Page1ofl kM 1 » Total: 1

Figure 2-67 Install wizard: Summary
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8. The Schedule tab opens. Select whether to run the update now or at a defined time
(Figure 2-68).

Launch Job

Schedule Motification

Job narme and schedule

Options

#lob Marne:

Install Updates - October 30, 2012 S:12:44 PM CET
Choose when to run the job.

. Schaduls

| (o] | | Cancel

| Help |

Figure 2-68 Schedule tab

9. If you select Run Now, a window opens where you can see that the job is created and
started as shown in Figure 2-69.

Inztall W

F = ATKCOR1DZ21
L

The following job has been created and started successfully: Install Updates - Qctober 30, 2012 5:12:44
PM CET

| Dizplay Properties | | Clase Message

A job to inztall the updates was scheduled, To monitor the progreszs of this job, click Display Properties in the preceding
rmessage.

Figure 2-69 Job created and started
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10.Click Display Properties to display the job properties where you can check the status and
the log for the job (Figure 2-70). You can see that if the update was not downloaded before

or imported, a download for the update package is started.

Active and Scheduled Jobs

Active and Scheduled Jobs [(Properties]

Marme: Install Updates - Ockober 30, 2012 5:12:44 PM CET
General Targets Hiztary Lags Job Steps

Select an instance of the job to display the history of job steps far that instance in the table belaw.

Job Instance |30.10.12 at 17:13 = |

Job Steps

| Search the table... Search

Marne & | Status % | Progress &3 Sy i T Stop time
Downloading updates to "c59... | Running 29% ot 30, 2012 ... [
‘ [
M4 pagelofl FH |1 » Total: 1

Figure 2-70 Active and Scheduled jobs (Properties): Job Steps tab to download updates

Using the compliance check to update
Compliance checks are described in 2.5.6, “Compliance check” on page 93). If you set up a
compliance check and a system is noncompliant, start here to update your system.
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Follow these steps to update systems from the compliance check:

1. Click the link beside the red, yellow (in our example), or blue icon from the compliance
check that is shown in Figure 2-71.

Updates

Update Manager

Manage the firmware and software updates that your systerm needs, Start by acquiring updates to ensure that you have the latest
update infarmation. Then show and install needed updates ar set up compliance policies to ensure that your systerns rermain either
current or at ancther specified level,

l:':’:' Learn rmore about Update Manager

Update CDII'IPlianCE (monitaring 51 systerms)

Update status for 51 monitored systerns: System tasks

@ 0 susterns Change compliance policies

0 systerns
ﬂ 39 systerns
@ 7 systermns

Wiew All Izsues

Updates
Figure 2-71 Compliance check: Select a system with a problem
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2. In the Navigate Resources window, you can see all the updates for the selected severity.
Our example shows five systems with minor severity compliance issues (Figure 2-72).
Click the check box next to the systems that you want to update. Then, click Actions —
Release Management — Show and Install updates.

Mavigate Fesources

Resources with Warning Problerms
| Search the table... Search

Select Mare & | Access % | Compliance - Update &
r Wece-zmm-rem [ =128 /B Minar
[T EmNTizeKeSz4-vIiwDw4aEs...| [ Partial sccess /D Minar
M EmNTi2eKeSz4-vI1wDw4BM... | [ Partial sccess /D Minar
~ Wecs-amm-rem [ =18 /B Minar
M =EmNTi3zRigsc-vILIRF7ek1zs | [} Partial sccess /D Minar

M4 pagelofl FH 1 » Selected: 0 Total: 5 Filtered: 5

Figure 2-72 Compliance check: Systems with minor severity updates

3. The Install wizard opens. The remaining steps are the same as described in “Using
Update Manager: Show and install updates” on page 101, starting with step 5 on

page 104.

Another way to update systems with compliance issues is to select the number beside the
icon in the status bar on top of the Systems Director home page as shown in Figure 2-73.

Problems DQ 3@, Compliance DQ

Figure 2-73 Status bar: Compliance status
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The Active Status window opens (Figure 2-74) to show the systems with a compliance issue.
This window differs from the window that you see when you select the compliance check from
Update Manager (Figure 2-63 on page 103).

Active Status

Wiew the active status reported for all discovered systems,
Cornpliance [Adtive Status)
| Delate | | Ignore | | Ignored Status,., | | | Actions W | | Search the table. .. Search
Select Mare 5| Sewerity & | Systemn % | Component £ | Category % | Time Rec.. %
r Minar &Minor NTi2EKESZ4-7,,, MWT:ZEKESZ4-v.,. Compliance - ... Oct 30, 2012 ...
r Minar &Minor NTi22R1E6E-Y... MWT:3ZR1S66-v... Compliance - ... Oct 30, 2012 ...
r Minar &Minor NTi2EKESZ4-7,,, MWT:ZEKESZ4-v.,. Compliance - ... Oct 30, 2012 ...
v Minor BCS-akMM-FFM BCS-aMM-FFM Carmpliance - .., Ock 30, 2012 ...
r Minar &Minor BCE-aMM-FFM B ZE-aMM-FFM Complisnce - ... Ock 30, 2012 ...
« i
M4 pagelofl FH 1 » Selected: 1 Total: 5 Filtered: 5

Figure 2-74 System with minor severity compliance issues (example)

But, when you click in our example on the Minor link in the Severity column, you see the
same window as shown before. The way to update is the same as described earlier.

2.5.8 Updating systems that run AIX and Linux

How to update AlX and Linux systems is described.

Updating Linux systems

Systems Director can update the Linux operating system with the latest patches from either
Red Hat or SUSE. To use Update Manager in the Systems Director server for these updates,
the system that you want to update must be registered with the provider.

To download the updates from the provider, follow steps 1 - 3 in 2.5.4, “Update Manager with
Internet connection” on page 89.
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In step 3, select the Red Hat and SUSE/Novell Linux updates in Update Manager that you
need for your systems as shown in Figure 2-75.

Select an update type or group on the left and click "Add =" to add it to the list on the right of update types forwhich to search.
Fepeat this process for all desired update types.

Available update types: Selected update types:

E Al Add = EE Linus

E HMC E|,,n'_|_a|' Red Hat Enterprise Linux Serve
E IBEM® i < Remove Eﬂ Security Updates

E IBM® Systams Director D Critical

E Power [0 Firmware |:| Important

E Pawer Systern Firmware D Moderate

E Storage |:| Lowe

E System x servers and chassis |_J Bug Fixes

E WIOS |__| Enhancements

E|.,f_|_;|' SUSE/Movell Linux Enterprise SWvy
|:| Recommended
D Optional
|:| Security

Figure 2-75 Select updates for Linux OS

You can also set a compliance check for your system for Linux updates. If the system
discovers new Linux updates, use the same process for all other updates as described in
2.5.7, “Update process” on page 100.

Updating a system that runs AIX
The following page in the information center explains the requirements for updating AIX
Systems:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.updates.helps.doc%2Ffgm0_c_um considerations_for_updating_aix_systems.htm]

AlX updates can be downloaded automatically from within Systems Director or manually from
Fix Central:

http://www.ibm.com/support/fixcentral

When you download AlIX fixes, ensure that you review your download options. This step is
critical to ensure that you select Include informational files, and files required by Systems

Director for installation. These files are needed to manually import AlX updates to Systems
Director from the command line.

The syntax for importing AIX updates is shown in Figure 2-76.

#smcli importupd -vr /tmp/updates/aix/7100-01-06-1241

Figure 2-76 Importing AIX updates

For updates for AlX, Update Manager is the focal point for centralized management and
updates are performed by using NIM. Standard NIM troubleshooting procedures can be used,
as needed.
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http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.updates.helps.doc%2Ffqm0_c_um_considerations_for_updating_aix_systems.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.updates.helps.doc%2Ffqm0_c_um_considerations_for_updating_aix_systems.html
http://www.ibm.com/support/fixcentral
http://www.ibm.com/support/fixcentral

Tip: If you import updates from a Network File System (NFS) mount, be careful with
Secure Hash Algorithm (SHA). If the NFS mount is restricted, copy it locally to a temporary
position on the Systems Director server and import to eliminate SHA warnings.

2.5.9 Updating the Systems Director server

If you want to update the Systems Director server, use the “Update IBM Systems Director”
task. This task lets Update Manager use the defaults and run the update tasks for you
automatically.

This task is accessible from the Systems Director home page (Figure 2-77) and also from the
Update Manager page (Figure 2-78 on page 114).

IBM" Systems Director Welcome omenke FProblems D@ 6& Compliance D@ D& Help L|
‘ View: | All tasks J Home x\ Resource Ex... | --- Select Action ---
Home
Find a Task
Find a Rezaurce 2.0

Resource Explorer
Welcame
My Startup Pages

Automation
Inventary
[ Release Management

Updates
Agents

Security

System Configuration
System Status and Hea
[ Task Management
Rermote Access

Settings

", Use these tabs to perform sorme initial setup tasks, view or activate
plug-ins, and access additional infarmation,

Additional Setup @ Plug-in= Learn

Initial Setup

(Llpdate IBM®@E Systerns Direct

ar
Information Center

IBM& Systermns Director contains the following plug-ins, Depending

on itz "readiness," the plug-in might be ready to use, or might
require additional setup and configuration,

Last refreshed: Ocober 25, 2012 5:35:22 PM CEST

@ IBM® Systems Director Server
& Users do not have access to any resources
Manage Users

@ Discovery Manager
Mo access to 7 systerns, 45 Systerns have no inventory

collectad,
Systern Discovery Wiew systerns needing access

Resource Explorer  Wiew and Colleck Inventory

Status Manager

Ready
Health Surnrary

Update Manager

Feady
(Llpdate IBM@E Systerms Director) Acquire Updates
how and Tnstall Updates

Maonitors

Additional plug-ins to activate

@ Active Energy Manager
Activate 90-day evaluation
riow

@ vMCantrol
Activate 90-day evaluation
ro

After purchasing a plug-in, click
Import License Key to browse
for keys,

Import Licenze ey

Figure 2-77 Launching Update Systems Director from the home page
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|BM'SFS“BI‘I‘IS Director Welcome omenke Problers DQ 5& Compliance UQ U& Help Lagou

‘ Wiew: | All tazhs Home Resource Ex.. fctive and ... Updates | --- Select Action --- d

Home
Find a Tazk
Find a Resaurce

Resource Enplorer
Welcome

My Startup Pages Update Manager

Automation

Manage the firmware and software updates that your systern needs, Start by acquiring updates to ensure that
you have the latest update information, Then show and install needed updates or set up compliance policies
to ensure that your systerns remain either current or at another specified level,

Inventory

B Release Management

':'}:' Learn more about Update Manager
Updates =

Agents

Security

Updates

Spstem Configuration
Step 1: Acquire updates

Start by acguiring updates through an Internet check or an import, Common Gl

System Status and Health

[Hl Task Management (Llpdate IBME Systermns Director)

Step 2 Show and install updates

. COnTIQUrE Settings
Show and then install the updates that are needed by 2 systerm.
REMEER (455855 Show installed updates
Settings Step 3: Optional: Create and configure compliance policies Export updates
Ensurs that your systern is always at the dgsired update. Ie-.fel by Show update groups
creating & compliance palicy and then continuously monitaring your . X
E sustam's adherence to it. Optional: Getting started
Search
Enter the text string, for example an APAR or tech note number
such az ICE0210, for which you waould like ta search in the |
releaze notes of all local updates:

Figure 2-78 Launching Update Systems Director from the Update Manager page

When you launch the update task, the system checks for available updates as shown in
Figure 2-79.

Update IBM sterns Director

Checking for new updates, .,

If wvou have limited or no Internet connedtivity, click Stop to install updates from 2 different location,

Figure 2-79 Update status for Systems Director update

If no new updates are available, you see a message that is similar to Figure 2-80.

Updats IBM sterns Director

Ma mew updates for IBM®& Systerns Director are available,

Figure 2-80 No updates are available
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If new updates are available for your Systems Director server, you see a window similar to
Figure 2-81.

Update IEM®@ Systems Director T
Updates available for IBME Systems Director:
Update % | Current Version 4 Awvailable Version @
IBM Systems Director Server for 64-bit... 6.3.0 6.3.1.1
I H
M4 page1ofl FH 1 » Total: 1
| Diownload and Install | | Cancel |

Figure 2-81 Update Systems Director

Follow these steps to install the updates:

1. Click Download and Install in Figure 2-81. You are reminded to back up your server
(Figure 2-82). We explain how to perform a backup in Chapter 4, “Backup” on page 219.

It is recommended that you have a backup of your critical IBME Systems Director data before you update.

E:':’:Z' Learn more about backing up IEME Systems Director

| oK | | Cancel |

Figure 2-82 Information window about backup

2. Click OK to proceed to the Schedule window. Select Run Now and the updates are
downloaded and installed. Or, you can schedule the update to be performed in off-hours.
The status of the task is under Task Management — Active and Scheduled Jobs.

3. After the upgrade completes, the Systems Director server must be restarted. The best
method is to use one of the following command-line commands:

— Windows:

net stop dirserver Stop the Systems Director server.
net start dirserver Startthe Systems Director server.

— Linux and AIX:
smstop Stop the Systems Director server.
smstart Start the Systems Director server.

4. To check the status of the Systems Director, use the following command:
— Windows:

The status icon is on the Windows panel. Use the smstatus.bat (-r) command to see
the status and the update of the status.

— Linux and AlX:

Use the smstatus (-r) command to see the status.

After the Systems Director server restarts, check whether the new version is installed and
running. Check the version beside each manager on the home page. Or, check the
version.srv file in the directory where the Systems Director server is installed.
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2.5.10 Command-line tools

Command-line tools are available for Update Manager as listed in Table 2-19.

Table 2-19 Command-line tools for Update Manager

Command Description

checkupd Check changed and superseding updates.

cleanupd Clean (that is, delete) update files and information in the local update library.
importupd Import updates into the update library on the management server. This

command Is used if no internet access is available.

installneeded Update the Systems Director server and agents or to install other types of

updates.
installupd Install one ore more updates to one or more systems.
1supd List the available updates and their attributes.
1sver List the current version and, if you updated the product, the previous version of

Systems Director that is installed on the system.

uninstallupd Use to uninstall (roll back) an update on a specific system if the update package
supports the rollback.

For detailed information about all the smc1i command-line commands that are used for the
Update Manager and their options, see the information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffgm0 r cli update _cmds.htm]l

Certain functions are only available by using the command line. One example is cleaning or
deleting the local update library. Use this function if multiple downloaded updates are not
used or if you are running out of storage. After you clean the library, run a check for updates to
fill the library with new update information. The information from the library is used for the
compliance check.

In Example 2-1, we clean up the library and then we start a check for new updates from the
command line. You can also run the check for new updates in the browser interface as
described in 2.5.4, “Update Manager with Internet connection” on page 89.

In our example, we first list the updates that are downloaded to the local update library with
the smc1i 1supd command. For brevity in our example, some output lines are not displayed
(200 packages are available).

Example 2-1 smcli Isupd

PS C:\Windows\system32> smcli 1supd
SysDir6_3_1_Platform_Agent_Windows
SysDir6_3_1_Platform_Agent_xLinux
SysDir6_3_Platform_Agent_AIX
SysDir6_3_Platform_Agent_Windows
SysDir6_3_Platform_Agent_pLinux
SysDir6_3 Platform Agent_ xLinux
SysDir6_3 Platform Agent_zLinux
agentmanager.feature_6.3.1
bnt_fw_bcsw_110gup-6.3.1.1_anyos_noarch
bnt_fw_bcsw_110gup-7.2.2.0_anyos_noarch
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bnt_fw_bcsw_24-10g-6.9.1.0_anyos_noarch
bnt_fw_bcsw_24-10g-7.2.2.0_anyos_noarch
bnt_fw_torsw_g8264-6.8.4.0 _anyos_noarch
bnt_fw_torsw_g8316-6.8.4.0 _anyos_noarch
brcd_fw_6.3.1-dcb2_anyos_noarch
brcd_fw_bcsw_sansm-505a_anyos_noarch
cigesm-i6q412-tar.121-22.eal3
com.ibm.aem.common_4.4.1
com.ibm.aem.console_4.4.1

Then, we clean up the library by using the smc1i cleanupd -am command as listed in
Example 2-2. This command needs time to delete all packages and remove the index file.
After we run the cleaning of the local library (smc1i cleanupd -am), we check with the smc1i
1supd command whether update packages are still available. You can see in the example that
after cleaning, no installation package is available.

You can clean up only one or some of the installation packages that are in the local library.
Use -w %packagename% instead of the -am option.

Example 2-2 smcli cleanupd

PS C:\Windows\system32> smc1i cleanupd -am
PS C:\Windows\system32> smcli Tsupd

PS C:\Windows\system32>

We start to download new packages by using the smc1i checkupd -a command, which
checks the IBM repository for all updates. You can also use other options, such as the -N
groupname, to check only for updates for a member of a defined group (Example 2-3).

Example 2-3 smcli checkupd

PS C:\Windows\system32> smc1li checkupd -a
PS C:\Windows\system32>

The -a option needs a long time to finish. No output is listed during the download process if it
is run on the command line. You can see that the command is finished only when a new
command prompt is visible.

When the command is finished, check which updates are downloaded by running the smc1i
1supd command (Example 2-4). You can see examples from the listing to show the different
types of updates that are downloaded. In our example, over 500 update packages are
available (for Linux, AlX, firmware, driver, Director, and VIOS).

Example 2-4 smcli Isupd with examples for different downloads

PS C:\Windows\system32> smcli Tsupd
01AF743_100_100
01AF743_105_100

032512EE02F845008725779E00509382_AIX
032512EE02F845008725779E00509382_LNX
03F50ADC70A9CEA9872577B200727962_AIX
MHO01084
MH01097

MHO1101
MHO01102
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U823341

u824377

U824378
VIOS_2.2.1.3-FP25-SP01
VIOS_2.2.1.4-FP25-SP02
VIOS_2.2.2.1-FP26

agentmanager.feature 6.3.1

anyos_noarch

bnt_fw_bcsw_110gup-6.
6. anyos_noarch

-6.3.1
bnt_fw_bcsw_110gup-7.2.2
bnt_fw_bcsw_24-10g-6.9.1
com.ibm.aem.common 4.4.1
com.ibm.aem.console_4.4.1
com.ibm.aem.discovery 4.4.1

.1_anyos_noarch
.0_
.0_

com.ibm.director.storage.storagecontrol.member.AIX_4.2.2.build-00119
com.ibm.director.storage.storagecontrol.member.Linux_4.2.2.build-00095-20120516-1Fix

csco_fw_bcio_12.2.50sel_anyos_noarch
ibm_fw_amm_bpet62t_anyos_noarch
ibm_fw_bcio_N4K_4.1.2.E1.1i_anyos_noarch
ibm_utl_uxspi_9.21_rhel5_32-64
ibm_utl_uxspi_9.21_slesll 32-64

ibm utl_uxspi_9.21 winsrvr_32-64
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Advanced functions

Several of the more advanced features that IBM Systems Director offers are described. The
following topics are covered:

» 3.1, “Hardware Management Console and AIX Launch-in-Context” on page 120
3.2, “Light path diagnostics” on page 134

3.3, “Hardware logs” on page 139

3.4, “Service and Support Manager” on page 143

3.5, “Event logs” on page 150

3.6, “Automation Manager” on page 160

3.7, “Security” on page 190

vVvyYvyvyYYyvyy
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3.1 Hardware Management Console and AIX Launch-in-Context

120

Information about the discovery of a Hardware Management Console (HMC) and the HMC
managed resources is described. The HMC Launch-in-Context (LiC) capability and extended
tasks are shown.

The Systems Director server can be used for a wide range of tasks on systems that are under
the control of a managed HMC:

» Creating virtual servers

Editing virtual server resources
Views

Topology

vYvyy

Discovering an HMC by using the Systems Director server offers a single-pane-of-glass view
to monitoring and supporting Power Systems hardware. Some dynamic LPAR (DLPAR)
functions are embedded in the Systems Director Ul and other functions can be initiated by
using LiC.

Before you begin
Before the discovery of the HMC, carefully determine what level of access is passed to the

Systems Director server. This determination relates to the tasks that are required to manage
the HMC.

Use the following links to the information center to set up:

» Setting up user access:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.vim.helps.doc%2Feica7_t_setting up_user_access_hmc.html

» Configuring the HMC:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.vim.helps.doc%2Feica7_t_configuring_hmc.html

» Managing systems that are controlled by HMC LiC:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.power.helps.doc%2Ffgm0_t managing hmc_ivm.htm]l

» Preparing the HMC for discovery:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.install.helps.doc%2Ffgm0_t preparing _hmc_for discovery.html

Discovery

Discovery of the HMC is performed by way of the normal discovery process. Resources are
discovered by either IP address or host name.
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http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.vim.helps.doc%2Feica7_t_configuring_hmc.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.install.helps.doc%2Ffqm0_t_preparing_hmc_for_discovery.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.install.helps.doc%2Ffqm0_t_preparing_hmc_for_discovery.html
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.director.install.helps.doc%2Ffqm0_t_preparing_hmc_for_discovery.html

The following steps show the process:

1. From the Ul on Systems Director, select Inventory — System Discovery (Figure 3-1).

Discovered Manageable Systems:

| Actions v|

NEmE E Bz 1 | Tvee % | Access £ | Problems & Compliance £
yﬂ hmec-itso Mew Hardware Manag... [ Mo access oK WMok

Figure 3-1 Discovered appliances
2. Authenticate with the HMC by using a user ID as shown in Figure 3-2.

Request Access

Specify the user ID and password to authenticate Systems Director to one or more target systems. Then click Request Access to grant all authorized

#Uszer ID:

#®Fassword:

| Request Access | | Close |

Selected targets:

Mame Access Trust State

rﬂhmc-itsn END AcCCess L!‘ Mot applicable
(<] [>]
44 Pagelofl » ¥ 1 + Total: 1

Figure 3-2 Request Access

3. If the HMC user access is set up correctly and the correct settings are enabled on the
HMC Network settings, access displays OK.

4. To view the recently discovered HMC and associated Power Systems, use the Systems
Director Ul and click Inventory — Views — Platform Manager and Members.

Terminology: For a list of the terminology that is used in Systems Director for Power
Systems users, see this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.d
irector.power.helps.doc%2Ffqm0_c_power new_terms.htm]
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5. The view is automatically populated with the resources that are visible to the user ID on
the HMC (Figure 3-3).

FPlatform Managers and Members

Platfarm Managers and Members (View Members)

| Actions = | | Search the table... Search
Select MName % | Access % | Problems % | Compliance % | IP Addresses % | Type £
O &l hme-itso Box @ ok [ ok 9.5.167.165, 172.16... Hardware Manage...

|E| Bilso-power | ok PJox o« Sener
|

Figure 3-3 Platform Managers and Members

6. From the Systems Director Ul, see an expanded view for Power Systems servers by
clicking Inventory — Views — Virtual Servers and Hosts, as shown in Figure 3-4.

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)
Performance Summary | | Actions v| | Search the table... Search
Select MName v | State % | Access % | Problems % | Compliance & | OSType an.. & | CPUUtilizat.. £ | Processors
O B itso-power | Started OK OK OK
O [F] itso-aixo0 | Started Box B@ox B@ox AIX 6.1
0O [#] itso-aix01 | Started Mok [ o [ o
O [¥] itso-aix02 | Started Mo« M ox M ox
0O [# itso-vio | Started Mok [ o [ o
1

Figure 3-4 Virtual Servers and Hosts
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7. Because the HMC is discovered, we get visibility to the HMC menu by Launch-in-Context
as shown in Figure 3-5.

Platform Managers and Members

Platform Managers and Members (Wiew Members)

|Ac‘fions v| | Search the table... Search

Select MName < | Access % | Problems < | Compliance

ﬂhmoitst Related Resources » DK OK
O Eit Topology Perspectives » @ ok ok

Create Group

<

Remove...

Rename...

Add to
Automation

HMC Management

Inventory

Operations

Release Management Configuration
Remote Access
Security

System Configuration

System Status and Health

Users
Connectivity
Semviceability
Update

v v Vv wvw

LA . . Y B

Semvice and Support

Properties

(<

44 Pagelofl p » |1 » Selected: 1 Total 2 Filtered: 2

Figure 3-6 HMC menu

8. If we select the Welcome Page from the HMC menu, it does not launch (Figure 3-6). We
still do not have full authentication to use the HMC and need to configure single sign-on
(SSO).

Platform Managers and Members

e Selected task "Welcome Page" can not be invoked because credentials are not properly configured on resource "hmec-itso”. Select link below to configure credentials and then|

| Create | | Close Message

Platform Managers and Members (View Members)

| Actions Y| | Search the table... Search

Select MName £ | Access £ | Problems £ | Compliance £ Type £ | Description
ﬂhmoitsu | OK OK OK Hardware Management ...
O Bitso-po\'aer | OK OK OK Sener

Figure 3-6 Configure SSO
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9. Click Create. The Welcome wizard opens to enter valid SSO credentials (Figure 3-7).

Create and Edit Single Sign-on Credentials

Create Single Sign-on Credential
¥ Welcome
C:> Create Single Sign—on Enter a valid user ID and password for system hme-itso
Credential
Assign to IBM ® Systems Director User Authentication registry type: | Local 05 ;I
Summary #®User 1D:
I
#¥Password:
®¥verify password:

Figure 3-7 Create and edit SSO

10.Enter a user ID and password. Then, click Next.

11.Assign to the IBM Systems Director User as shown in Figure 3-8.

Create and Edit Single Sign-on Credentials

Assign to IBM® Systems Director User
" Welcome
Create Single Assign the previously created credentials to a known IEM ® Systems Director user.
v Sign-on
Credential
Assign to ® Use current user - roat
IBM® )
C:> Systems @] Choose a different user
Director
User Select | Nams £ | Registry Type : Name T | Type <
Summary root Local OS : itso-aix00.itso.ibm.com User ID and Password
Page 1 of 1 1 Selected: 0 Total: 1

Figure 3-8 Assign to IBM Systems Director User

12.At the end of the wizard, click Finish.
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13.Because the SSO for the HMC that you selected is configured, reattempt
Launch-in-Context (Figure 3-5 on page 123). The HMC does not launch and you are

brought to the requested page (Figure 3-9).

Platform Managers and Members (View Members)

|Actions V| | Seal

Select MName

ﬂ hme-itso

O E ety View HWMC Events

B Welcome

II Systems Management
System Plans
_E'_ HMC Management

1’35 Service Management

f1 Updates

&

44 Page Lofl » » 1 i

=

itesbhme3: Hardware Management Console Workplace (V7R7.4.0.1) - Mozilla

Hardware Management Console

Usa the Hardware Management Consok (HMC) to manage this HMC as wellas sarvers. logical partitions, mal

keft.

1 95167.165  https/9.5.167.165/hmc/connects/mainuiFrameset jsp

II Systems Managem @

System Plans

__E__ HMC Management
EE, Service Manageme,
1 Updates

ﬂ Status Bar
Additional Resources
Ef Guided Setup Wiza

Installing and coni
(View as HTWL)

Managing the HMC
(View as HTWL)

Servicing the HMC
(View as HTWL)

@1 9.5.167.165 | https://9.5.167.165/hmc/content?taskld=56&re

Vieww Helpw

Date - | Time =

11/08/2012 07:07:47.970
11/08/2012 07:07:47.910

11/08/2012 07:07:38.340
11/08/2012 07:06:53.990

11/08/2012 07:06:53.890
11/08/2012 06:46:01.870

11/08/2012 06:46:01.820

11/08/2012 06:37:49.150

View Console Events

Platform Managers and Members

itesbhme3: View HMC E

|. --- Select Action - | & |

Console Event
User student! of session 9 is using user intd
User student! has logged on from location

maximum rale is "hmesuperadmin”.

User student! has logged off from session |
User student! of session 8 is using user int
User student! has logged on from location

maximum rale is "hmesuperadmin”.

User hscroot of session 7 is using user inte
User hscroot has logged on from lacation d
"hmecsuperadmin".

HSCE2124 User name student!: viosvreme
awwpns -fmt | command failed.

Figure 3-9 View Console Events

You can create a partition from the Ul in two ways:

» Use LiC and launch the HMC Ul (Figure 3-10 on page 126)
» Use the embedded view from the Ul (Figure 3-12 on page 128)

By using LiC, you can also label the profile and assign these properties:

vyvyyy

Minimum processing units and memory
Processing units and memory that you want
Maximum processing units and memory
Weighting for processing units

By using the standard LiC functionality, you can add virtual adapters while you build the
virtual server. Depending on the complexity of the virtual server that you create, LiC gives you

greater choice.
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Platform Managers and Members

Platform Managers and Members (View Members)

Select Mame

O ahmc-itso
B itso-powe

as shown in Figure 3-10.

|. Actions v| | Search the table..

Search

¢ | Access

B ox

¢ | Problems

Box

To create a virtual server by using LiC, follow these steps:

< | Compliance
ok
Fok

~
W

Right-click the server and click Extended Management — Configuration — Create
Logical Partition. You can select to create an AIX or Linux partition, or an IBM i partition

Type <
Hardware Management Console

Sener

Related Resources » BK
Topology Perspectives »
Create Group
Remove ..
Rename...
Add to b
Automation »

Properties
Inventory » Operations »
Pawer On/Off »
Release Management » Connections »
Remote Access » Hardware Information »
Security 4 Updates »
System Caonfiguration > Serviceahility »
System Status and Health » Capacity On Demand(CoD) »
Service and Support »

[

|44 Page lofl ¢ ¥

1

Properties

»

EETET. L TOm 2

TTETED.

Manage Custom Groups
Manage System Profiles
Partition Availability Priority

Shared Processor Pool Management
View Workload Management Groups
Virtual Network Management

Virtual Storage Management

Manage Partition Data

Create AlX or Linux Partition
b Create [BM i Partition

Figure 3-10 LiC virtual server creation
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2. The HMC wizard opens in context (Figure 3-11).

Platform Managers and Members

Platform Managers and Member:

|. Actions v.| | Searc
Select MName

O ﬂhmc-itso
Bitso-nower

(]

44 Pagelofl » » |1 L4

mardwal s ivial laySiicTiL wurisvIic

AlX or Linux

B Welcome
I Systems Management
@ System Plans
.ﬂ. HMC Management
g% Service Management

] Updates

Status: Attentions and Events

?) Create Lpar Wizard : Student 1 520-SN10BAOGE - MozillaFir — O X

| 7 9.5.167.165 https://9.5.167.1656/hmc/content?taskld=15&refresh=15 |

Create Lpar Wizard : Student 1 520-SN10BAOSE

Create Partition

This wizard helps you create a new logical partition and a
default profile for it. You can use the partition properties or
profile properties to make changes after you complete this
wizard.

To create a partition, complete the following information:

Profile Summary
System name :  Student1 520-SN10BA0GE

Partition 1D : ”2 |

| | | Mext> || | | cancl

bons. managed sy

aged systems. a

fns on the HMC.

iconfigura, and cu:

nize and manage

systam.

figure your HMZC

and configuring t

7 the HMC v7 guij

the HMC v7 guid

bout the HMC.

Figure 3-11 HMC LiC
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Using the embedded menu simplifies the creation of the virtual server because you do not
leave the Ul as shown in Figure 3-12. Follow these steps:

1. Right-click the server and click System Configuration — Create Virtual Server.

Platform Managers and Members

Platform Managers and Members (Wiew Members)

|Ac‘fions v| | Search the table... Search

Select MName % | Access < | Problems

O &l hme-itso ‘ @ ok Wox

Bitso-pow& Related Resources » EDK
Topology Perspectives »

<

Create Group

Remove...

Rename...

Add to

Automation

Extended Management
Inventary

Power On/Off

Release Management
Remote Access
Security

Client Partition Storage Mapping View
System Status and Health

Configuration Plans

Service and Support » Configuration Templates

[ : | Properties
Figure 3-12 Virtual Server creation embedded

2. The Create Virtual Server wizard starts. In Figure 3-13, specify properties, such as name
and source (AlX/Linux and processor).

Create Virtual Server

Processor
v Welcome
J MName Specify the number of processors to assign to this virtnal server.
v Source
= Processor Number Of Processors:

Memory
@ Use shared processaors
Disks
- : ¥ Assigned virtual processors:
BLWork
. 1 (1-2)
Devices
Physical Slots D .
Use dedicated processors
Summary
\ssigned physical processors

1 (1-2)

Figure 3-13 Create Virtual Server wizard
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3. Specify the memory size as required as shown in Figure 3-14.
Memory Size: Units:
<> . 1024 ME | (128-32,128)
Disks
Figure 3-14 Memory
4. Disks depend on storage visibility or whether disks are already mapped to the Virtual I/O
Server (VIOS) (Figure 3-15). Disks can be virtual or physical system service processors
(SSPs) or N-Port ID Virtualization (NPIV) volumes.
(=" Disks itsoaixd9 :
| Mowve Up
M etwork
Devices Move Down
Physical Slots R
| Add Existing. .. |
Summary . J
|. Create Mew... |
Remaove
Figure 3-15 Disks
5. Network definitions are shown in Figure 3-16.
v~ Brocessor Metwork
v Wemory —_—
. | Actions W | | Search the table... Search
v Disks A
C:) Network Select Logical Network % | Bridged < | VLAN ID o | Deployment State
Devices Discovered/1/0 Yes 1 Existing on host
Fhysical Slots [ |

Figure 3-16 Networks

6. For devices, use the normal practices that you use for a regular HMC LPAR creation
(Figure 3-17).

Virtual Servers and Hosts

Virtual Servers and Hosts (View Members)

Performance Summary | | Actions - | | Search the table. . Search

Select MName % | State % | Access < Problems % Compliance & OS5 Type an..
O M itso-power Started Hox Mok Mok
O [#] itso-aix00 Started Wox Wox Box AIX 6.1
O [F] itso-aix01 Started Wox WMok Pox
O [#] itso-aixag Stopped ok B ok Mok
O [Fitso-vio Started Wox WMok Pox VIOS 2.2.14

Figure 3-17 itso-aix99 completed
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7. After the creation of a virtual server, additional networks can be added and CPU priority
can be changed (Figure 3-18). Use this syntax:

smcli chvs -A "networks=+Discovered-XX-0" -n itso-aix99

# smcli chvs -A "cpupriority=128" -n itso-aix99
Edit virtual server operation completed successfully.

Figure 3-18 chvs cpupriority

8. You can increase or decrease memory within the virtual server minimum and maximum
range (Figure 3-19 and Figure 3-20).

# smcli chvs -A "memsize=8192" itso-aix00
Edit virtual server operation completed successfully.
#

Figure 3-19 chvs memsize

while true

do

1sattr -E1 sysO -a realmem

sleep 2

done

realmem 7340032 Amount of usable physical memory in Kbytes False
realmem 7340032 Amount of usable physical memory in Kbytes False
realmem 7340032 Amount of usable physical memory in Kbytes False
realmem 8388608 Amount of usable physical memory in Kbytes False
realmem 8388608 Amount of usable physical memory in Kbytes False

V V V V 3%

Figure 3-20 chvs memsize output
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9. Memory, processor, and priority can be changed from the Ul dynamically one time within
the virtual server minimum and maximum range (Figure 3-21).

Wirtual Servers and Hosts

Wirtual Servers and Hosts (View Members)
l Performance Summaryl | l Actions vl | Search the table... Search
Select MName < | State % | Access < | Problems < | Compliance & | OS5 Type an...
00 M itso-power ‘ Started B ox Mok Mok
L
E[itsu_nixnn Related Resources » #Hok Aok Hok AlXE.1
O Eitsn-aixﬂl Topology Perspectives P | @ox WMok Mok
O Eitsn-aixgg Create Group Wox Wox Wox
O [ itso-vio Rename... Wox WMok Mok VIoS 2.2.1.4
Add to »
Automation ]
Extended Management ]
Inventary »
Release Management »
Remote Access ]
Security 3
Capture
System Status and Health » Deploy Virtual Appliance
Semvice and Support
G Workload
Properties IR ke Gl e
| Replace with Revision
cee | SenertoStorageMappingView | w |

Figure 3-21 Edit Virtual Server option
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10.Select the required tab and change the Assigned value (Figure 3-22). Click OK.

Edit Virtual Server

Virtual server: itso-aix00

General l Processaor J Memaory | Extended

5 i h . i 4B i i Additional Properties
peciy the memory sizes In InerEments. Extended Management

512 ME v| (128-32,192)
Assigned: Units:

g192 MB :I (512-5192)
Maximum Uit

gl1a2 MEB :I (128-32,192)
| oK | | Cancel |

Figure 3-22 Edit virtual server memory

11.0n the submitted job, click Display Properties. Click Complete (view log) to view the
output of the job. See Figure 3-23.

Active and Scheduled Jobs

Active and Scheduled Jobs (Properties)

Mame: Edit Virtual Resources - Movember 9, 2012 3:11:13 PM CST | Actions  w

General | Targets ‘ History ‘ Logs ‘

Status: Complete

Progress: 100%

Last Run Status: Complete (view log)

Description: Run once on 11912 at 3:11 FM
Mext Run:
Last Run: 11912 at 3:11 FM
Task: Edit Virtual Resources
Created By: root
Edit

Figure 3-23 Job properties
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12.Figure 3-24 shows the virtual server job output.

Active and Scheduled Jobs

EditVirtual Resources - November 9, 2012 3:11:13 PM CST (Properties)

Mame: EditVirtual Resources - November 9, 2012 3:11:13 PM CST | Actions W |

General ‘ Targets ‘ History | Logs |

Job Instance

Click on job instance in the Mame column in arder to view its logs

|Actions v| | Search the table... Search

Select Mame = | Status

11/9/12 at 3:11 PM | Complete

-

(<]

‘I‘ 1 Page 1

Job log

ofl ¢ M 1 » Selected: 1 Total: 1 Filtered: 1

42

Message filter: [AII

Movember 9,
Movember 9,
Movember 9,
Movember 9,
Movember 9,
Movember 9,
Movember 9,
MNovember 9,
Movember 9,
Movember 9,
Movember 9,
Movember 9,
MNovember 9,

2012 3:11:30 PM CST-Level:1-MEID:0--MS5G: Job "Edit Virtual Resources - November 9, 2012 3:11:13 PM C5T" activated.

2012 3:11:30 PM CST-Lewvel:200-MEID:0--MSG: Subtask "Edit Virtual Resources” activated.

2012 3:11:30 PM C5T-Level:200-MEID:0--MSG: Starting clients

2012 3:11:30 PM CST-Level:100-MEID:0--M5G: Clients started for task "Edit Virtual Resources”

2012 3:11:30 PM C5T-Lewel:200-MEID:0--MSG: Subtask activation status changed to "Active".

2012 3:11:30 PM CS5T-Lewel: 1-MEID:0--MSG: Job activation status changed to "Active”.

2012 3:11:30 PM CST-Lewvel:50-MEID:3210--MSG: DNZVMPEOEI Edit Virtual Resources request started for virtual server, itso-aix00.
2012 3:11:40 PM CS5T-Level:50-MEID:3210--MSG: DNZWVMP500] Memory allocations have been updated on the managed resource.
2012 31144 PM CS5T-Leve:50-MEID:3210--M5G: DNZVMPEDLl Processor allocations have been updated on the managed resource,
2012 3:11:45 PM C5T-Level:50-MEID:3210--MSG: DNZVMP5O0GI Edit Virtual Resources request completed successfully for virtual server, itso-aix00.
2012 3:11:45 PM CST-Level:100-MEID:3210--M5G: itso-aix00 client job status changed to "Complete”.

2012 3:11:45 PM C5T-Level:200-MEID: 0--MSG: Subtask activation status changed to "Complete”.

2012 3:11:45 PM C5T-Level:1-MEID:0--M5G: Job activation status changed to "Complete”.

Figure 3-24  Edit virtual server job output

13.Under the Systems Director Ul, the Inventory — Views — Virtual Servers and Hosts
view displays the changed memory value (Figure 3-25).

Wirtual Servers and Hosts

Wirtual Servers and Hosts (Wiew Members)

| FPerformance Sum

mary || | Actions v.| | Search the table... Search

Select Mame % | State % | Access % | Problems % | Memory (MB) % | Processors
O =] itso-power | Started [Wox Mok 32,768
E itso-aix00 | Started [ oK Hox 8192

Figure 3-25 Updated server configuration
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3.2 Light path diagnostics

IBM x86 servers provide a diagnostic tool called light path diagnostics (LPDs) as an easy
way to find hardware problems on the systems when they occur. LPDs consist of three
components:

» A system warning LED on the front of the server.

» A panel of LEDs in a pop-out panel (or a panel inside or outside the server for some
systems). This panel shows the status of major subsystems, for example, memory.

» Individual LEDs beside each component in the system, for example, each memory dual
inline memory module (DIMM).

For information about the LPD LEDs that are available on your System x, BladeCenter, or
Flex System hardware, see the server documentation.

The Systems Director can read this LPD information. This information is provided by the
service processors that are integrated in the server:

v

Integrated Management Module (IMM)
IMMv2

Advanced Management Module (AMM)
Chassis Management Module (CMM)

vvyy

You can view LPD status information from the Systems Director Ul or the command-line
interface (CLI).

There are multiple ways to select the detailed LPD information:

» From the health summary, click LED status in the scoreboard.

» From the Resource Explorer window, in the LED Status column, click the red, yellow, or
blue icon.

» From the right-click menu of a system, click System status and health — Lightpath.

» From a command-line prompt, use the command smc1i Tsled.

We describe each way.

3.2.1 LED status in the scoreboard

134

On the home page of Systems Director, the health summary scorecard shows a summary of
systems with LPD alerts under the name LED Status. Figure 3-26 shows an example.

Active Status '@ i Il

Compliance

Problems -6 1

LED Status 2

Figure 3-26 Scoreboard that shows the LED status
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When you click LED Status, a window opens that shows systems with alerts as shown in
Figure 3-27.

Navigate Resources

Resources with Critical Problems

| Search the table... Search

Select Name & | Access LED Status
- [@ BCs-amm-FFm M ox @ critical
- [@ 1em BC H Mo« @ critical

Figure 3-27 Systems with problems

If you click the LED status of the individual systems, you see the specific alert details as
reported by the SSP as shown in Figure 3-28.

View the status of each LED on the target system.

BCS-aMM-FFM (Lightpath Diagnostics)

Verify LED Status | | Actions V| | Search the table... Search

Select LED Name % | LED Color % | Indicated Condi... % | LED Locatio|
[ Fault Crange Attention FrontPanel
- Information COrange FrontPanel
[ Location Elue Laocation FrontPanel

Orange Fault FrontPanel

I- Cwer Temp

Figure 3-28 Light-path detailed view
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3.2.2 LED status in the Resource Explorer

To view the LPD status and information, first add a column for LED status to the Resource
Explorer view for a group. When you are in a group in the Resource Explorer windows, click
Actions — Columns as shown in Figure 3-29.

Groups > All Systems (View Members)
Actions ¥ | Search the table... Search

Create Group 2 | Type P [ y—
All Systems > Switch oK
[rrERETre 5 Switch @ Partial acq

m Switch @Partial ac
Export Cperating Sys... E,No SCCess
Select All Sarver OK
Deselect All .
AR L Cperating Sys... E,No SCCess
Clear All Filters He-43bc-e6f... | Virtual Server oK
Edit Sort FG-3926-AE0...| Server E,No access
Clear All Sorts 10O-B211-BA... | Server OK

- [iiil] BCE-aMM-FFM Systern Chassis [ OK

- [il] BCS-3MM-FFM Systemn Chassis [ OK

r EBNT:46C7 193-YK502008N... | Switch B ok

r {EBNT:46C7193-YKS0203CH. .. | Switch B ok

[T | {d c5974d56-baod-b2fe-284... | Virtual Server | [l OK

I_ I:‘EGATEM‘.'AYDL Cperating Sys... E,Nc SCCess

Figure 3-29 Select to add columns to the group view

In Figure 3-30, select LED Status from the Available Columns list on the left. Click Add to
add LED Status to the Selected Columns list. Use Up and Down to change the relative
position of the column. Click OK to save the changes. See Figure 3-30.

Available Columns Selected Columns

EEngusge Ao
Last Boot Up Time d | Add = | E?,-:l;?;ice d up

Local Date Time

Local Health Status 1P Addresses
A [ e ] o
Installed OS5 Name

Location Tag
Lock Present
Locked Memory j

Laniral Walima

05 Type
05 Version
Description

Figure 3-30 Select LED Status to add a column to the Resource Explorer view
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Now, the new LED Status column is displayed in the Resource Explorer window as shown in

Figure 3-31.
Groups > All Systems (View Members)
| Search the table... Search
Selact Name * | Type % | Access % | Pro... % | Co... % | IP Addresses @ 3
M {Eisz.ises.15.15 Switch B ok B info... Mok 192.168.15.15 (¥ ox
M | +Eisz.168.15.15 Switch B} partial... [Hok Mok 192.168.15.16 Mo«
M {Eisz.ies.15.17 Switch B} partial... [Hok Mok 192.168.15.17 Mok
M | CB1sz.168.15.2 Operating Sys... [BNo acc... [lok Mok 192.168.15.2 Mo«
- M 152.168.15.3 Servar B ok Mok Mok  feso:0:0:0:3640:b... [Hok
M | CBisz.168.15.61 Operating Sys... [BNo acc... [lok Mok 192.168.15.61 Mo«
[T sd2zadss-03de-43bc-=6f... | virtual Server | [l OK Mok Mok 10.13.9.2, 192.16... [Wok
- M e10escin-7566-3326-2E0...| Server B o acc... ok Mok 192.168.15.81 Mo«
- EC1DES3D-EALD-B211-BA... | Server B ok Mok Mok Mok
- [ill] BCE-aMM-FFM System Chassis [l oK Mok Mok 192.168.15.100, f... [Bok
- [ill] BCS-aMM-FFM System Chassis [l oK Mok Mok 192.168.15.105, f...
M <EenT:4sc7193-vksozooaN... | Switch B ok Mwar... ok 192.168.15.122 Mo«
M <Eent:4sc7133-vks0203CH...| Switch B ok Mywar... [Hok 192.168.15.124 Mok
[T { c5974d56-basd-bzfs-285... | virtual Server | [ OK Mok WMok | 2001:0:5efs:79fb:... [Hok
M LCRcatewavor Operating Sys... [BNo acc... [Bok Mok 192.168.15.1 Mok
1 |
M4 Pageiof4 b M [1 | = Selected: 0 Total: 51 Filtered: 51

Figure 3-31 LED Status column in Resource Explorer

If a critical, warning, or informational status message from a managed system exists on the
LPD panel, you see the status. The status displays as a red, yellow, or blue icon in the LED
Status column. See Figure 3-31.

After you add the column, you can click the status to see the detailed view (Figure 3-28 on
page 135).
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3.2.3 LED Status from the menu of a system

To see the LED status and detailed information for a single system, right-click the system and
click System Status and Health — Lightpath. See Figure 3-32. The window that opens is
similar to the window from our example in Figure 3-28 on page 135.

T o IOTOS T CR I D DE T T D TV 1 R I R
- @l BCE-amm-FFM System Chassis [ ok Mo« [
Iv BCS-aMM-FFM Related Resources [ oK oK E
r fEenTi46c7193  Topology Perspectives b| Mok Mwar.. | [l
M fEenti4sc7193  Create Group M ox Mwar.. | [l
| @ c5974d56-ba Change Password GK OK E
M Leatewavor Remave... Brcac.. @Moc B

4 I Rename...

H4 pPage 1 of 4 F H 1 Add to p L Filkered: 51

Autemation [

Inventory [

Release Management [

Remaote Access [

Security [

System Configuration [

atus and Hea Adtive Status

Task Management [ Collect Support Data

Service and Support [ Device Log

Properties Eror Counters
Event Log
Hardware Log
Lightpath
Physical Wiew
SNMF Browser
Compliance Policy
Comepliance |ssues
System |dentification [

Figure 3-32 Lightpath menu for single system

3.2.4 SMCLI command-line interface

You can also use the smc1i 1sled CLI command to see the LED status for a system. The
results of our example are shown in Example 3-1.

Example 3-1 smcli Isled

PS C:\Windows\system32> smcli 1sled -s all -i 9.42.171.73

Name State Color Location

Over Temp off Orange FrontPanel
Information On Orange FrontPanel
Location off Blue FrontPanel
Fault On Orange FrontPanel
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Example 3-1 on page 138 is the output from the command for a BladeCenter chassis that
shows the status of all LEDs. This output shows that the Information and Fault LEDs for this
system are on. The output also shows that the LEDs are on the front panel of the system.

If you want to see only the LEDs that are on or flashing, use the -s all, -s on, or -s flash
option for this command. Or, use -s on, flash to see all LEDs that are on and blinking. In
our example, we use the following command to make the LED on a remote server blink:

smcli runtask -i 9.42.171.173 "LED Flash"

Then, we run the smc1i 1sled command with the -s flash option again. Example 3-2 shows
the result.

Example 3-2 smcli Isled -s flash

PS C:\Windows\system32> smcli 1sled -s flash -i 9.42.171.73

Name State Color Location

Location Blinking Blue FrontPanel

For detailed information about the options for the smc1i 1sled command, see the information
center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffqm0_r_cli_lsled.html

3.3 Hardware logs

Hardware log information is provided by the service processors from the systems. The
following service processors and management modules provide the hardware log information
to the Systems Director:

Baseboard management controller (BMC)

Remote Supervisor Adapter Il (RSA II)

Remote Supervisor Adapter (RSA)

Management Module (MM)

Integrated Management Module (IMMv1 and IMMv2)
Advanced Management Module (AMM)

Chassis Management Module (CMM)

vyVVvVyVYyVvYVvYYVvVYYyY

Power Systems: LPD information for Power Systems is not accessible, except for IBM
POWER® based servers in the BladeCenter and Flex System.

The information is provided by using an inband communication or out-of-band
communication. The access path depends on the system hardware and configuration.
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See Table 3-1.

Table 3-1 Service Processor hardware log access path

Systems

Service Processor

Hardware log access path

BladeCenter

Management Module (MM)

Out-of-band communication

BladeCenter

BladeCenter | Advanced Management Module (AMM) Out-of-band communication

Flex System | Chassis Management Module (CMM) Out-of-band communication, only if no Flex System
Manager (FSM) is installed and used

System x Remote Supervisor Adapter (RSA) Out-of-band communication

System x Remote Supervisor Adapter Il (RSAII) Out-of-band communication

System x Baseboard Management Controller (BMC) | Out-of-band communication. Inband communication that

uses Common Agent or Platform Agent

System x

Integrated Management Module (IMMv1 or
IMMV2 in rack or tower server)

Out-of-band communication. Inband communication that
uses Common Agent or Platform Agent

BladeCenter
Flex System

Flex System and BladeCenter Integrated
Management Module (IMMv1 or IMMV2) in
server

Out-of-band communication over AMM/CMM only.
Inband communication that uses Common Agent or
Platform Agent
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Inband communication means that Systems Director accesses the agent on the system. This
agent can read the hardware log information from the service processor (RSA, RSAIl, IMM,
IMMv2, or BMC) of the system. The agent uses a driver or other communication channels
inside the system.

Out-of-band communication means that a direct connection exists from the Systems Director
to the service processor over a TCP/IP communication. This communication is independent
from the system state (power on/off). This communication is also independent from the
operating system (running, starting, stopped). The minimum requirement is that the system
has power and the Systems Director can access the service processor.

To access the hardware log information inband, you must have full access to the system and
the system must be online. If you obtain the hardware log out-of-band, you can also access it
from the System x server when this server is powered off. In Table 3-2, you can see which
resource you must select to access the hardware log information.

Table 3-2 Selection of system resource for accessing the hardware log

Option Description

Inband communication Select the system that represents the Common Agent or Platform

Agent.

Out-of-band communication
with a system

Click the system, then select service processors or select the
server.

Out-of-band communication Select the chassis.

with a BladeCenter chassis
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Follow these steps to access the log information:

1. From the Resource Explorer window, right-click the system and click Systems Status and
Health — Hardware Log (Figure 3-33).

Resource Explorer

Groups ® Groups by Systern Type > System = Systermns » Systemn x servers and operating systems (View Members)
|- Actions - | | Search the table... Search
Select Name % | Access % | Problems % | Cempliance % | IP Addresses % | OS Type
O 0 1em 7870401 06BYZEE | Mok Mok Mok
O 0 1em 7870401 06BT220 | Mok Mok Mok
O 0 1em 7870401 06BYZEL | Mok Mok Mok
O 0 1em 7870401 06BTZIZ | Mok Mok Mok
0 I 1B 78704c0]  Related Resources 3 Mok Mok
D I 1BM TETOAC Topology Pespectives [ OK OK
[S|s2217193q Creste Group H ok H ok 942171139, 16...
O I em7e70ac)  Remove.. Mok Mok
O [ 12w 7er0ac]  Pename.- oK oK
D I 1BM TETOAC Add to [ Perfarmance Summary
Autamation [ Active Status
Inventary [ Ewvent Log
Pawer On/Off [ diwal
Release Management [ Lightpath
Remuote Access [ Manitars
Security [ Thiesholds
Systern Configuration [ Tum off Check Log LED
44 Pagel of1 FFH status and Health 4 Cempliance Palicy
Semvice and Support [ Compliance lssues
Properties Systern ldentification »

Figure 3-33 Select Hardware Log
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2. The window in Figure 3-34 opens to show the log entries that the Systems Director read
from the service processor.

’ Hardware Lo... X IE“ - Select Action -
Hardware Log -0
942171139 (Hardware Log)
|. Refresh | | Clear | | | Actions - | | Search the table... Search
Select Sewerity % | Source % | DatefTime & | Text &3

|:| &Waming Flatform Event Log Dct19, 2012 6:168:04 .. Security: Userid: USERID had 1 login failur...
|:| Elnformation Flatform Event Log Sep 27, 20121:02:2... Host Power has been Power Cycled.

|:| @Critical Flatform Event Log Sep 26, 20121:16:4...  Please ensure that the Management Contr...
|:| @Critical Flatform Event Log Sep 26, 20121:14:3...  Please ensure that the Management Cantr...
|:| &Waming Flatform Event Log Sep 26, 2012112:2..  Security: Userid: USERID had 1 login failur...
|:| Elnformation Flatform Event Log Sep 17,2012 7:20:2... EMET[CIM:epl1] DHCP-HSTH=IMM2-5cf3fc...
|:| Elnformation Flatform Event Log Sep 17,2012 7:201...  EMET[CIM:epl1] DHCP-HSTH=IMM2-5cf3fc...
|:| Elnformation Flatform Event Log Sep17,2012 71594, LAM: Ethemet[IEM:ep1] interface is now a...
|:| Elnformation Flatform Event Log Sep 17,2012 719:3... Management Controller SN# KQSMOEYW Ne. .
|:| Elnformation Flatform Event Log Sep 17,2012 7:04:3... Host Power has been turned on.

|:| Elnformation Flatform Event Log Sep17,20127:04:1... EMET[CIM:epl1] DHCP-HSTH=IMM2-5cf3fc...
|:| Elnformation Flatform Event Log Sep 17,2012 7:04:1...  LAM: Ethemet[IEM:ep2] interface is now a...
|:| Elnformation Flatform Event Log Sep17, 2012 7:04:1...  EMET[CIM:ep2] IP-Cfg:HstMame=IMMZ-5cf...
|:| Elnformation Flatform Event Log Sep17,2012 7:04:1...  LAM: Ethemet[IEM:ep1] interface is now a...
|:| Elnformation Flatform Event Log Sep17,2012 7:04:1...  Management Controller SN KOQSMOEYW Ne. .

Figure 3-34 Hardware Log

3. You can refresh the view, clear the entire log, or filter the view by using the Search
function. You can also sort the view by clicking any of the column headings. From the
Actions menu (Figure 3-35), you can export the log for problem determination. You can
send the exported log information to IBM Support, if requested. The information is saved
in CSV format.

Hardware Log e
9.42171 139 Hardware Log)
| Refresh | | Clear | | | Actions V| | Search the table... Search
Refresh |
Select Severity | irce % | Date/Time | Tems &3
|:| l&‘lp‘\l’arning Cet19, 201261604 .. Security: Userid: USERID had 1 login failur...
|:| Information gElEEg Sep 27, 2012 1:02:22 ... Host Power has been Power Cycled.
Deselect All
|:| @Critical Sep 26, 20121:16:42 ... Please ensure that the Managerment Contro...
Show Filtar Row
|:| @Crltlcal Clear Al Filters Sep 26, 20121:14:33 ... Please ensure that the Management Contro...
|:| l&‘lp‘\l’arning Edit Sort Sep 26, 2012 1:12:27 ... Secwity: Userid: USERID had 1 login failur...
O Information Clear All Sorts Sep 17,2012 7:20:20 ... ENET[CIM:ep1] DHCP-HSTN=IMM2-5cf3fc. ..
|:| Information Flatform Event Log Sep 17,2012 7:2019 ... ENET[CIM:epl] DHCP-HSTN=IMM2-5cf3fc. ..

Figure 3-35 Save hardware log
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3.4 Service and Support Manager

Service and Support Manager manages serviceable problems and reports the events to IBM.
A serviceable problem is a problem to which IBM service typically responds, such as a failure
of a hardware component that is under warranty.

Service and Support Manager is documented in the information center:

http://publib.boulder.ibm.com/infocenter/director/pubs/topic/com.ibm.esa.director.
help/esa_kickoff.html

Service and Support Manager is viewed as an advanced manager within Systems Director,
although it is installed with the base Systems Director server installation. The core objective
of Service and Support Manager is to work with service information:

Supported systems monitoring

Serviceable event processing

Support file management

CLI support

Collection of performance management data to send to IBM

vyvyvyyy

The systems and resources that are eligible for monitoring by Service and Support Manager
are listed in the information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.esa.dir
ector.help%2Fesa_eligibility.html

Service and Support Manager subscribes to Systems Director events and filters out
unserviceable events. When a serviceable event is received by Service and Support
Manager, it submits a service request for the applicable event to IBM. Service and Support
Manager runs data collectors on managed endpoints by using snap for AIX and Linux on
Power Systems. Service and Support Manager runs data collectors on managed endpoints
by using Dynamic System Analysis for Linux and Windows on IBM x86 systems.

To launch Service and Support Manager from the Systems Director home page, click
Plug-ins and scroll down to Service and Support Manager.
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The Service and Support Manager main page is shown in Figure 3-36.

Service and Support Manager

Service and Support Manager

IManage serviceable problems on your systems.

Problem Reporting

Serviceable Problems for 1 Monitored Systems Elactronic Sarvicas Linke

Serviceable Problems
@, O systems with serviceable problems All Prable ms

4 1 system with no open serviceable problems IBM Support Fortal
Open a service request

Recent Activity

‘i\. Oserviceable problems require atte ntion
Oservice requests being investigated by IEM

[ 0requests have been updated in the last 24 hours

[l Oserviceable problems opened in the last 24 hours

Status

Mot activated. Service and Support Manager is actively monitoring for Common Tasks
serviceable problems. However, Electronic Service Agent™ is not i i ) )
configured for electronic service transmissions. Complete the Getting Getting Started with Electronic Service Agent...
Started wizard to enable the transmission of problems, inve ntory, and Manage suppart files
performance measurement data to |BM. Ve rify DSA status

Dynamic System Analysis (DSA) status error. S2rvice and Support

& Manager encountered a problem trying to verify the status of the DSA
collectors. Electronic Service Agent™ has not been configured. Complets
the Getting Started wizard, then try 'Test connection’ task to verify
connection to backend.

Setup and Configuration

Getting Started with Electronic Service Agent

Figure 3-36 Service and Support Manager
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Service and Support Manager creates default groups within Systems Director. The groups
are under Resource Explorer — Groups — Service and Support Groups as shown in
Figure 3-37. The groups are dynamic and automatically populated.

Resource Explorer

Groups > Service and Support Groups (View Members)

Actions ¥ Search the table... Search
| | |

Select Mame

& Type 2 | Description
(I Hﬂ Excluded Systems (0) Dynamic: System Contains systems not eligible for Service and Support Manager
Hﬂ Maonitored Systems (1) Dynamic: System Contains systems currently monitored by Service and Support Manager
O Hﬂ Unknown Systems (0) Dynamic: System Contains systems not recognized by Service and Support Manager

Figure 3-37 Service and Support Manager groups

3.4.1 Connectivity to IBM

The message in the Status section in Figure 3-36 on page 144 shows that IBM Electronic
Service Agent™ (ESA) needs to be configured. You use ESA for electronic transmissions to
IBM. To configure ESA, click Getting Started with Electronic Service Agent under Setup
and Configuration in Figure 3-36 on page 144.

The configuration is driven by a wizard and requires the following actions and input:

» Provide company contact and system location

» Configure connectivity to IBM:

— Director Connection
— Proxy Access

» Authorize an IBM ID

After you enter the required information, Service and Support Manager is ready as shown in
Figure 3-38.

Status

Ready. Service and Support Manager is actively monitoring faor Common Tasks
Q serviceable problems and Electronic Service Agent™ is configured o )
automatically transmit problems, inventory, and performance measurement | Manage support files

data o IBM. Send test problem
p Dynamic System Analysis (DSA) status error. Service and Support Test connection to IBM
« 4 Manager encountered a problem trying to werify the status of the DSA Veerify DSA status

collectors. Please try "Verify DSA status' task again or 'Test connection’ task
to werify connection to backend.

Figure 3-38 Electronic Service Agent Status
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For Service and Support Manager to function, you need to enable connectivity through your
firewall to IBM. The addresses and ports that are used are listed in Table 3-3.

Table 3-3 SSM proxy

Host name IP address Port
wwwe6.software.ibm.com 207.25.253.41 443
192.109.81.20 443
download2.boulder.ibm.com 207.25.253.8 80
download3.boulder.ibm.com 207.25.253.76 80
eccgw01.boulder.ibm.com 207.25.252.197 443
eccgwO02.rochester.ibm.com 129.42.160.51 443
www-945.ibm.com 129.42.26.224 443
129.42.34.224
129.42.42.224
www.ibm.com 129.42.56.216 443 or 80
129.42.58.216
129.42.60.216
www-03.ibm.com 204.146.30.17 80

If you encounter problems, see the information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.director.tbs.helps.d
oc/fqm0_r_tbs_um proxy issues.html

3.4.2 Enabling systems for service and support

Perform the following tasks to enable a system for monitoring:

» The system is discovered.
» The system is unlocked.
» An inventory is collected.

After the tasks are complete, check whether the ESA agent is running on your endpoints. For
guidance, see this information center page:
http://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.esa.director.help/es
a_problem optimize.htm]

To enable reporting to IBM, follow the steps in this information center page:

http://pic.dhe.ibm.com/infocenter/director/pubs/topic/com.ibm.esa.director.help/es
a_enable disable problem.html
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To check the functionality, send a test problem by using the Send test problem link in
Common Tasks as shown in Figure 3-39.

Status

Common Tasks

Ready. S=rvice and Support Manager is actively monitoring for
a serviceable problems and Electronic Service Agent™ is configured to )
automatically transmit problems, inventory, and performance measurement | Manage support files

data to 1BM. Send test problem

Test connection to IEM
Verify DSAstatus

Dynamic System Analysis (DSA) status error. Service and Support
Manager encountered a problem trying to verify the status of the DSA

collectors. Please try "Verify DSA status' task again or 'Test connection’ task
to verify connection to backend.

Figure 3-39 Electronic Service Agent Status

A reminder appears that this action sends an actual report to IBM Support (Figure 3-40).

Send test problem

Only perform this action under the direction of an |1BM support re presentative. A test problem will be sent to |BM ta verify that Electronic Service Agentcan properly repart
problems. The problem will appear in the Problems list.

|?| | Cancel ]

Figure 3-40 Send test problem confirmation

After you click OK, the test problem report is submitted to IBM Support. This report is visible
under the dashboard and the Problem Reporting view (Figure 3-41).

welcome root _ lB D& Compliance DG D& ‘ Help Logou

Home * . Resource Ex.. ¥ [ Service and... % [—SE|ECtAEtIDH—

Service and Support Manager

Service and Support Manager

IManage serviceable problems on your systems.

Problem Reporting

Serviceable Problems for 1 Monitored Systems Elactronic Sarvicas Linke

Serviceable Problems
@, 1 system with serviceable problems All Prable ms

4 0systems with no open serviceable problems | 1BM Support Fortal
Open a service request

Recent Activity

‘i\. Oserviceable problems require atte ntion
1service request being investigated by 1BM

1 request has been updated in the last 24 hours

1serviceable problem opened in the last 24 hours

Figure 3-41 Service and Support Manager: Problem Reporting view
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3.4.3 Serviceable event processing

Serviceable event processing is the management and transmission of serviceable events for
hardware problems to IBM.

Serviceable events are determined by IBM and cannot be altered. The analysis component of
Service and Support Manager determines whether the event warrants the creation of a
serviceable event. Serviceable events are viewable in the Service and Support Manager
plug-in as shown in Figure 3-41 on page 147.

If an event is serviceable and Service and Support Manager is fully configured, the service
request is transferred automatically to IBM unless otherwise configured.

Duplicate event processing is supported. Any duplicate event that is generated within a
24-hour window does not generate a new ticket with IBM.

3.4.4 Managing support files

After the problem is submitted to IBM Support, additional data that is associated with the
problem can be uploaded to IBM to help diagnose the problem. The data includes detailed
system information, dump files, and event logs.

Follow these steps to view the support files and then submit them to IBM:

1. Under Common Tasks in the Service and Support Manager home page, Figure 3-36 on
page 144, select Manage Support Files. The window that is shown in Figure 3-42 opens.

Home

L

. i 's =~ | — Select Action —
Service and... Active Stat... | Manage Supp... x\_ |

Manage Support Files rYEE

This view displays all support files on this system that have been collected by Service and Support Manager. Suppoart files can contain detailed system
information used to help diagnose a serviceable hardware problem, dump files collected from an endpoint system, event logs, and mare. Use this view to
see more details about collected support files, to manually collect additional support files, and to submit collected files to the 1BM service provider for
analysis.

MNote: Support files asscciated with a problem cannot be submitted unless the problem itself has been submitted to IBEM support and is currently in a
submitted state. Click on Problems to view the current status of the problem and ensure that the status is submitted before attempting to submit any
associated support files.

Support Files

| Collect Suppoart Files... Submit to IBM. .. Delete Support Files... | | Actions  w | | Search the table. Search
Select File o Ty & System ¢ | Local Proble . ¢ | External Ser.. & | Status o
( O 06 520 10BAOGE DirectorLogs 201, | Management serv.. aixitsoralibmcom 1101349285 3A77R3TA000 -E-Transmission)

Figure 3-42 Manage Support Files
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2. When you collect support files, select the monitored system where you want to collect the
support files and click Collect Support Files. Use the predefined groups as listed in
Figure 3-37 on page 145.
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3. Choose the target system as shown in Figure 3-43.

Collect Support Files...
Sustem Suppott Files

Select a monitared systern below, and then click the Support Files tab to chooze 3 support file type to colleck from that systerm, The
file will be collected, returned to the zervar and appear in the Support Files table view,

Select a walid target then add it to the selected list.

Shaow: | All Targets st
Ay ailable: Seladed:
All Targets add = SA-WMZ21T-1ATR
[ Actions V] | Search the table... Search
—— < Rermoue
Select Mare % | Type
O | lecsvm Systern Chas:
O I IBEM 787 0acl 0657795 Server
O  1em 7e70ac1 neRvEIE Server
O f 1em 73704c1 nepczTs Server
O f 1em z02emc1 KoFRZLY Server
O  1em 240671y 1oBLAZA Server
O  1em 240671y 1oBLASA Server
O  1em 240671y 1oBLASA Server
O SA-W21?-1AIX Cperating Sys
< i | e

M4 Page1ofl kM 1 » Total: 2

(e (o)

Figure 3-43 Monitored systems
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4. Click the Support Files tab to select the support files (Figure 3-44).

Suztem Suppoatt Files

Select the type of support file to be collected from the following list of all known suppart types available for SA-W217-1AI5,

O Management server log data
OSnap [generic)

O Snap checkstop

| Collect || Cancel |

Figure 3-44 Collect Support Files

5. Figure 3-44 displays the type of support file to collect. Select the required option and click
Collect.

6. On the window that is shown in Figure 3-45, you can select the support files to send to
IBM. After submission, you can delete files manually. However, Service and Support
Manager removes support files after seven days after the successful file transmission of
data to IBM.

Manage Suppott Files

This view dizplays all suppart files on this systern that have been collecked by Service and Support Manager Support files can contai
detailad systern information uzed to help dizgnose a serviceable hardware prablem, durmp files collected from an endpoint system,
event logs, and rmore. Uze thiz view to see more details about collacted support files, to rmanually collect additional suppart files, a
to subrnit collected files to the IBM service provider for analyzis,

Note: Support files aszociated with 3 problerm cannot be submitted unless the problem itself hasz been subrmitted to IBM zupport an|
iz currently in & subrmitted state, Click on Problers to view the current status of the problerm and ensure that the status iz subrnitte
befare attermpting to submit any associated support filas,

Support Files
| Collect Support Files... Subrmit to IBM... Delete Support Files. ., | | fctions W | | Search the table. .. Search
Select File & Type & System % | Local Pro... % | External 5... & | Status 2
O] 1351275451827, pax. 2 Snap SA-WZ1T-1ATH D callection ...

Figure 3-45 Snap files

3.5 Event logs

You can work with the event logs that the Systems Director stores on the server. One
predefined Event Action Plan is available with the action Log All Events. This Event Action
Plan writes all events of the Systems Director server to a local event log.
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3.5.1 Settings

Configure the settings for the event log in the left pane of the Systems Director web interface
by clicking Settings — Event Log Preferences (Figure 3-46).

IBM* Systems Director

View: | All tasks

Horne

Find @ Task

Find a Resource
Fesource Explorer
‘Wizlcome

My Startup Pages

Remote Access
Autornation

Invenitary

Release Managemert
Security

Systemn Configuration
Systern Status and Health
Task Management

[E] Settings

Agert Manager Configuration
Manage MIBs

Encryption Preferences
Navigation Preferences

sty [E istration
Everit Log Preferences

Server Preferences
Aute Rename

Network Managemert Freferences
Service and Support Manager Settings

Console Logging and Tracing

Welcome omenke Problems ?@ 4@\, Compliance

Home Resource Ex.. | Ewent Log P... X\_

Event Log Preferences

Muodify the settings below to change the behavior of the Event Log page.

These settings are an a per user basis.

#Time Range:

(=

Weeks :I)

#Number of entries to retrieve:

(10,000 )

The server is J:"E‘rremly configured to store 10,000 event log entries.

To change this setting, visit the Server Preferences page.

|?| | Apply | | Restare Defaults | | Cancel |

Figure 3-46 Settings for event log preferences

In the Settings window (Figure 3-46), you can select the time range that is reflected in the
event log listings. Set a time range for hours, days, or weeks.

You can set the number of event log entries to retrieve. The maximum number for the server is
10,000 entries. If you set more than 10,000 entries, you see an error message (Figure 3-47).

%)

ATKEVTO18E

Number of ertries to retrieve cannot exceed the maximum of 10000

Close Message

Figure 3-47 Error message when the number of entries exceeds the maximum number of 10,000

The default settings are 24 hours and 500 entries for the event log. You can go back to the
default values by clicking Restore Defaults.
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3.5.2 Launching the event log

You can access the Systems Director event log in a number of ways:

» From the left pane, click System Status and Health — Event Log (event log for All

Systems).

» From the Resource Explorer menu, right-click a group (event log for the complete group)
or a single system (event log for this system). Click System Status and Health — Event
Log (Figure 3-48).

» Also, from the Resource Explorer, select the group or system and click Actions —
System Status and Health — Event Log to access the event log.

IBM* Systems Director

View: | All tasks 5

Horne

Find @ Task

Find a Resource
Fesource Explorer
‘Wizlcome

My Startup Pages

Remote Access
Autornation

Invenitary

Release Management
Security

System Configuration

[ Swystem Status and Health

Perfarmance Surmnmmary
Health Surnrmary
Maonitors

Threshalds

Problems

Manage Processes
Process Monitors
SNMP Browser

Task Managemert

Settings

Welcome omenke

Home

Resource Explarer

Groups (View Members)

Find a Reso... | Resource Ex... X\_

Problems

@

4

Compliance

| Create Group | |q Actions VD | Search the table... Search
Select Name * | Type % | Description
|:| Ea.ﬂ.ll Metwark Systemns (3) Dynamic: System Contains All Metw
|:| Ea All Dperating Systems (45) Dynamic: Operating System Contains all operg
|:| Ea.ﬂ.ll Storage Systemns (D) Dynamic: Storage Subsystem Contains all storag
Ea All Systermns 7 View Members Contains all systen
|:| Ea Groups by Accd Create Group Contains groups b
|:| Ea Groups by Ager Export Groups Contains groups b
|:| Ea Groups by Staty Add to b Contains groups b
O Ea Groups by Systd Inventary » Contains groups b
|:| Ea Cther Groups (1 Release Management [ Contains addition
O Ea Persanal Group System Configuration 4 Contains groups o
|:| Ea Semwice and Sul PG G groups f
|:| Ea Update Groups [PUEpD 5 il IS groups f
Manitars
Thresholds
Compliance Policy
|:| Compliance lssues
44 Page1 of1 FF » Selected: 1 Total: 12  Filtered: 1

Figure 3-48 Event log access
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» Also, from the Resource Explorer, double-click a single system to see the properties of the

system. Select the Event Log tab to access the event log for this system as shown in

Figure 3-49.

Resource Explorer

Groups = All Systemns > SHEYKI1688387 X1 TE (Froperties)

name: [l snevieszsriTE | Actions W

Access: oK
Status: @Critical

?-0

General Active Status Applied Activities Configuration Inventany Service and Suppart
SNEYITEE3ET X1 TE (Events)
| Refresh | Delete Create Filter... | | Actions W | | Search the table... Search
Select Ewvent Text & | Source & | Sewerity & | Category % | Date and Time
O One ormaore blade servers are isolat..| SHEYKIEE38T X1 aCritical Alart Meow 17,2012 12:01:42 Ph
O The advanced management modul...| SNEYKIS2387X1 .. Information Alart MNew 17,2012 12:00:46 Ph

Figure 3-49 Event Log access for a single system

3.5.3 Viewing the event log

When you elect to view the event logs of multiple systems, a new window opens that shows

the event log (Figure 3-50 on page 154). All events are listed for the selected time range.

Events are listed up to the maximum number that is set for the event log.
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The event filter is at the top of the window (Figure 3-50). The use of the event filter is
described in 3.5.4, “Using event filters” on page 155. You can sort the events by date and time
(default), by severity, or by source and category. Select the column and click the arrow in the
top cell of the column. You can also use the search function to find specific events.

Event Log N =
Select an event filter to display a specific set of events. Select Event Log Preferences to customize how many events to display.
Ewent filter:
All Events hd
Last Updated: Now 17, 2012 5:56:41 PM EST
Ewvents
| Refresh | Delete Create Filter... | | Actions ¥ | | Search the table... Search
Select Ewvent Text & | Source & | Sewerity & | Category % | Date and Time
O Systemn 942171 .86 is offline 94217186 Infarmation Alart Meow 17, 2012 5:31:46 FM
O Systern 9.42.171 .86 is online 94217186 Information Resolution MNew17, 2012 4:2313 PM
O Systemn 942171 .86 is offline 94217186 Information Alart Mew 17, 2012 2:40:10 PM
O Systern 9.42.171 .86 is online 94217186 Information Resolution MNew17,201212:12:27 PM
O One ormore blade servers are isolat..| SHEYKIE238T X1, GCritical Alart Mew 17, 2012 12:01:43 PM
O The advanced management modul...| SNEYKIS2387X1 .. Information Alart New17, 2012 12:00:46 PM
O Systemn 942171 .86 is offline 94217186 Infarmation Alart Meow 17, 2012 10:45:21 AM
O Systern 9.42.171 .86 is online 94217186 Infarmation Resolution New17, 2012 10:21:49 AM
O Systemn 942171 .86 is offline 94217186 Infarmation Alart MNeow 17, 2012 2:20:20 AM
O Systern 9.42.171 .86 is online 94217186 Infarmation Resolution New17, 2012 5:53:22 AM
O Systemn 942171 .86 is offline 94217186 Infarmation Alart Meow 17, 2012 4:55:50 AM
O Systern 9.42.171 .86 is online 94217186 Infarmation Resolution New17, 2012 2:07:01 AM
O Systemn 942171 .86 is offline 94217186 Infarmation Alart Mew17, 2012 12:42:21 AM

Figure 3-50 Event Log
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3.5.4 Using event filters

You can use the event filter to select specific events. With filters, you can easily display only
the event log entries that are important to you. With filters, you can easily export log entries

for documentation.

The available filters are the same filters that are available in the Event Filter for the event

automation plan. Any filters that you create for event automation plans are also visible and

usable in this list. Figure 3-51 shows the filter list.

Event filter:

E All Events

Audit Events

Commuon Agent offline

Critical Events

Disk use

Electronic Semwice Requests
Electronic Service and Support Events
Environrmental sensor events

Fatal Events

Filter for Redbook

Hardware Predictive Failure Alert events
Informational Events
Management server security events
Memarny use

Minor Events

Physical hardware security events
Frocessor use

Serice and Support Manager seviceable events
Storage events

Service and Support Manager processing eror events | |

Figure 3-51 Filter list

In our example, we select the critical events as a filter for the event log viewer. The result is
shown in Figure 3-52 on page 156. You can see the critical events that are available in the

event log of the Systems Director server.
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You might see some events with HIST: in front as indicated in Figure 3-52. These events are
historical events. Historical events come from system logs from systems that are based on a

time range before the actual Systems Director is active.

Event Log FE
Select an event filter to display a specific set of events. Select Event Log Preferences to customize how many events to display.
Ewent filter:
i Critical Events i
Last Updated: Now 17, 2012 8:27:34 PM EST
Ewents
|. Refresh | Delete Create Filter... | | Actions W | | Search the table... Search
Select Ewvent Text & | Source & | Sewerity & | Category % | Date and Time
O One ormore blade servers are isolat..| SHEYKIE238T X1, GCritical Alart Mew 17, 2012 12:01:43 PM
|:| Sewviceable Event: The manageme...| SNEYI 63387 X1 ... GCritical Alart Now 10, 2012 2:42:58 PM
|:| The management module failed to .| SNEYI1E3387X1 ... GCritical Alart Now 10, 2012 2:42:58 PM
|:| Sewviceable Event: The manageme...| SNEYI 63387 X1 ... GCritical Alart Now 10, 2012 3:42:35 PM
|:| The management module failed to .| SNEYI1E3387X1 ... GCritical Alart MNow 10, 2012 2:42:35 PM
|:| Sewviceable Event: The manageme...| SNEYI 63387 X1 ... GCritical Alart Now 10, 2012 2:42:01 PM
|:| The management module failed to .| SNEYI1E3387X1 ... GCritical Alart MNow 10, 2012 2:42:01 PM
|:| Sewviceable Event: The manageme...| SNEYI 63387 X1 ... GCritical Alart Now 10, 2012 2:41:53 PM
|:| The management module failed to .| SNEYI1E3387X1 ... GCritical Alart MNow 10, 2012 2:41:52 PM
|:| Sewviceable Event: The manageme...| SNEYI 63387 X1 ... GCritical Alart Now 10, 2012 24119 PM
|:| The management module failed to .| SNEYI1E3387X1 ... GCritical Alart MNow 10, 2012 2:41:01 PM
O Serviceable Event: One ormore bl... | SHEYKIEBE38T X1 ... G Critical Alart New10, 2012 3:40:53 PM
] One ormaore blade servers are isolat.. | SHEYKIEE38T X1, GCritical Alart Mew 10, 2012 3:40:53 FM
@ HIST: Please ansure that the Mal\a...)9.42.1?1 a3e GCritical Alart Sep 26, 2012 9:16:42 AM
|:| HIST: Please ensure that the Mana... | 942171139 GCritical Alart Sep 26, 2012 9:14:33 AM
e -  @®mp
144 Page1 of3 FF » Selected: O Total: 38 Filtered: 38

Figure 3-52 Critical event filter is used on the event log

3.5.5 Creating a filter by using an event from the event log

With Systems Director, you can create an event filter that is based on an existing event. This
event filter can help you identify all of the events of the same type (for export, as an example).

156 IBM Systems Director 6.3 Best Practices: Installation and Configuration



To create a filter, go to an event and use the following steps:

1. From an existing event, right-click the event and in the pull-down menu, select Create

Filter. Or, select the event by clicking the adjacent check box and click Action — Create
Filter. See Figure 3-53.

Ewvents

|- Refresh | | Delete | | Create Filter... | (| Actions - |)|

Select Ewvent Text % | Seurce fis
D One or more blade servers are isolat...i SN#YIBE38T X1 ..
D Semwiceable Event: The manageme...; SN#YIBE38T X1 ..
D The management module failed to SN#YI 88387 T ..
D Semwiceable Event: The manageme.. | SN 88387 X1 ..
D The management module failed to SN#YIBE38T X1 ..
D Semwiceable Event: The manageme...; SN#YIBE38T X1 ..
D The management module failed to SN#YI 88387 T ..
D Semwiceable Event: The manageme.. | SN 88387 X1 ..
D The management module failed to SN#YIBE38T X1 ..
D Semwiceable Event: The manageme...; SN#YIBE38T X1 ..
D The management module failed to SN#YI 88387 T ..
D Serviceable Event: One armore bl... | SHEYKIBE3BT XY ...
One or more blade servers are Isnlat..
D HIST: Please ensure that the Mana. ‘ a i
D HIST: Please ensure that the Mana...

Search the table...

Severity
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical
@ ciitical

Categorny
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert
Alert

Alert

Search

Date and Time

Now 17,2012 12:01:43 PM
Now 10, 2012 3:42:58 PM
Now 10, 2012 3:42:58 PM
Now 10, 2012 3:42:35 PM
Now 10, 2012 3:42:35 PM
Now 10, 2012 3:42:01 PM
Now 10, 2012 3:42:01 PM
Now 10, 2012 3:41:53 PM
Now 10, 2012 3:41:53 PM
Now 10,2012 34119 PM
Now 10, 2012 3:41:01 PM
Now 10, 2012 3:40:53 PM
Mow 10, 2012 2:40:52 PM
Sep 26, 2012 816:42 AM

Sep 26, 2012 9:14:33 AM

44 Pagel of3 FH |1 L Selected: 1

Total: 38 Filtered: 38

Figure 3-563 Select event to create a filter
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2. Enter a name and a short description for the filter (Figure 3-54). Click OK to create the

event filter that is based on the selected event. The definition for this event is at the bottom
of the window.

reate Simpl ent Filte

Type a name and description for the new simple event filter. This event filter will detect the event type indicated below.

#Event filter name:
Redbook/ Blade lost connection

Description:

How to create an eventfilter from an evemi

Event type:

Managed Resource.Managed Systern Resource . Physical Resource Physical Package Physical Frame. Chassis (OperationalCondition: CommBus)

|?| | Cancel | | Help |
TS T T T I T I TR T L B =TT
Sewiceable Event: One or mare bl SHNEYE 7x1 Q Critical Alert MNow 10, 2012 34053 PM
MP' One ormare blade servers are isolat...| S YHE1E8387 X1 l:)l:ritical Alert Mowv10, 2012 3:40:53 PM
HIST: Please ensure that the Mana 842171138 l:)Cmin:al Alert Sep 26, 2012 9:16:42 &AM
HIST: Please ensure that the Mana 8942171138 l:)Cmin:al Alert Sep 26, 2012 9:14:33 AM
| i | »
44 Pagel1 of3 F M Q1 > Selected: 1 Tetal: 382 Filtered: 38

Figure 3-54 Creating a filter from an event

3. A message appears that the event filter is created successfully (Figure 3-55).

If there are problems, you see an error message instead. Fix the problem and create the
event filter after you fix the problem.

o

Close Message

e following simple evert fiter was created successfully: ' Redbook / Blade lost connection *

Figure 3-55 Creation of filter successful

3.5.6 Command-line tools

The following command-line commands are available to work with the Systems Director event

log:

smcli evtlog Set parameter for event log

smcli 1sevtlog List event log

smcli rmevtlog Delete entries or complete event log
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Example 3-3 shows the following information:

» The actual size with the -s option. Our example shows 791 entries in the event log.

» The setting for the maximum value with the smc1i evtlog -m command.

» The command to set the maximum to a new value, in our example, 9500 with the -M 9500
option.

Example 3-3 Example for the smcli evtlog

SLES11:/opt/ibm/director/bin #./smcli evtlog -s

791

SLES11:/opt/ibm/director/bin #./smcli evtlog -m
10000

SLES11:/opt/ibm/director/bin #./smcli evtlog -M 9500

SLES11:/opt/ibm/director/bin #./smcli evtlog -m
9500
SLES11:/opt/ibm/director/bin #

You can use the smcli 1sevtlog command to read the event log. The following options are
useful:

-e “EventFilter_name” Show events only for this event filter

-s Present a summary view of the event
-T Filter for a time range (value in hours)
) Display the unique IDs that are associated with the event-log entries in

addition to other information
-t Filter on a system type, such as operating system

In Example 3-4, we use the -e “CriticalEvents™ -T 192 -o parameters. These parameters
list all critical events in the last 192 hours and the object identifiers (OIDs) for the events.
Example 3-4 shows one critical event in the specified time range. The OID for this event
(0x2ab) is listed.

Example 3-4 smcli Isevtlog command

SLES11:/opt/ibm/director/bin #./smcli 1sevtlog -e “Critical Events” -T 192 -o
11/17/12 12:01 PM, One or more blade servers are isolated from the management
bus., SN#YK168387X1TB (0x175b), Managed Resource.Managed System Resource.Physical
Resource.Physical Package.Physical Frame.Chassis (OperationalCondition: CommBus),
Critical-Alert, Ox2ab

SLES11:/opt/ibm/director/bin #

Example 3-5 on page 160 shows how to delete an event from the event log with the smc1i
rmevtlog command.

Use this command if many events of the same type are in the log and you want to clean up
the log. Or, you generated test log entries that you want to delete from the log.

You can use the -a option to delete the complete log or use the -e %event_oid% option to
delete specific events. In our example, we use the -e option to delete the event that is listed in
Example 3-4. After we remove the event from the log with the 0x2ab OID, we run the smc1i
1sevtlog command as shown in Example 3-5 on page 160 to list the event. Example 3-5 on
page 160 shows that this event does not exist anymore.
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Example 3-5 Example for the smcli rmevtlog command

SLES11:/opt/ibm/director/bin #./smcli rmevtlog -e 0x2ab
SLES11:/opt/ibm/director/bin #

SLES11:/opt/ibm/director/bin #./smcli 1sevtlog -e “Critical Events” -T 192 -o
SLES11:/opt/ibm/director/bin #

For detailed information about the commands in our example, see the Systems Director
Information Center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffgm0_r_c1i_event_log_and_history cmds.html

3.6 Automation Manager

160

Use Automation Manager to create and use event automation plans.

The event automation plan consists of two parts:

» Event filter
» Event action

You can create and assign the event automation plan, event filter, and event action through
the GUI or through the command line.

The following topics are described:

» 3.6.1, “Creating an event automation plan” on page 161

3.6.2, “Creating an event filter” on page 172

3.6.3, “Creating an event action” on page 182

3.6.4, “Using the CLI for event automation plans” on page 188

vYvyy
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3.6.1 Creating an event automation plan

To view and create the event automation plan, go to the Systems Director web interface.
Select either Automation — Event Automation Plans on the left pane or the event
automation plan link under the Automation Manager as shown in Figure 3-56.

Remote Access

: Automa‘tioné
Ewvent Autornation Plans

Ewvent Actions
Ewent Filters
Command Automation

Inverntary

Release Managermert
Security

System Configuration
System Status and Heafth
Task Management

Settings

IBM* Syslems Director Welcome omenke Problems ,:,@ 3& Compliance ,:,@ Eu"i"‘. Help
View: | All tasks = | J Home K\ --- Select Action -

Home

Find a Task Q

Find a Resource ,". = Use these tabsto perform some initial setup tasks, view or activate plug-ins, and access additional Update IEM® Systemns Dire ctoy
information. Information Cente|

Fesource Explorer

Welcome

My Startup Pages Initial Setup Additional Setup @ Flugins Leam

|IBEM® Systems Director contains the following plug-ins. Depending on its "readiness," the

plug-in might be ready to use, or might require additional setup and configuration.

| Refresh | Lastrefieshed: Novembers, 2012 1:33:03 PM EST

_m' IBM® Systems Director Server 53z
Ready
Manage Users

Discovery Manager 532
Fi y g

Mo access to 47 systemns. 47 Systems have no inventory collected.

Systern Discovery  “Wiew systems needing access

Resource Explorer “iew and Collect Inventary
Status Manager &2z

Ready

Health Summarny Manitars

Update Manager sa2

Feady
Update IBEM® Systemns Director Acquire Updates
Show and Install Updates

_m Automation Manager 53z

T
Event Autormation Flans }) Active and Scheduled Jobs

Configuration Manager s3z2

Ready

Additional plug-ins to activate

WMControl
Activate 30-day evaluation now

@ Active Energy Manager
Activate 90-day evaluation now

After purchasing a plug-in, click
Import License Key to browse for
keys.

Import License Key

Figure 3-56 Launching Automation Manager

You can see the existing event automation plans, the targets to which they are assigned, the
status of the plan, the time range that is defined for the plan, and a description, if available.

You can edit an existing event automation plan, create an event automation plan that is based
on an existing event automation plan, or create an event automation plan.
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In our example, we create an event automation plan that is named book-EAP:

1. In the Event Automation Plans window, click Create (Figure 3-57).

Event Autamation Plans

Event Autornation Plans

Create Like...

Select Name
D Log All Events
|:| Send eMail to Admin

D Test

Use event autornation plans to automate tasks based on received events. An ewvent autormation plan includes an event filter, which specifies
the types of events on which to take action, and one or more event actions that are peformed in response to received events.

(4 |

Edit... Delete | | Actions W | | Search the table... Search
= | Targets & | Status 4% | Time range & | Description o
All Systemns Active All the time (24x7)
All Systems Active All the time [24x7)
All Systemns Active All the time (24x7)

Figure 3-57 Event Automation Plans windows

2. The Create Event Automation Plan wizard opens at the Welcome window (Figure 3-58).

Click Next to continue.

Create Event Autormation Plan Wizard

o Welcome
Mame and Description
Targets
Ewvents
Ewent Actions
Time Range

Summary

Welcome

Create and edit event automation plans.

Use thiswizard to create event automation plans (formerly, event action plans). Use these plans to
designate events within your systems-management environment for which one or more actions are

executed,

e .
(2) Leam about event automation plans

Show thizs Welcome page nexttime.

= Back | Nest = | Finish | Cancel |

Figure 3-58 Create Event Automation Plan wizard: Welcome panel
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3. In the Name and Description step (Figure 3-59), give your event automation plan a name
and suitable description. In our example, we name the event automation plan that we
created book-EAP. Click Next to continue.

Create Event Automation Plan Wizard -

Name and Description

 Welcome
l::> MName and Type a name and a description for this event automation plan.
Description
Targets HMame:
Events book-EAP
Description:

Event Actions

EAP for Demo - how to create an EAP -
Time Range

Summary

| < Back | | Next = | Finish | Cancel |

Figure 3-59 Create Event Automation Plan wizard: Name and Description
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4. In the next window (Figure 3-60), define the targets for which this event automation plan
works. You can select groups or an individual system as the target for this event

automation plan.

Selecting groups can be helpful when you have different administrative or management
groups. In our example, we select A11 Systems. To select systems or a group, select the
system or group in the left column and then click Add. When finished, click Next.

v Welcome

Name and
v Description

o Targets

Targets

Specify target systems that will be affected by this event automation plan. In the Available pane, select one or more groups of systems. Then, click Add to move your
selections to the Selected pane. If you want to select specific swsterns from a group, click the group to view the group members. Make your selections and then click

Add.

Select a valid target then add itto the selected list.

Show: | Groups ;I

Available:

Groups View Members)
| Actions v| | Search the table...

Select Name 2
Ea All Network Systerns (3)

Ea All Operating Systems (45)

Ea All Storage Systerns (D)

E All Systems (B8]

Ea Groups by Access (3)

Ea Groups by Agent ()

Ea Groups by Status 2)

Ea Groups by System Type (8)

Ea Other Groups (1)

oooooooooo

Ea Persanal Groups [5)
| | 1

44 Pagelof2 FH 1 L] Total: 12

Search
A

Type v

Dynamic: System

Dynamic: Operati...

Dynamic: Starag...

Dynamic: System
Static: Group
Static: Group
Static: Group
Static: Group
Static: Group

Static: Group

Dese
Cont
Cont
Cont
Caont
Caont
Cant
Cont
Cont
Cont

Cant

B

Selected:
All Systems ) [~]
< Remove
]
<Back | | Next> | Finish | Cancel |

Figure 3-60 Create Event Automation Plan wizard: Target selection
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5. In the Events window (Figure 3-61), select the filter for events.
Various filter types are available:

— Common event filters are predefined filters that monitor for common functions, such as
hardware events. Examples are fan failures or processor usage (Figure 3-61). The
common event filters are predefined and cannot be changed or enhanced. If you need
more complex criteria, select the Advanced Event Filters. You can select some of the
common event filters to use in an event automation plan.

" Welcome

Name and
Description

v~ Tamets
o» Events

Events

Specify one or mare events from a list of commonly used events. The selected eventswill trigger this event
autarnation plan. Or, select Advanced Event Filters in the Events list to use an advanced event filter.

Events:
G Commen - D

Commaon event filters are predefined filters that monitor for events of common interest in your systems-management
environment. For example, the Fans event type filter is triggered by any fan events. To leam more, click each event
type name in the list to display a description and any additional settings for that event type.

Select event types from the following list:

General

D Event severity
O Updates
D Cormrmon agent

D User login security

Maonitors
D CPU % Utilization

D Memory Usage

D Primary file systern percentspace used (C: for
Windowes, J/for AlKLinus]

Hardware

D Processors (CPLU
O Dizks

D Fans
— i~

Click Mext button when selection is completed.

| = Back | | Next = | Finizsh Cancel

Figure 3-61 Create an event automation plan: Common filter
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— Advanced event filters are used for monitoring specific events, single system events, or
events that are based on severity (Figure 3-62). Predefined common event filters are
available, but you can edit or enhance the advanced event filter. Only one advanced
event filter can be selected for an event automation plan.

Name and
‘/ Description

" Targets
o Events

Specify one or more events fram a list of commonly used events. The selected eventswill trigger this event automation plan. Or, select Adwvanced Event Filters in the
Ewvents list to use an advanced eventfilter.

Events:

Advanced Event Filters &

Usze advanced event filters to monitor for specific events that are notincluded in the common event filters or to moniter for only one event. For example, instead of
monitaring for all fan event types, wou can monitar for only the Fan Predictive Failure Analysis (PFA) event. Also, you can create more sophisticated event filters that
are triggered when duplicates of an event are received, when a specific number of instances of an event is received over a range of time, orwhen a specific event is
received butyou wantto exclude another event.

Event Filters

Create... | | Create Like. .. | | Edit... | | Delete | | | Actions ¥ | | Search the table... Search
Select Name % | Description =

All Ewvents Processes any events that occur on any system, except for Windows-specific and IEM i-specific events
Audit Events Processes only those ewents that are generated as a pant of auditing.
Commaon Agent offline Processes only those events that are generated by the Common Agentwhen it goes offline
Critical Ewvents Processes only those events that have a Critical severity

) Dizk uze Processes only those events that are generated when the cumently available hard disk zpace in a systern changes |

Electronic Service and Support Ev... | Processes only those events that are generated by Electronic Service and Support components
Electronic Service Requests Processes only those ewvents that are associated with detection and reporting of serviceable problems
Environmental sensor events Processes only those events that are associated with the condition of a system environment, such aswvoltage and t.
Fatal Events Processes only those events that have a Fatal severity

Filter far baok Filter for dermo - how to create an advanced filter - )

) Hardware Fredictive Failure Alert e, | Processes only those events that are generated when a Predictive Failure Analysis is detected for a hardware com.
Informational Events Processes only those ewents that have a Informational severity
Managerment server security events Processes only those ewvents that are generated by management server security protocols
Memorny use Processes only those events that are generated when the cumently available memory in a system changes with res,
Minor Events Processes only those events that have a Minor severity
| | m | E|

44 Page1af2 F M 4 » Selected: 1 Total: 22 Filtered: 22

= Back | | Next = | Finish Cancel

Figure 3-62 Create Event Automation Plan wizard: Advanced event filter

When you select the advanced event filter, you can use predefined filters or create your
own. How to create your own filter is described in 3.6.2, “Creating an event filter” on
page 172.

In our example, we created the event filter named Filter for book. When you select the
filter that you want to use, click Next.
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6. In Figure 3-63, specify the event action for the event automation plan to perform on the
target systems when the filter criteria is met. By default, Systems Director comes with only
one predefined event action, which is named Add to the event 1log. Select an existing
event action or create an event action. Creating an event action is described in 3.6.3,

“Creating an event action” on page 182.

In our example, we use the created event action named Mail to book (Figure 3-63). You
can select more than one action for an event automation plan. All of the selected actions

run if the event that is monitored and filtered occurs.

After you select the action that you want to use, click Next.

Event Actions

v Welcome
om0 e Specify one or mare actions thatwill occurwhen this event automation plan istriggered.
v Description
v Taigets Event Actions
w Events
Create... Create Like... Edit... Delete Actions W Search the table... Search
= Event
Actions - & i B
Select Marme * | Type ] Histary =]
D Add to the event log Add to the event log Not saved
D ehdail Send an e-mail (Internet SMTF) Not saved
D eMail to Admin Send an e-mail (Internet SMTP) Notsaved
( Mail to book Send an e-mail (Internet SMTP) ) Not saved
44 Page1 of1 FH |4 » Selected: 1 Total:4  Filtered: 4
= Back Next = Finish Cancel
Figure 3-63 Create Event Automation Plan: Event Actions selection
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7. On the next window, specify when the event automation plan can be activated. This
time-range constraint can be helpful if you use one event automation plan for work days
and another event automation plan for the weekend. You can create the event automation
plan that works from Monday to Friday. And, you can create another event automation plan
that works from Saturday to Sunday (Figure 3-64).

In our example, we choose All the time (24x7). But if you want, you can change it later by
editing the created event automation plan. After you select the time range, click Next.

Time Range
vy~ Welcome
Name and (Optional) Specify any time-range constraints for this event automation plan.
‘f Description
v Targets ) All the time [24x7)
v EventActions T specify certain days in a time range, select the day fram the list and click Add. To specify times during a day, clear

C:> Time F{EIH[I:‘ the All day check box, setthe start and end of the time range, and click Add. %¥ou can add more than one time range.
- = The start and end of the time range is rounded to the nearest 15-minute interval. For example, if you specify a time
range that starts at 1010 and ends at1:35, the event autormation plan uses 10715 and 13:30 for the time range.

Beginning day and time: Ending day and time:
Sunday ﬂ 6:00 AM Sunday ﬂ 7:00 AM All day
Add

Specified time range:

Remove

= Back Mext = Finish Cancel

Figure 3-64 Create Event Automation Plan wizard: Define a time range
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8. In the next window (Figure 3-65), you see the summary for the event automation plan that
you defined. Specify whether to activate the event automation plan by selecting the check
box (default) after you click Finish.

Summary
v Welcame
Mame and “ou have specified the following settings for this event automation plan:

v Description
v~ Targets Name: book-EAP
‘/ Events Description:  EAP for Demo - how to create an EAP /
i" Event Actions Time range:  All the time 24x7)
‘/ Time Range Targets: All Systems
':D Summary Ewent filter: Filter forbook

¥

Ewvent actions: Mail book

Apply this event automation plan when | click Finish)

| «Back | Mext> | Finish | | Cancel

Figure 3-65 Create Event Automation Plan wizard: Summary View
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9. Now, you are back on the Event Automation Plans window. You can see the new event
automation plan that you created (Figure 3-66).

(4] =

Event Automation Plans

Use event automation plans to automate tasks based on received events. An event automation plan includes an event filter, which specifies the types of
events on which to take action, and one or more event actions that are performed in response to received events.

Ewvent Automation Plans

|- Create... | | Create Like. .. | | Edit... | | Delete | | | Actions T.l | Search the table... Search
Select Name % | Targets & | Status % | Time range & | Description
D Log &All Events All Systems Active All the time [24x7)
( book-EAP All Systems Active All the time (24:=7) EAF for Demo - how to :r!at!)
D Send eMail to Admin All Systems Active All the time [24x7)
D Test All Systems Active All the time [24x7)

CEEEE e El

44 Pagel of1 FFH L Selected: 1 Total: 4  Filtered: 4

Figure 3-66 Event Automation Plans window

The event automation plan is active and works for the defined systems and time with the
defined action.

You can create as many event automation plans as you want, but keep the number of event
automation plans to a minimum. If you have too many event automation plans, it can get
confusing and you might get multiple alerts for each event.
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You can use the GUI to export the event automation plan as a CSV file to use for

documentation. On the Event Automation Plans window, select the plans that you want to
export by clicking the associated check box. Then, select Actions — Export as shown in

Figure 3-67.

Event Automation Plans (A =]

Use event automation plans to automate tasks based on received events. An event automation plan includes an event filter, which specifies the types of
events on which to take action, and one or more event actions that are performed in response to received events.

Ewvent Automation Plans

| Create... | Create Like. .. Edit... | Delete | | | Actions - | | Search the table... Search
Create... T
Select Name % | Targets e & | Description
Create Like
O Log &ll Events All Systems Edit e (24x7)
di
book-EAP All Systems Delete e [24x7) EAF for Demao - how to create
Send eMail to Admin All Systems Activate e [24x7)
Test All Systems Deactivate e 2457)
Event Automation Plans [
Columns...

Select All

Deselect All
Show Filter Row
Clear All Filters
Edit Sont

Clear All Sorts

U$l

44 Pagel of1 FFH L Selected: 3 Total: 4  Filtered: 4

Figure 3-67 Export the event automation plans

A window opens so that you can select the directory where you want to save the event
automation plan (Figure 3-68). The name of the file is Event_Automation PTans.csv.

Opening Event  Automation, Plans.csv

“You have chosen to open

D Event_Automation_Plans.csv

which is a: CSW file
from: https://9.42.171.84:8422

What should Firefox do with this file?

) Openwith | Browse...

®)|save File

[} Do this automatically for files like this from now on.

‘ @Cancel | [ @OK l

Figure 3-68 Save the Event_Automation_Plans.csv file
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If you want to export the event automation plan for use on another system or for backup and
recovery, use the smc1i command line. The use of the smc1i command line is described in
4.3.1, “Exporting systems and settings” on page 225 and in 4.3.3, “Importing systems and
settings” on page 228.

3.6.2 Creating an event filter

172

You can create an event filter from within the Create Event Automation Plan wizard. Or, select
Automation — Event Filters on the left tab of the Systems Director home page as shown in
Figure 3-69.

IBM" Systems Director

View: | All tasks

L]

Horne

Find @ Task

Find a Resource
Fesource Explorer
‘Wizlcome

My Startup Pages

Remote Access
= Automation

Event Autornation Plans

Command Autornation
Inventary

Release Managemert
Security

Systemn Configuration
System Status and Health
Task Managemert

Settings |:

Figure 3-69 Selecting Event Filters
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From this link, you are taken to the Event Filters page (Figure 3-70). Figure 3-70 shows the
same list of filters in the Create Event Automation Plan wizard (Figure 3-62 on page 166).

Follow these steps to create an event filter:

1. In Figure 3-70, click Create to create an event filter.

Event Filters

Use an event filter to specify one or more events that trigger an event autornation plan. Event filters also enable you to display a
specific zet of events from the event log. Create an event filtar on thiz page, from within the Event Automation Plan wizard, or on the

Event Log page.

Open Event Autornation Plan wizard

Open Event Log

Ewent Filters

Doooooooooooooad

Create Like... Edit...

Mame

<k

All Events

Audit Events

Common Agent offline

Critical Events

Disk use

Electranic Service and Support Ev...
Electronic Service Requests
Environmental sensor events

Fatal Events

Filtar for book

Hardware Pradictive Failure Alert e...
Infarmational Events
tanagement server security events
Memany use

Minar Events

FE

Delete | | Actions Vl | Search the table... Search

Description

Frocesses any events that occur on any system, except for Windows-specific and
Frocesses only those events that are generated as a part of auditing.

Frocesses only those events that are generated by the Common Agentwhen it g
Frocesses only those events that have a Critical severity

Frocesses only those events that are generated when the curently available han
Frocesses only those events that are generated by Electronic Service and Supp
Frocesses only those events that are associated with detection and repaorting of 5
FProcesses only those events that are associated with the condition of a system en
FProcesses only those events that have a Fatal severity

Filter for dermo - how to create an advanced filter-

Frocesses only those events that are generated when a Predictive Failure Analys
Processes only those events that have a Informational severity

Frocesses only those events that are generated by management server security p
FProcesses only those events that are generated when the currently available men

Frocesses only those events that have a Minor severity

T B

44 Page1 of2 FF 1 » Selected: O Total: 22 Filtered: 22

Figure 3-70 Listing of the event filters
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2. The Create Event Filter wizard starts and displays the Welcome page (Figure 3-71). Click
Next to continue.

Create Event Filter Wizard

TE
Welcome
o Welcome
o M e Welcorme to the Event Filterwizard.
Filter Name
Filter Type o . ) ) . o _
This wizard helps you to create or edit an event filter. Event filters specify the event criteria that should trigger an
Event Type

automation plan. Event filters also simplify viewing the event log. Wou can configure the event filterto be precise
S P By orgeneral. For example, you can detect a single type of event from a particular systern, oryou can detect all
Severity and Category event types of a certain severity.

Event Sender Usze thiswizard to specify the event criteria that you want to include in the filter.
Event Taxt

< Showwelcome page’
Time Range

Summary

= Back | Mext = | Finish | Cancel |

Figure 3-71 Create Event Filter wizard: Welcome window

3. In the Filter Name window (Figure 3-72), enter the name and the description for the filter.

In our example, we use the name Filter for book. You can also add a short description
for the filter. Click Next to continue.

Filter Name

o Welcome
C:> Filter Name Type a name and a description for the event filter that you want to create.
Filter Type
FName:
Ewvent Type

Filter for book

y and Category o
Description:

= ender

Filter for demo - howto create an advanced filter-
Ewvent Text

Time Range

Surnmary

| < Back | | Next = | Finish | Cancel |

Figure 3-72 Create Event Filter wizard: Filter Name
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4. In the Filter Type window (Figure 3-73), select the type of filter that you want to create. We
select the simple event filter for our example.

Create Event Filter Wizard FE
Filter Type
" Welcome
1/ Filter Nams Select the type of event filter that you want to create.
o Filter Type
BreERTEC Filter type:

i i Simple event filter
Sewerity and Category

reate a general purpose filter,

Event Sender Recuring event filter
Duplication event filter
Ewent Text ) )
Exclusion event filter
Time Range

Summary

| = Back || Nesxt = | Finish | Cancel |

Figure 3-73 Create Event Filter wizard: Filter Type

The following types of filters are available. Select the filter type and click Next.
— Simple event filter: Use the general-purpose filter to create your own filter.

— Recurring event filter: Use this filter to trigger only when the included event meets the
filter criteria more than one time in the defined time range.

— Duplication event filter: Use this filter to ignore duplicate events.

— Exclusion event filter: Use this filter to exclude a specific event type from a larger list of
event types that you included in the event.
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5. In the Event Type window, Figure 3-74, select the filter type and define the filter type that
you want use. The following event types are available:

— Default: Include all events except IBM System i® message queue events, which can be
selected by clicking the check box, and Windows specific events. If you need to select
the Windows specific events, use the Custom type.

— Common: Include events that are often used in the custom environment. The custom
environment events include general events, such as information about updates or user
security events. General events also include hardware events, such as power, storage,
fan, or processor events. You can add the system message events.

— Custom: Include events of certain category, type, or value. The available events
depend on the system types, operating systems, or protocols that you use in your
Systems Director environment.

In our example, we use the default events. In our example, we use Default filter type, which
includes all events. Click Next to continue.

Event Type

v wWelcorne
o Filter Hame Select the types of events that you want to include in the filker
" Filter Type
= Event Type Types of events to include:

Custorn d 7 Include IBM i message queue avents

Comrmon

Customn e about custorn event types

Select Custom to include events of a certain category, type, or value, Selecting a table entry includes the event types for that entry
and for any subsequent levels down in the hisrarchy, Sptionally, vou can include IBM Systern | message queus events and any
available Windows-specific euvents,

Select a valid target then add it to the selected list

show: |Event Type - |

Available: Selected:
Event Types add = J
Actions ™ Search the table... Search
< Rernove
Select Marme o Type =
r Directar Cormponent Cat,,
I Electronic Service Cormponent Cat,,
I Hardware Status Cormponent Cat,,
- Managed Resource Component Cat.,
~ SHMP Component Cat.,
I~ Systerns Director Program  Component Cat.,
I~ windows Event Log Cormponent Cato,
- windows MT Event Log Cormponent Cat.,
K1 [ [

M4 Pagelofl FH 1 » Total: 8

< Back Mext = Finizh Cancel

Figure 3-74 Create Event Filter wizard: Event Type selection
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6. In the Severity and Category window (Figure 3-75), select the severity and category for
the filter. Various severities are available for events in Systems Director:

— Fatal

— Critical

— Minor

— Warning

— Informational
— Unknown

Two event categories are available:

— Alert
— Resolution

In our example, we use the Fatal, Critical, and Warning severities and the Alert category
as shown in Figure 3-75. Click Next to continue.

Severity and Category

vy~ Welcome
( Filter Name Determine the severity and category of events that you want to include in the filter.
y" Filter Type
( Event Type Event severity and categony to include:
-
= Severity and : :
Category Select Custorn to include events that have specific severities and categories.

Event severity: Event categaorny:

Critical D Resolution
D Minaor

‘Warning

D Infarmational

D Unkriown

| = Back | Mext = | Finish Cancel

Figure 3-75 Create Event Filter wizard: Severity and Category selection
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7. In the Event Sender window (Figure 3-76), select the system that you want to include in

this filter:

— Default: Includes all systems that Systems Director discovered or can access.
— Custom: Select individual systems or groups to include in this filter.

T O S NN

‘Welcome

Filter Name
Filter Type
Event Type

Sewerity and
Categorny

Event Sender

Selectthe eventsenders that you want to include in the filter.

An event sender is usually the system that generates the event, but other resource types and plug-ins also send events.

1o include:

\ Custom

Additional sender:

o include events that are sent by only specific event senders.

Selected senders:

Add =

Systems:

3DF36353-50E4-33FE-B7FA-TESAFIEES4FE Add =
S64d1144-987 e-Ebac-25f2-7 B0 439185

94217110 |E|
Sd4z2171.2

942171122

94217113

9421714

942171139

94217114

94217115

94217118

942171081

942171169

94217147

942171178 hd

Remove

= Back Nesxt = Finish Cancel

Figure 3-76 Create Event Filter wizard: Event Sender selection
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If you select Custom, the window expands (see Figure 3-76). On the left, you see a box to
enter additional systems and a list of systems. Select the systems and click Add to add
these systems to the Selected senders list. The filter works for only these systems.

In our example, we use Default to select all systems because we use the filter in the event
automation plan. In the event automation plan, you can also select the systems for which
the event automation plan works. If you select specific systems on this window and
different systems in the event automation plan, no events are handled through the event
automation plan. So, if you plan to use the filter in an event automation plan, leave the
selection on Figure 3-76 as Default. Use Custom when you want to use the filter for event
capture only. Do not use Custom in an event automation plan with event actions that use it.

Click Next to continue.
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8. In the Event Text window (Figure 3-77), select the event text. Two selections are possible:
— Default: Include all event text.

— Custom: Filter for specific event text. This option might be interesting if you want only
specific events from systems. Select Custom to specify a word, separate words, or a
phrase that you want to include in the filter. The filter is triggered by only those events
that you include in the filter that also contain the specified text.

In our example, we leave the selection on Default. Therefore, we want to get all alerts from
the alert type that we chose earlier. Click Next to continue.

Event Text

v Welcame
 Filtar Name Specify the event text that you want to include in this filter.
" Filter Type
 EventType o toinclude:
v Severity and —I

Category Select Default to include all event text.
v Ewvent Sender
o Event Text

= Back Mext = Finish Cancel

Figure 3-77 Create Event Filter wizard: Event Text selection
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9.

In the Time Range window (Figure 3-78), select a time range for the filter. You can either
select All (the default), which is 24x7, or Custom. If you select Custom, you can define the
days or hours that the filter works.

In our example, we use the filter that is in the event automation plan; therefore, we keep
the All setting on Figure 3-78. We also can set a time range in the Event Automation Plan
wizard. We do not want a conflict between the settings in the filter and the settings in the
event automation plan. The setting in Figure 3-78 is used if you use a filter only to capture
events and not with an action.

Click Next to continue.

LN N SN NN

=

‘Welcome

Filter Name
Filter Type
Event Type

Severity and
Categaorny

Event Sender
Event Text

Time Range

Time Range

Selectthe time range for events that are included in this filter.
Select All to include eventsthat occur during any date and time. Select Custarn to specify centain time ranges for

included events. ¥ou can add more than one day ortime range.

Time range to include:

rtain days and times, select the day and optionally the time range, then click Add. More than one time
Custom added. The start and end of the time range is rounded to the nearest 15 minute interval.

Beginning day and time: Ending day and time:
Sunday ﬂ 6:00 AM Sunday ﬂ 7:00 AM All day
Add

Specified time range:

Remove

= Back Mext = Finish Cancel

Figure 3-78 Create Event Filter wizard: Time Range selection
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10.The last window of the wizard shows the summary view for the filter that you defined
(Figure 3-79). Check the settings and information and click Finish to create this filter.

Summary
vy~ Welcome
 Filter Name Rewview your selections for this event filter.
y" Filter Type
v Event Type “ou have completed the Event Filterwizard. This page is a summary of your selections.
v Severity and Mame: Filter far ook
Categary Description: Filter for demo - how to create an advanced filter -
v EventSender Type: Simple
o Event Text Text:
 Time Range Text case: Insensitive
Text type: Ay word
= Summary Tirne range: All the time 24:7)
Category: Alert
Event severity: Fatal, Critical, Waming
Sender:
Semerzone: AmericalMew Yok - Eastern Standard Time - EST
Event types:

Excluded event types:
Frequency interval:
Frequency count:
Extended details:

“Variables:

Click Finish to complete this event filter or click Back to return to a previous page and modify your selections.

= Back Mext = Finish Cancel

Figure 3-79 Create Event Filter wizard: Summary view

The filter is created. The filter is available in the list of the filters and can be used in event
automation plans.
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3.6.3 Creating an event action

You can create event actions in the Create Event Automation Plan wizard or select the Event
Actions link on the left panel of the Systems Director home page (Figure 3-80).

IBM" Systems Director

View: | All tasks "

Harne

Find a Task

Find a Resource
Fesource Explorer
Welcome

My Startup Pages

Remote Access
[ Automation

went Autornation Plans

Ewert Filters
Command Autormation

Inwertory

Release Managemert
Security

System Configuration
System Status and Health

Task Managemernt

Seftings |:

Figure 3-80 Selecting Event Actions
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From this link, you are taken to the Event Actions page (Figure 3-81). This list shows the
same actions in the Create Event Automation Plans wizard (Figure 3-63 on page 167).

Event Actions (A =]
Use event actions to create the actions that an automation plan performs in response to one or more events.
Event Actions
| Creat | Create Like... Edit... Delete | | Actions W | | Search the table... Search
Select Name * | Type & | Histary &3
|:| Add to the event log Add to the event log Not saved
|:| ebdail Send an e-mail (Intermet SMTP) Not saved
|:| ebdail to Admin Send an e-mail (Intermet SMTP) Not saved
|:| Mail to book Send an e-mail (Intermet SMTP) Not saved

[<] ]

44 Page1 of1 FF 1 » Selected: O Total: 4 Filtered: 4

Figure 3-81 Event Actions

Follow these steps to create an event action:

1. Click Create in Figure 3-81 to create an event action. Or, select an existing action and
click Edit to change an existing action.
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2. Figure 3-82 opens with the available event actions.

Create Action

Selectthe type of action that you want to create.

| acions v | | semchwherble. || searcn
Select Mame 3 [ Type

D Send an e-mail to a mobile phane | Commaon
D Start a program on a system | Commaon
D Start a program on the management server | Commaon
D Send an e-mail (Intermet SMTP) | Commaon
D Start a program on the systermn that generated the event | Commaon
D Static group: add ar remove the event-generating system | Advanced
D Fostto a newsgroup (NNTP) | Advanced
D Send an SMMP inform request to an IP host | Advanced
D Start a task on a system that generated the event | Advanced
D Timed alarm that generates an event | Advanced
D Modify an event and send it | Advanced
D Setan event system variable | Advanced
D Send eventsto Syslog semver | Advanced
D Send an SHMP trap reliably to a NetWiew host | Advanced
D Logto alog file | Advanced

<]

44 Pagelaf2 kM [1 | % | Selected: 0 Total:21 Filtered: 21

[ (5129 l [ Cancel l [ Help l

Figure 3-82 Create Action (Page 1 of 2)
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Page 2 of the list of available actions is shown in Figure 3-83.

Create Action

Selectthe type of action that you want to create.

| !Sealchth!tahle... Search
Select | Name & | Type

O Send an event to Tivali Event Integration Facility (EIF) probe Advanced
O Static group: add or remove group members Advanced
O Timed alarm that starks a program Advanced
O Send an SNMP trap to an IP host Advanced
O Start a task on a specified systemn Advanced
O Send a Tivoli Enterprise Console event Advanced

M A Page2of2 FH [2 | @ Selected: 0 Tetal: 21 Filterad: 21

2|

(o) () ()

Figure 3-83 Create Action (Page 2 of 2)
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3. Select an action and click OK. In our example, we choose “Send an e-mail (Internet
SMTP)” as shown in Figure 3-84.

Create Action

Selectthe type of action that you want to create.

| !Sealchth!tahle... Search
Select | Name & | Type

O Send an e-mail to a mobile phone Commaon
O Start a program on a system Common
O Start a program on the management server Commaon
O Start a program on the systern that generated the event Commaon
O Static group: add or remove the event-generating system Advanced
O Fost to a newsgroup (NNTF) Advanced
O Send an SNMP inform request to an IP host Advanced
O Start a task on a systern that generated the event Advanced
O Timed alarm that generates an event Advanced
O Modify an event and send it Advanced
O Set an event systermn variable Advanced
O Send events to Syslog server Advanced
O Send an SNMP trap reliably to a NetWiew host Advanced
O Log to a log file Advanced

a n ]

44 Pagel of2 kM h_lI % | Selected: 1 Tatal:21 Filtered: 21

[ ]34 J [ Cancel J [ Help ]

Figure 3-84 Select an action to configure

186  IBM Systems Director 6.3 Best Practices: Installation and Configuration



4. The configuration window opens for your selected action. The content of the window
varies depending on the action that you select. Our example shows the settings for the
“Send an e-mail (Internet SMTP)” action (Figure 3-85).

. Py
E-rnail (Z)Learn more

#Foction narme:

Mail to book

Description:

Mail for dero purpose

#send-to e-rnail address:
(admin@itso.ral.ibm.co}u
#Reply-to e-rmail address:
GSD@itso.ral.ibm.com)

#E-rnail (SMTP) server (for exarnple, srmtp.mycompany.corl:

smtp.itso.ralibm, cam
#E-rnail (SMTP) port:

Subject of ressage:
Ldate f=ystem

Body of rieszage:

#date 8time message from Ssystem
message: Stext

Select an event variable and text field to insert the variable in the target text field. vou can also specify the appropriate language
and time zone,

':‘?:'Learn rmore about using event variables

Event variable:

| Date the event occurred (Rdate) d
Target text fiald:

| Body of message: d

Language:

|Eng|ish d

Time zone:

| EST - Eastern Standard Time - EST =

(’ | (a4 | | Cancel | | Help |

Figure 3-85 Configuration window for the Send an e-mail (internet SMTP) action

Set the following information for this example:

» Type a name for the action. In our example, we type Mail to book.

» Optional: Type a description for the action. We enter Mail for demo purpose.
» Enter the send-to email address. We enter admin@itso.ral.ibm.com.

» You must enter a Reply-to email address. This email address is listed as the sender of the
email. This email address must be in the correct format but the email address does not
need to exist. For example, you can use noreply@example.com. We use
ISD@itso.ral.ibm.com.

» Enter the Simple Mail Transfer Protocol (SMTP) server that is used in your environment.
We use smtp.itso.ral.ibm.com.
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» Enter the port that is used by the SMTP server. The standard port for SMTP is port 25.

» The next entry is for the subject of the message. The default subject line is &date &system,
which prints the actual date and the system name that sent the event. You can add
additional variables or write your own text. The complete list of variables is at this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.dire
ctor.automation.helps.doc%2Ffgm0 c ea event data _substitution variables.htm]

As an alternative to typing the variables, the window also includes two list boxes, Event
variable and Target text field. Click Insert to insert the variable for you.

» Type the body of the message. The default is &text (the event text). In our example, we
use a combination of text and variables:

&date &time message from &system
message: &text

» The last two fields specify the language and the time zone. Our example uses English and
EST- Eastern Standard Time- EST.

Test the event action to confirm that the settings are valid. You can view the resulting email by
clicking Test. The email that we received from our test is shown in Figure 3-86.

. ISD@itso_ral.ibm_com To |admm@\tsn ral.ibrn.corm
“h 06.11.2012 21:53 i
Thiz document expires on 06.11.2111
beco |

Subject |1 1162012 SLES11

11/6/2012 3:53 FM EST message from SLEZ11 message: An internally generated event for the purpose of testing the 'Mail to book - 117§
FPM' action configuration.

Event Text An internally generated event for the purpose of testing the 'Mail to redbook - 11/6/12 9:53 PM' action configuration
Date 11/6/2012 3:53 PM EST

Severity Informational

Event Type Director.Test.Action

System Name SLES11

Figure 3-86 Test email from event action

After you confirm that the event action works correctly, click OK to save the changes. The
action is then shown in the list of available actions.

3.6.4 Using the CLI for event automation plans

There are several available smc1i commands that you can use to work with event automation
plans (Table 3-4).

Table 3-4 Command-line tools for event automation

Command Purpose

For event automation plans

1sevtautopln List information about an event automation plan.

mkevtautopln Create an event automation plan.

rmevtautopln Delete one or more event automation plans.

evtautopln Apply one or more event automation plans to a system or a group. Use this

command to remove systems or groups from an event automation plan or activate
or deactivate an event automation plan.

chevtautopln Change an existing event automation plan.
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Command Purpose

For event filters

1sevtfltr Display information about an event filter or list all available event filters.
1sevttype List the event types.
mkevtfltr Import event filters.
rmevtfltr Remove event filter.

For event actions

1sevtact Display information about available event actions or export event actions to an XML
file.
mkevtact Import event actions.

mkevtactemail Create a customized event action that sends email over an SMTP server.

mkevtactstpgm Create a customized action that starts a program.

mkevtacttask Create a customized action that starts a non-interactive task.
rmevtact Remove a customized event action.
testevtact Test a customized event action.

For detailed information about these commands and the options for these commands, see the
information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffgm0_r_cli_automation_cmds.html

Example 3-6 creates the “e-mail for test” event action. Example 3-7 on page 190 creates
the “Email for Critical Events” event automation plan that is used for critical events.

First, we list the available event action on our Systems Director server with the smc1i
1sevtact command. Then, we create an email event action with the smc1i mkevtactemail
command.

Example 3-6 Create Action Send email

SLES11:/opt/ibm/director/bin#./smcli Tsevtact

Add to the event log

Mail to book

eMail

eMail to admin

SLES11:/opt/ibm/director/bin#./smc1i mkevtactemail -I -p 25 -s "&date &system" -m
"&date &time message form &system : &text "email for test" admin@itso.ral.ibm.com
ISD@ITSO.ral.ibm.com smtp.itso.ral.ibm.com

SLES11:/opt/ibm/director/bin#./smcli testevtact “email for test”

DNZEAP10731: <informational> The test or the event action was successfully started
SLES11:/opt/ibm/director/bin#

SLES11:/opt/ibm/director/bin#./smcli Tsevtact

Add to event log

Mail to book

eMail

eMail to admin

email for test
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SLES11:/opt/ibm/director/bin#

We create our “email for critical events” event automation plan by using the smcli
evtautopln command. First, we list the available event automation plans. Then, we create an
event automation plan by using the “Critical Events” filter. Then, we create the “email for
test” event action. We assign the new EAP to the “A11 Systems” group. After these steps, we
list the event automation plans that are available now. You can see that the newly created
event automation plan is in the list (Example 3-7).

Example 3-7 Create the event automation plan named “email for critical events”

SLES11:/opt/ibm/director/bin#
SLES11:/opt/ibm/director/bin#./smcli Tsevtautopln

Log A1l Events

book-EAP

Send eMail to Admin

Test

SLES11:/opt/ibm/director/bin#

SLES11:/opt/ibm/director/bin# ./smc1i mkevtautopln -D "Test" -e "Critical Events"
-x "email for test" -N "Al1l Systems" “email for critical events®
SLES11:/opt/ibm/director/bin#
SLES11:/opt/ibm/director/bin#./smcli Tsevtautopln

Log A1l Events

book-EAP

Send eMail to Admin

Test

email for critical events

SLES11:/opt/ibm/director/bin#

If you want to see the details or status for an event automation plan, use the smcli
1sevtautopln -1 “%EAP-Name%” command. Example 3-8 lists the detailed information for our
newly created “email for critical events” event automation plan.

Example 3-8 List details for the “email for critical events” event automation plan

SLES11:/opt/ibm/director/bin# ./smcli lsevtautopln -1 “email for critical events”
Name: email for critical events
Description: Test
Status: Active
Event Filter: Critical Events
Time Ranges:

A1l the time (24x7)
Actions:

email for test
Targets:

Group Name: A1l Systems
SLES11:/opt/ibm/director/bin#

3.7 Security

Systems Director security is controlled by two interdependent processes: authentication and
authorization.
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Authentication is used to determine who can access the Systems Director server.
Authorization determines the resources to which the user has access. Systems Director uses
role-based access control (RBAC) where the administrator assigns roles and permissions to
an authenticated user. On that basis, the user can work on resources that are based on the
RBAC to which the user is assigned.

The security features of Systems Director enable an administrator to perform the following
functions:

v

Manage auditing

View and manage authorized users and groups
Assign roles and resources to users

Manage user properties

Create and modify roles

Manage permissions that are grouped within a role
Use roles to control access to a system

Request access to a system

Manage credentials and their associated mappings

VVYyVYyVYVYVYYVYY

The following flow allows a user to access or manage a system:

1. User must be authenticated.
2. User must be authorized to perform a task on the selected resource.

3.7.1 Users and groups for authentication

In Systems Director, users and user groups are based on users and groups that are defined
in the configured registry. The registry is associated with either the operating system,
directory services, such as Lightweight Directory Access Protocol (LDAP), or the domain
controller. Systems Director uses the user and group information for authentication and
authorization.

Access to particular resources or tasks is governed by restrictions. The restrictions are based
on the user ID or user group membership and the roles that are defined for each user. For a
user to access the Systems Director server, one of the following conditions must exist:

» The useris a member of a user group that is authorized for the Systems Director server.

» The user has administrator privileges on the Windows management server or Windows
domain.

» The useris a root user on the AIX or Linux management server.

In a default Systems Director server installation scenario that uses the local operating system
registry, four Systems Director user groups are automatically created. The user groups are
created at the operating system level on the management server. Table 3-5 on page 191 lists
the user groups, which are used for different access permissions to the Systems Director
server.

Table 3-5 Default groups

Default groups | Role Description

smadmin SMAdministrator | Administrator group. Users in this group have administrative
access to Systems Director and can perform all administrative
tasks. These members can define the available privileges for
the smmgr, smmon, smuser, and groupread groups. The
privileges that are available to members of the smadmin group
cannot be restricted.
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Default groups | Role Description

smmgr SMManager Manager group. The supported operations are a subset of the
SMAdministrator group. The members of this group have all
rights except the rights to create or change user permissions
and authorizations.

smmon SMMonitor Monitor group. This group supports some administrative
functions, such as monitoring. The members of this group are
restricted to read-only functionality.

smuser SMUser User group. Members of this group have, by default, no rights
and no access to any system or functions.

Members of the root and Administrators group are authorized for all operations on all
resources.

The only role that is automatically assigned is to the administrator user ID that installed
Systems Director. So, initially, no other user is associated with a role.

If you want to use LDAP or another directory service that the user registry supports, you
might need to manually create all the user groups and assign users to them.

The users for Systems Director must be added to one of the groups to get access to the
Systems Director GUI.

Authenticating a local user

Systems Director can authenticate user login requests to the registry for the configured
operating system. Systems Director uses the local operating system user registry by default.

Follow these steps to create a local operating system user account:

1. Create a user account in the user registry that is associated with the management server.
The way that you create the user account depends on the operating system that you use.

2. Add the user as a member of one of the user groups that are defined for Systems Director
at the user registry level. You can either use one of the predefined groups or create your
own groups. If you create a custom group on the Systems Director server, you must
authorize it. (Log in as a member of the smadmin group and then go to Security —
Users — Authorize Groups. Or, use the smc1i authusergp command).

3. Login to Systems Director web interface as a member of the smadmin group and navigate
to Security — Users. The users that you configured in the previous steps are displayed in
the list.

After users are authenticated to Systems Director, you can configure the authorizations for
each user to Systems Director tasks and resources.

Authenticating a domain user

Systems Director can authenticate a user from an Active Directory domain to access the
Systems Director GUI. Use the following steps to generate the access for the domain user:

1. Create a user account in the Active Directory user registry. For instructions about creating
a user account in the domain server user registry, see the Active Directory documentation.

2. Add the Active Directory user to a defined Active Directory global security group. You must
create your own Active Directory group if a suitable group does not exist.
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3. Add the global group to an authorized local group of the Systems Director server, such as
smadmin, smmgr, smmon, or smuser.

Systems Director works best with Active Directory when its users are placed in global
groups. Those global groups are then placed in the local groups of the Systems Director
server.

For preferred practices, do not add Active Directory users directly to the local groups of
any Systems Director servers.

4. Log in to the Systems Director web interface as an administrator and navigate to
Security — Users. Active Directory users that are managed as a group do not appear in
the list. However, you see the group. Users that are local to the Systems Director server
show on this list because they are managed as individuals.

You can now assign additional roles to users to access specific Systems Director tasks and
resources.

Authenticating LDAP users

Systems Director can authenticate user login requests to an LDAP server. In 3.7.5,
“Lightweight Directory Access Protocol” on page 204, you can see an example of how to use
LDAP for Systems Director.

3.7.2 Authorizing users

User authorization occurs when an authenticated user uses Systems Director to perform a
task on a resource. The authorization mechanism compares the user account, or the group to
which the user belongs, to the RBAC settings for that user or group. If a role exists that
contains the necessary authorizations to complete that task on that specified resource, the
task proceeds.

Users can access only the applications, tasks, and resources that their user accounts are
authorized to access. The authorities that you grant to a user determine the console and
resource information that the user can access, and the tasks that the user can perform on
those resources.

Roles

You can assign roles to Systems Director users to control their access to resources and limit
the tasks that they can perform on those resources. The authorities that you configure for a
role determine the level of access that is granted to each user who is assigned to that role. All
users or groups of users that access Systems Director must have a user role assignment.

The Systems Director server uses an RBAC service with which an administrator can create
custom sets of permissions. The administrator assigns these sets of permissions, which are
known as roles, to individual users or groups. An authorization role is a set of tasks, CLI
commands, and application permissions that is applied to one or more resources. Each role
can be applied to many users, and each user can have many roles. Regulating user roles is
an effective way to control security for your system. By regulating user roles, you can control
access to every task and CLI command.

The following roles are available in the Systems Director server by default:
» SMAdministrator (Administrator role)

The SMAdministrator role has full authority to perform all tasks and functions and full
control over permissions. A user that is assigned to this role can perform all tasks
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(including security administration, product installation, and configuration) with any
resource.

» SMManager (Manager role)

The SMManager role can perform management operations, which are a subset of the
functions that a member of the SMAdministrator role can perform. Typically, system
administration, system health management, and system configuration tasks are available.
This role cannot perform security administration or security configuration tasks. However,
this role has full access to all the Systems Director functions that are included in a
functional manager or feature.

» SMMonitor (Monitor role)

The SMMonitor role can access the administrative functions that provide read-only
access, such as monitoring, notification, and status. With this role, a user can complete
tasks, such as monitoring a process, viewing and collecting inventory, and viewing
hardware status.

» SMUser (User role)

The SMUser role includes any authenticated user and includes the ability to perform only
basic operations, such as viewing resources and properties.

» GroupRead (Group role)

The GroupRead role has a single permission, which is known as group read, that defines
the groups that are visible to each user. The administrator that assigns this role to a user
can assign the groups that the user can view. The user then has access to see the groups
but not necessarily the group contents.

These default user roles correspond directly with the groups that Systems Director installs at
the operating system level. You cannot delete these roles and you cannot modify the
permissions that are associated with them. However, you can add users and other groups to
the system-defined roles as needed. You also can copy the system-defined roles or create
new roles for your business needs.

Assigning a role to a user or user group

The roles that are assigned to a user or user group determine the tasks that the user has
permission to access. From the Users page, you can assign one or more roles to a user or
user group. When you assign a role, you also associate the specific resource groups to which
that role applies to the selected user.

Before you can assign a role to a user, each user or group of users must have a valid user ID
or group ID in the local operating system user registry on the management server. Also,
ensure that the role that you want to assign to a user exists. If the role does not exist, you can
create a role from the Roles page.
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To assign a role to a user or group, complete the following steps:

1. In the Systems Director web interface navigation area, click Security — Users and
Groups. Or, select Manage Users on the Home page Plug-ins tab. See Figure 3-87.

IBM" Systems Director

View: | All tasks z |

Huorre

Find a Task

Find a Resource
Fesource Exqlorer
Welcome

My Startup Pages

Remote Access
HAutomation
Irvertaory

Release Management

=] Security
Users and Groups

My Permissions
Change Password
Fales

Credertials
Certificate Trust Store
Certificate Key Store
Server Auditing

Systern Configuration
System Status and Health
Task Management

Settings

Welcome smadmin

I ©

a4 & Compliance i} Q

J Home *® " Resource Ewx..

information.

Initial Setup Additional Setup Leam

o)

Use these tabs to perforrm some initial setup tasks, view or activate plug-ins, and access additional

Updat:

IEM® Systems Director contains the following plug-ins. Depending on its "readiness," the plug-in

might be ready to use, or might require additional setup and configuration.

| Refresh | Last refreshed: Decemberd, 2012 4:08:42 AM EST

IBM® Systems Director Server sz

Discovery Manager s32

Mo access to 46 systemns. 46 Systems have no inventory collected.
System Discovery Wiew systems needing access

Fesource Explorer “iew and Collect Inventory

Status Manager s32
Feady

Additional plug-ins tq

@ vMCantral
Activate 90-dg

@ Active Energy
Activate 90-d3

After purchasing
Impaort License K
keys.

Import License K

Figure 3-87 Security — Users and Groups or Manage Users

2. From the Users tab, select the user or group to which you want to assign a role. In our
example, we select the user SMTest (Figure 3-88).

Users and Groups

r=0

Manage authorized users and groups, and their access to systemns and tasks. ¥ou can authorize existing unauthorized user groups to access the IBME
Systerns Director Server, or remove authorization for user groups that have access.

Users Groups
Users
| Assign Role... | Copy Role to User... | Refresh | | | Actions - | | Search the tahle... Search
Select Name State % | Full Name % | Rales % | Description
D g administratar |:| Offline administrator GroupRead, SMA.. administrator
|D| g omenke |:| Offline omenke GroupRead, SMA... omenke
D g root |:| Offline root GroupRead, SMA.. root
D g smadmin Q Active GroupRead, SMA.. SMADmin
D g smmanager |:| Offline GroupRead, SM...  SMManager
D g smrmonitar |:| Offline GroupRead, SM...  SMMaonitar
—
( g smtest ) |:| Offline GroupRead, SMU... Shitest
D g Smuser |:| Offline GroupRead, SMU... ShUser
U$I

Figure 3-88 Select user for assigning role
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3. Click Assign Role. The Welcome page for the Assign Role wizard opens (Figure 3-89).
Click Next.

Welcome
o Welcome

Azzign Role Wizard - smtest

2ummary This wizard will help you assign a role to 2 user. To assign a rele to a user, you must select a role, and then select the

groups to which the role applies.

Show this Welcome page nexttime.

= Back | Next = | Finish | Cancel |

Figure 3-89 Welcome panel

4. The wizard lists the roles that are created. In our example, we select the SMMoni tor role for
the user SMTest (Figure 3-90).

Assign Access

" Welcome
Assign Selectthe roles and the resource groups te which these roles apply for user/group smtest
= Arcess
Summary ~
Resource Groups User Role Assigned Roles
@
= Al resource groups - i N
. SMMonitar :I | Actions v| | Search the table... Search
) Selected resource groups (Note: Selecting a parent ——
group does not automatically assign access to its Select HEaEEr & Roles
children) | Add > |
- D All resource groups GroupRead
|:| All resource groups SMMonitar
| < Remove |
S J
[<] 1 I
44 Page1 of1 kK » Selected: 0 Total: 2 Filtered;|

Figure 3-90 Assigning roles and resource groups
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5. Select the role that you want to assign and click Add.

6. Select the resource groups that you want to associate with the role and the user. In our
example, we select all Resource Groups.

Parent groups: Selecting a parent group does not automatically assign access to its
children.

7. Click Next. The Summary page opens (Figure 3-91). Click Finish.

Summary
vy~ Welcome
v Assign Access SR
o Summary

Assign Access

ShMonitor: All resource groups

GroupRead: All resource groups

Figure 3-91 Summary page

Working with roles

Use Systems Director to work with roles and assign individual users and user groups to those
roles. From the Roles page, you can view, copy, edit, or delete a role. To view, copy, edit, or
delete a role, the role must exist. You can also use the Roles page to create a role that you
can then manage.
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Follow these steps to create a role:

1. In the navigation area, click Security — Roles (Figure 3-92).

IBM* Systems Director

‘ View: IAII tasks ;I

Home

Find a Task

Find a Resource

Resource Explorer

Welcome

My Startup Pages
[ Auvtemation
Inventary

Release Management

[ Security

Users and Groups
My Permissions

Chani & Password

Credentials
Certificate Trust Stare
Certificate Key Stare
Server Auditing

System Configuration
System Status and Health
Task Management
Remote Access

Settings

Figure 3-92 Select Roles from Security

2. On the Roles tab, click Create (Figure 3-93).

Manage the roles that can be assigned to users.
Roles
| Create... | Create Like... Edit... Delete Wiew... | | Actions ¥ | | Search the table...
Select Name % | Descriptien & | Type
D |§| GroupRead This permission grants a userthe ... System Defined
O |&| sMadministratar b The Administrator rale has full a...  System Defined
D Iél ShiManager The Managerrole can perform a... System Defined
O L& [ sMMenitar The Maonitar rale can accesstho... Systern Defined
D Iél Shilser The Userrole includes any authe... System Defined
44 Page1of1 P M 9 L J Selected: O Total:5  Filtered: 5

Search

L4

Figure 3-93 Create a role
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3. The Create Role wizard Welcome page opens. Click Next.

4. The Name page opens (Figure 3-94). In the Name field, type a name for the role that you

want to create. In our example, we named the new role book-Test. In the Description field,
type an optional brief description for the role. Click Next.

Name
v Welcome

l::> Name Specify a name and description far the role.

ﬁ”ame:

bookTest

Description:

Qeate Role for use in book{

= Back Mewxt = Finish Cancel

Figure 3-94 Naming the new role

. The Permissions page opens (Figure 3-95 on page 200). In the Available permissions list,
select a permission that you want to add to the user role and then click Add. The selected
permission is added to the Selected permissions list. Continue to add permissions until
you add all permissions that are required for the role.

In our example, we select Inventory and Task Management as permissions for the new
role.
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Figure 3-95 Select permissions

6. Click Next. The Summary page opens (Figure 3-96). Click Finish.

" Welcome

" MName

" Permissions

o Summary

Summary

A rale with the following permissions will be created when you click Finish.

Mame: Redbook-Test
Description: Create Role for use in Redbook

All permissions: false
FPermissions:
E@ Inwentory
,5_5 Collect Inventory : Collect Inventory runs a collection on the specified resources types via the task scheduler.
'5_5 “iew and Caollect Inventory : View and collect inventory for discovered resources
F@ inventong'collectine
Flg inventan|sing
= @ Task Management
'5_5 Active and Scheduled Jobs : Displays jobs that hawe been run orthat are schedulad to un
,5_5 Delete : Deletes the selected external application tash.

Figure 3-96 Summary page
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3.7.3 Access managed systems

Use Systems Director to configure credentials that are used to access managed systems.
These credentials enable Systems Director to authenticate to and manage target systems by
using the available protocols and access points on the managed system.

You can request access to and configure access options for systems in your environment by
using these tasks:

» Request access task
» Configure access task
» Configure system credentials task

You can also revoke access to an accessed system.

Security protocols
Depending on the managed system, the following communication protocols are supported

(Figure 3-6).

Encrypted protocols: Not all protocols are encrypted as indicated in the table.

Table 3-6 Supported communication protocols

Managed system type Communication protocol | Encrypted | Encryption algorithm
Agentless-managed system Distributed component Yes RC2
object model (DCOM)
SNMP v1 and v2 No None
Secure Shell (SSH) Yes Encrypted algorithm is negotiated
Platform agent managed system | Agentless Yes Supports the communication
protocols and encryption algorithms
that are listed for the
agentless-managed system
Common Information Yes If configured, encryption is enabled by
Model (CIM) default by using Secure Sockets Layer
(SSL)
Common agent managed system | IBM Director 5.x Yes AES, DES, or 3DES
interprocess
communication (IPC)
Tivoli Common Agent Yes SSL
Services 6.x
Other Service Location Protocol No None

(SLP)

Access secured systems
Use the Request Access page to request access to a secured system if the management
server to which you connect is not yet authenticated to the system. You must be able to
access the system before you can perform tasks or remotely access the system.

Ensure that you have the correct authorization to access the secured system.
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Secured systems are displayed in the Systems Director web interface with a padlock icon in
the Access field or column of the system details (Figure 3-97). After a system is accessed,
the padlock disappears and additional tasks and status information are available.

The Access attribute for each resource shows the current access status. You cannot request
access to the resources with the following types of access status:

» Offline: Use verify access instead.

» OK: No further action is required. You already have access to these resources.

To request access to secured managed systems, complete the following steps:

1. In the Systems Director web interface, click Resource Explorer.

2. Navigate to the system that you want to access.

3. Right-click the system for which you want to request access and click Security —
Request Access.

Resource Explarer N =
Groups = All Systems Wiew Members)
|- Actions ¥ | | Search the table... Search
Se Related Resourcesl ’ = | Type % | Access % | Problems % | Cempliance £ | IP Addresses
Topology Perpectives ’ ATE..| Sewer BB o access Mok Mok 942171 211
Create Broup 7e5. | Vinual Sewver B ox Mok Mok 94217184
Remove... Operating System [ No access Mok Mok 942171107
Rename.- Operating System [ No access Mok Mok 94217118
:::‘D:aﬁon : Operating System [ No access Mok Mok 942171121
Inventory > Operating System [ No access Mok Mok 94217113
Security » BB o access Mok Mok 942171131
Systern Configuration » Configure Access II-I‘: OK OK 24217113
Systern Status and Health » “Werify Connection EHD access OK OK 94217114
Sewice and Support » Operating System [ No access oK oK 94217115
Properties Operating System [ No access oK oK 94217116
All Systams » Operating System [ No access Mok M ok 9.42.171.16]
Impart Graups Operating Syst!m ok ok 9.42.171.184
Columns... Operating System [ No access Mok Mok 942171 38)
Export Operating System [ No access Mok Mok 942171 174
L selectan | B
] Deselect All elected: 1 Total: 67  Filtered: 67
Show Filter Row

Figure 3-97 Request Access

Tip: Alternatively, you can click Security — Configure Access and then click Request
Access on the Configure Access page.
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4. On the Request Access page, type the user ID and password of a user that belongs to the
System group (Figure 3-98). Only certain user accounts can be used to request access.

Request Access FER

Specify the user ID and password to authenticate Systems Director to ane or more target systems. Then click Request Access to grant all autharized
Systerns Director users access to the target systemis).

HUzer ID:
Administrator

#Pasmvord:

R

G Request Access D| Close |

Selected targets:

Mame Access Trust State

Eo42171169 B No access [H] Not applicable
al B
4 4 Page1 of1 FH 4 » Total: 1

Figure 3-98 Request Access

The following list shows the detailed requirements of the user accounts that can be used
to request access for various types of agent systems:

— Common Agent:

Linux/AIX: Root or user in the system group

Windows: Administrator or user in the administrator group
— Platform Agent:

Linux/AIX: Root or user in the system group

Windows: Administrator or user in the administrator group
— Agentless systems:

Linux/AIX: Root or user in the system group. User that is configured with the sudo
command.

Windows: Administrator or user in the administrator group

Click Request Access. Credentials are created and authenticated to the managed
system in an attempt to access it. If the access request is successful, the access status for
the managed system changes to OK.

If the access status changes to Partial Access, the access request was unsuccessful for
at least one protocol. Click Configure Access to see the list of available protocols for the
system and their access states. If necessary, to create additional credentials, click an
access point that does not have an access state of 0K and repeat this procedure.

For information about accessing systems by using credentials, configuring access, or
accessing CIM systems by using the x509 certificate, see the information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.security.helps.doc%2Ffqm0_t managing access.html
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3.7.4 Credentials

The Systems Director server uses credentials to implement single sign-on (SSO)
authentication. By using SSO with this authentication process, a user can access more than
one system or application by entering a single user ID and password. The Systems Director
server maps web interface user credentials to the necessary user credentials for
authenticating to the target managed system. These credentials are saved in registries.

It is a preferred practice to use SSO because users are not required to type the user ID and
password for the target system or resource each time that they or tasks access it. The
Systems Director server automatically logs on as needed by retrieving the necessary
credentials.

There are two types of credentials:

» Shared credentials

Shared credentials are those credentials that exist in an authentication registry that is not
specific to an access point.

» Targeted credentials
Targeted credentials are each assigned to only one remote-service agent access point
and are in an authentication registry that is specific to that access point.

For more information about credentials, see the Systems Director Information Center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.security.helps.doc%2Ffgm0_c_credentials.htm]

3.7.5 Lightweight Directory Access Protocol

204

The Systems Director server can authenticate users that are defined in the LDAP directory.
Many benefits are possible if you use LDAP as the preferred authentication method:

» Ease of management
» Central administration
» Cross-platform synergies

The following LDAP servers are supported by Systems Director:

Microsoft Active Directory
IBM Lotus® Domino®
IBM Tivoli Director Server
Sun One

OpenLDAP

IBM Secure Way Server
Novell eDirectory

YyVVyVYyVYVYYVYY
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Configuring OpenLDAP
We configure OpenLDAP on Red Hat Enterprise Linux Server 5.6. Install the Red Hat
Package Manager (RPM) packages that are shown in Figure 3-99.

[root@xs-2120rhelppc ~]# rpm -qa | grep openld
compat-openldap-2.3.43 2.2.29-12.e15 5.3
openldap-devel-2.3.43-12.e15 5.3
openldap-2.3.43-12.e15 5.3
openldap-clients-2.3.43-12.e15 5.3
openldap-servers-2.3.43-12.e15_5.3
openldap-2.3.43-12.e15_5.3
openldap-devel-2.3.43-12.e15 5.3
[root@xs-2120rhelppc ~]

Figure 3-99 OpenLDAP RPM packages

Discuss the properties that need to be edited in the securityLDAP.properties file with your
LDAP administrator. For more information about LDAP, see the information center at the

following link:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo

r.security.helps.doc%2Ffqm0_t Tdap_authentication.html

File name change: Rename the security.1dap file to the securityLDAP.properties file
after you change the properties. If you use LDAP, Systems Director looks for the
securityLDAP.properties file.

Table 3-7 shows the properties to be referenced or changed in the securityLDAP.properties

file.

Table 3-7 OpenLDAP securityLDAPproperties file properties to change

Property

Value

Description

com.ibm.1wi.LDAPHost

IP or hostname

Address of LDAP server

com. ibm.1wi.LDAPAdminPassword

Encrypted password

Read-only password for binding

com.ibm.lwi.LDAPBase

dc=itso,dc=ibm

Base distinguished name (DN)
for LDAP server

com.ibm.lwi.searchfilter

(&(uid=%v)(objectclass=inetOrgPerson))

The user search filter for the
LDAP server

com.ibm.lwi.rolemanager.ldap.
filters.usergroup

(objectclass=posixGroup)

Authorized groups for the
Systems Director server

com.ibm.lwi.rolemanager.ldap.
filters.users

(I(objectClass=inetOrgPerson)(objectClass=pos
ixAccount))

Group objects search

com.ibm.lwi.rolemanager.ldap. | uid Member attribute role object
names.memberAttribute

com.ibm.lwi.rolemanager.ldap. | uid Name of login attribute of user
names. loginName

com.ibm.lwi.rolemanager.ldap. | gidNumber Name of the group ID attribute
names.groupID of the group object
com.ibm.lwi.rolemanager.ldap. | gidNumber Name of the group ID attribute

names.userPrimaryGroupID

of the group object
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Property

Value Description

com.ibm.lwi.rolemanager.ldap.

filters.usersByGroupld

(&(gidNumber={0})(I(objectClass=inetOrgPerso
n)(objectClass=posixAccount)))

Users by gidNumber or
member

com.ibm.lwi.rolemanager.ldap.

filters.groupsByMembers

(&(I(gidNumber={0})(memberUid={1}))(objectcla
ss=posixGroup))

Groups by gidNumber or
posixGroup

com.ibm.lwi.rolemanager.ldap.

names .memberAttribute.isDN

false Specific to openLDAP

For information about the OpenLDAP slapd server configuration, see the following Red Hat

web page:

https://access.redhat.com/knowledge/docs/en-US/Red Hat Enterprise Linux/4/html/Ref
erence_Guide/sl-1dap-quickstart.html#s2-1dap-files-slapd-conf

After you successfully install the required RPM packages, configure the s1dap.conf file and
encrypt the rootpw password by using the slappasswd command as shown in Figure 3-100.

[root@xs-2120rhelppc openldap]# slappasswd
New password:
Re-enter new password:

{SSHA}4eb+Hf7KScesth8vftd/Fdw8jKXV+mRL

Figure 3-100 slappasswd

The following configuration changes for the sTapd.conf file are shown in Figure 3-101:

» suffix
» rootdn
> rootpw

database
suffix
rootdn

# rootpw

# be avoided.

bdb
"dc=itso,dc=ibm"
"cn=root,dc=itso,dc=ibm"

# Cleartext passwords, especially for the rootdn, should
See slappasswd(8) and slapd.conf(5) for details.
# Use of strong authentication encouraged.

secret

rootpw {SSHA}4eb+Hf7KScesth8vftJ/Fdw8jKXV+mRL

Figure 3-101 slapd.conf file configuration changes

From the command line, start the LDAP service and add an entry to start the service
automatically on boot by using chkconfig as shown in Figure 3-102.

ldap

Starting slapd:
[root@xs-2120rhelppc openldap]# chkconfig 1dap on
[root@xs-2120rhelppc openldap]# chkconfig --Tist | grep ldap

[root@xs-2120rhelppc openldap]# service ldap start
Checking configuration files for slapd:

config file testing succeeded
[ 0K ]
[ 0K ]

0:0ff 1l:off 2:on 3:on 4:0n 5:0n 6:0ff

[root@xs-2120rhelppc openldap]#

Figure 3-102 Service start: chkconfig check
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Importing groups and users

From the LDAP server command line, import the Idif files for users and groups. To complete
this task, we create a Idif file for importing. Create a groups.1dif file as shown in

Figure 3-103.

dn: cn=smadmin,dc=itso,dc=ibm

cn: smadmin

objectClass: top

objectClass: posixGroup

gidNumber: 100

memberUid: root

memberUid: uid=root,cn=smadmin,dc=itso,dc=ibm

dn: uid=root,cn=smadmin,dc=itso,dc=ibm
cn: root

sn: root

uid: root

objectClass: top
objectClass: inetOrgPerson
objectClass: posixAccount
uidNumber: 100

gidNumber: 100
homeDirectory: /root
userPassword: operah09se

dn: cn=smmon,dc=itso,dc=ibm

cn: smmon

objectClass: top

objectClass: posixGroup

gidNumber: 101

memberUid: isduser

memberUid: uid=isduser,cn=smmon,dc=itso,dc=ibm

dn: cn=smmgr,dc=itso,dc=ibm

description: smmgr

ch: smmgr

objectClass: top

objectClass: posixGroup

gidNumber: 102

memberUid: uid=isdmgr,cn=smmgr,dc=itso,dc=ibm
memberUid: uid=isdmgr0,cn=smmgr,dc=itso,dc=ibm

dn: cn=smuser,dc=itso,dc=ibm
description: smuser

cn: smuser

objectClass: top
objectClass: posixGroup
gidNumber: 103

Figure 3-103 groups.ldif file
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Create a users.1dif file as shown in Figure 3-104.

dn: uid=isduser,cn=smmon,dc=itso,dc=ibm
cn: isduser

sn: isduser

objectClass: top
objectClass: inetOrgPerson
objectClass: posixAccount
uid: isduser

uidNumber: 101

gidNumber: 101
homeDirectory: /home/isduser
userPassword: @Pa22wOrd

dn: uid=isdmgr0,cn=smmgr,dc=itso,dc=ibm
cn: isdmgr0

sn: isdmgr0

uid: isdmgr0

objectClass: top
objectClass: inetOrgPerson
objectClass: posixAccount
uidNumber: 102

gidNumber: 102
homeDirectory: /home/isdmgr0
userPassword: @Pa22wlrd

dn: uid=isdmgrl,cn=smmgr,dc=itso,dc=ibm
cn: isdmgrl

sn: isdmgrl

uid: isdmgrl

objectClass: top
objectClass: inetOrgPerson
objectClass: posixAccount
uidNumber: 103

gidNumber: 102
homeDirectory: /home/isdmgrl
userPassword: @Pa22wlrd

Figure 3-104 users.Idif file
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The two Idif files are imported by using the 1dapadd file as shown in Figure 3-105.

[root@xs-2120rhelppc 1dapFiles]# ldapadd -H 1dap://127.0.0.1 -x -D
"cn=root,dc=itso,dc=ibm" -f ~/1dapFiles/groups.1dif -w @Pa22wOrd
adding new entry "cn=smadmin,dc=itso,dc=ibm"

adding new entry "uid=root,cn=smadmin,dc=itso,dc=ibm"

adding new entry "cn=smmon,dc=itso,dc=1ibm"

adding new entry "cn=smmgr,dc=itso,dc=ibm"

adding new entry "cn=smuser,dc=itso,dc=ibm"

[root@xs-2120rhelppc l1dapFiles]# 1dapadd -H 1dap://127.0.0.1 -x -D
"cn=root,dc=itso,dc=ibm" -f ~/1dapFiles/users.1dif -w @Pa22wOrd

adding new entry "uid=isduser,cn=smmon,dc=itso,dc=ibm"

adding new entry "uid=isdmgr0,cn=smmgr,dc=itso,dc=ibm"

adding new entry "uid=isdmgrl,cn=smmgr,dc=itso,dc=ibm"

Figure 3-105 Idapadd file
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To view the LDAP server, we use the LDAP command line (Figure 3-106).

[root@xs-2120rhelppc openldap]#1dapsearch -x -b 'dc=itso,dc=ibm'
extended LDIF

#
#
# LDAPv3

# base <dc=itso,dc=ibm> with scope subtree
# filter: (objectclass=*)

# requesting: ALL

#

#

dn

itso.ibm
: dc=itso,dc=ibm
dc: itso
0: itso
objectClass: organization
objectClass: dcObject
# smadmin, itso.ibm
dn: cn=smadmin,dc=itso,dc=ibm
cn: smadmin
objectClass: top
objectClass: posixGroup
gidNumber: 100
memberUid: root
memberUid: uid=root,cn=smadmin,dc=itso,dc=ibm
# root, smadmin, itso.ibm
dn: uid=root,cn=smadmin,dc=itso,dc=ibm

cn: root
sn: root
uid: root

objectClass: top

objectClass: inetOrgPerson

objectClass: posixAccount

uidNumber: 100

gidNumber: 100

homeDirectory: /root

userPassword:: b3BlcmFoMD1zZQ==

# smmon, itso.ibm

dn: cn=smmon,dc=itso,dc=ibm

cn: smmon

objectClass: top

objectClass: posixGroup

gidNumber: 101

memberUid: isduser

# smmgr, itso.ibm

dn: cn=smmgr,dc=itso,dc=ibm

description: smmgr

cn: smmgr

objectClass: top

objectClass: posixGroup

gidNumber: 102

memberUid: uid=isdmgr,cn=smmgr,dc=itso,dc=ibm
memberUid: uid=isdmgr0,cn=smmgr,dc=itso,dc=ibm
memberUid: uid=isdmgrl,cn=smmgr,dc=itso,dc=ibm

Figure 3-106 Idapsearch
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The LDAP server is now ready. The groups are defined. The users are defined. And, the
securityLDAP.properties file is configured. Therefore, we can make the last changes to the
Systems Director server so that we can start to use LDAP as its authentication method
(Figure 3-107).

-bash-3.2# cd /opt/ibm/director/1wi/conf/overrides/
-bash-3.2# mv security.ldap securityLDAP.properties
-bash-3.2# mv security.properties security.properties.old
-bash-3.2# smstop;smstart;smstatus -r

Figure 3-107 File changes

From the Systems Director server home page, click Plug-ins and then IBM Systems
Director Server. A summary window opens and the authentication type is listed
(Figure 3-108). The configuration is successful.

Managernent Server

IBM® Systems Director Server

Manzage the IBM® Systernz Director server View the server status and properties, Also view users, and the roles they have been assigned.

IEME Systems Director Status

Syzharm: SA-WZ17-1ATH

Common tasks

Status: Ok (last restark: 1171712 4142 PM) Systern discovery

Wiew and collect inventary

11 Systerns discovered Find a tash

( suthentication type: LOAP ) Find a resource
Krown ports in-use: 43339, 8421, 9513, 2422, 9511, All possible Resaurce Explorar
2512 ports

Trace and error logs: foptfibm/directar/lwiflogs
Databasze:

DB2/AlXGd SOLORO0TE

IEM Datz Server Driver for JDBC and S 4,14, 85

Figure 3-108 Confirming that LDAP is successfully configured

We now use OpenLDAP as the authentication type.

Important: This example is a basic setup of openLDAP. Ensure that you take additional

security measures with your configuration to further secure the openLDAP server and
LDAP administration.

Authenticating users and groups

Additional groups and their associated users can be authorized to Systems Director. This
authorization can be set up for new groups or groups that exist in the LDAP domain.
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The following example imports a new Systems Director group with users to the OpenLDAP
server by using the 1dapadd command. This group is called the isdgroup (Figure 3-109).

[root@xs-2120rhelppc 1dapFiles]# ldapadd -H ldap://127.0.0.1 -x -D
"cn=root,dc=itso,dc=ibm" -f ~/1dapFiles/addgroup.1dif -w operah09se
adding new entry "cn=isdgroup,dc=itso,dc=1bm"

[root@xs-2120rhelppc 1dapFiles]# ldapadd -H ldap://127.0.0.1 -x -D
"cn=root,dc=itso,dc=ibm" -f ~/1dapFiles/adduser.1dif -w operah09se
adding new entry "uid=user0Q,cn=isdgroup,dc=itso,dc=ibm"

adding new entry "uid=userl,cn=isdgroup,dc=itso,dc=ibm"

Figure 3-109 Authorizing an additional group

Now that the group is added, we add the additional users because this task is an incremental
installation. Then, we need to authorize the group to Systems Director. Follow these steps:

1. From the Systems Director home page, click Security — Users and Groups — Groups.
Then, click Authorize Groups. The Authorize User Groups wizard starts.

2. On the Welcome page, click Next.

3. Figure 3-110 appears. The group that was imported to LDAP by using the 1dapadd
command is displayed. Place a check mark next to the group and click Next.

Authorize User Groups

User Groups

v Welcorne
,:D Usar User Groups
Groups
TG To authorize user groups, select one or more user groups from the list. If user groups are not listed, type the additi

groups field. Separate the names by cammas.

User groups:

{e.q., User Groupl,User Group2,User Group3)
Select one or more user groups from the following list.

This list display a maximum of 10 user groups, To autharize other user groups, type the names in the User groups {

Figure 3-110 Authorize User Groups

4. Click Finish to authorize the isdgroup user group and complete the wizard.

Authorize User Groups

Summa
v welcome Y

v User Groups Surnrary

o= Summary

The fallowing user groups were selected:
izdgroup

After user groups are authorized to the IBM@ Systerns Direckor Server you can assign roles and uszers to them,

Figure 3-111 Authorize the isdgroup user group

5. We still need to assign a role to the group that is authorized. The group can be assigned to
a custom role or one of the default roles:

— SMAdministrator
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— SMManager
— SMMonitor
— SMuUser

6. Select the group that we authorized (note that Roles is empty for the isdgroup group in
Figure 3-112) and click Assign Role.

Users and Groups

Manage authorized users and groups, and their access to systerns and tasks, rou can authorize existing unautharized user groug
autharization for user groups that have access.
Users Froups
Groups
Aszign Rale... Copy Role to Usek,. Refresh | | Autharize Graups... Rernove Group Authaorization | | Puch]
Select Mare % | State % | Full Hame % | Roles &3
F] %isdgroup
F] %smadmin SMAdministratar
I:‘ %smmgr SMManager
I:‘ %smmon SMMaonitor
I:‘ %smuser SMUzer

Figure 3-112 Assign Role

7. For this group, we assign an SMAdministrator role to the group. The Assign Role wizard
starts. Click Next.

8. Then, on the Assign Role window (Figure 3-113), choose SMAdministrator from the
pull-down menu that is highlighted in Figure 3-113 and Add.

Assign Access

¥ ‘Welcome
Assign Select the roles and the resource groups to which those roles apply for user/group izdgraup
= ACCESS
Surnrmary
Resource Groups ﬁser Role Assigned Roles
@ﬁll resource groups i ]
GroupRead e | Actions vl | Search the
OSelected resource groups [Mote: Selecting
a parent g_mup.does not autoratically assign SMAdrniniztratar Sl S
access to its children] SMManager
SMMaonitor
SMUszer

\ < Remous

55
M4 Pageliaofl FH 1 »

EEEEEREEEEHE

Figure 3-113 Assign Role
9. On completion, click Next and Finish.
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10.Now, the isdgroup group and its associated users have SMAdministrator access to all
resources.

11.From the home page, click Security — Users and Groups — Users (Figure 3-114).

Uzars Sroups
Uszers
Assign Raole,.. Copy Role to User.. Refresh Actionz ¥ Search the table... Search
Selact Marne * | State % | Full Hame & | Roles @
I:‘ & isdrngri B offline isdmgrd GroupRead, SMManager
I:‘ & isdrngrl B offline isdmgrl GroupRead, SMManager
I:‘ & isduser B offline isduser GroupRead, SMMonitor
< I:‘ & roct ld Active root GroupRead, SMAdministrator)
I:‘ & userl B offline GroupRead, SMadrinistrator
I:‘ & userl B offline GroupRead, SMadrministrator

Figure 3-114 User listing

You can now successfully log on as a user that is listed in the isdgroup.

Tip: When you use the wizard to authorize groups, only the first 10 groups are returned in
Figure 3-111. If your group is not listed, type the name. If the typed name does not return
the group, check your filters in the securityLDAP.properties file.

3.7.6 Using command-line tools for security

There are many available smc1i command-line tools for security settings as listed in
Table 3-8.

Table 3-8 Command-line tools for security
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Command Description

authusergp Authorize an existing user group to access the Systems Director server.

cfgaccess Configure access for systems that are managed by Systems Director.

cfgappcred Change the password that Systems Director uses to access particular associated
applications.

cfgcertpolicy | View or configure the trust management certificate policy that IBM Systems
Director uses.

cfgcred Configure credentials for systems that are managed by Systems Director.

cfgpwdpolicy Manage the password policies of users that Systems Director creates or manages.

chaudit Modify audit settings.

chcred Change credentials for systems that are managed by Systems Director.

chrole Change the properties of a role.

chuser Modify the properties of a user.

chusergp Change attributes and access privileges for a user group.
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Command Description

exportcert Export a certificate from a Systems Director keystore or truststore to a .penm file.

importcert Import certificates into a Systems Director keystore or truststore.

1saudit List audit settings and categories.

1sauditlogs List a specific number of audit log messages for one or more audit categories.

1scert List the certificates in a Systems Director keystore or truststore.

scred List credentials for systems that are managed by Systems Director.

1sperm List the permissions.

1srole List the roles in Systems Director.

1suser List users.

1susergp List the Systems Director user groups.

mkrole Create roles that contain a list of permissions for authorization to access Systems
Director.

revokecert Invalidate certificates in a Systems Director keystore or truststore.

rmauditlogs Remove the audit log for one or more audit categories.

rmcert Remove certificates from a Systems Director keystore or truststore.

rmcred Remove credentials for systems that are managed by Systems Director.

rmrole Delete roles.

rmusergp Remove the access authorization for a user group or remove a user group.

unrevokecert Revalidate revoked certificates in a Systems Director keystore or truststore.

For detailed information about the commands and all options for these commands, see the
information center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.security.helps.doc%2Ffgqm0_r_roles_required_to_run_commands.html

Accessing command-line tools by role/group

The command-line tools are restricted by the permissions. Table 3-9 lists which commands
can be accessed by the roles.

Table 3-9 Command-line tools by role/group

Group Restricted Specifics

SMAdmin Unrestricted | All commands

SMManager | Restricted All commands except the security and system commands

SMMonitor Restricted All commands with list functions, such as 1scfgplan, 1sinv, 1sled,
1sstatus, 1sresmonlsps, and 1sevtfltr
Also, commands, such as checkupd and 1supd, or commands for
SNMP, such as get, walk, and getnext

SMUser Restricted Only support for the following commands: 1ssys, 1sgp, 1sjob,
1sjobhistory, 1stask, runjob, and runtask
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For a complete list, see this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.security.helps.doc%2Ffgm0_r_roles_required_to_run_commands.html

3.7.7 Error logs and troubleshooting

If you are unable to log on to the Systems Director server or if the server fails to start, review
the logs to determine the error. You can increase the logging with Systems Director in two
ways:

» Twilog.sh script
» logging.properties file

If the server is active, use the Twilog.sh script as shown in Figure 3-115.

-bash-3.2# /opt/ibm/director/1wi/bin/1wilog.sh -addlogger -name
com.ibm.lwi.security.rolemanagers.ldap -level FINEST

ALR0299I: Logger successfully added for package com.ibm.lwi.security.rolemanagers.ldap.
SUCCESS

-bash-3.2

Figure 3-115 Iwilog.sh script

If the server is not active, edit the Togging.properties file as shown in Figure 3-116.

-bash-3.2#echo -e "#additional LDAP
logging\ncom. ibm.1wi.security.rolemanagers.ldap.level=FINEST"
>>logging.properties

Figure 3-116 Increase the logging level

The following additional logging attributes are available:
» Forthe 1wilog.sh script:

com.ibm.usmi.kernel.security -Tevel FINEST
com.ibm.usmi.console.security -level FINEST

» Forthe logging.properties file:
com.ibm.usmi.kernel.security.level=ALL
com.ibm.usmi.console.security.level=ALL
After the logging threshold is changed by using the 1wilog. sh script, refresh the logs by
using the -refresh parameter:
/opt/ibm/director/Iwi/bin/Twilog.sh -refresh

If you edit the Togging.properties file, restart the Systems Director server. Log files are
stored in the /opt/ibm/director/1wi/logs/error-1og-0.html directory.

Restoring local OS authentication

To restore Systems Director to use local OS authentication, use the cfguserreg.sh script
(Figure 3-117). Before you use the script, restore the original security.properties file.
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Remove the securityLDAP.properties file from the
/opt/ibm/director/Iwi/conf/overrides/ directory.

-bash-3.2# cfguserreg.sh -os

/opt/ibm/director/bin

Security settings have been set to use operating system registry.
Restart IBM Systems Director Server to complete configuration.

-bash-3.2#smstop;smstart;smstatus -r

Shutting down IBM Director...

Starting IBM Director...

The starting process may take a while. Please use smstatus to check if the server is
active.

Starting

Active

Figure 3-117 cfguserreg.sh

Additional information
For OpenLDAP support with Systems Director, see the IBM Support Portal:

http://ibm.com/support/search.wss?ql=openldap&tc=SGZ2Z3

For common troubleshooting steps with LDAP, see this website:
http://ibm.com/support/docview.wss?uid=nas7917752a664b2c71a8625768e0001ab13

For additional common troubleshooting steps with LDAP, see this website:
http://ibm.com/support/docview.wss?uid=nas7cf1a05b97228ef0d86257749007b7025
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Backup

Why to back up the IBM Systems Director server and how to recover from a Systems Director
failure are described.

The following topics are included:

» 4.1, “Backup Q&A” on page 220
» 4.2, “Backup and recovery” on page 220
» 4.3, “Migration” on page 225
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4.1 Backup Q&A

You might ask the following backup questions:
» Why back up?

Backing up the Systems Director, including all data and settings, makes it easier to
recover from a Systems Director server crash. Systems Director provides command-line
tools to perform both the backup and the recovery. These tools are explained in 4.2,
“Backup and recovery” on page 220.

» When do | back up?

The preferred practice is to back up your Systems Director server after installation and
initial configuration. Also, back up after discovery and inventory but before you first install
any updates. Then, you can quickly recover back to a fresh installation, if necessary.
Always back up after you make any updates to the Systems Director server.

» How often do | back up?

We suggest that you back up before you install plug-ins or advanced managers. We also
recommend that you back up regularly, such as once a month.

» What information is backed up?

» The Systems Director backup routine creates a backup image of Systems Director
persistent data. Persistent data includes file system data, which is also called master data,
and database data:

— Information about discovered systems and their access state

— All event automation plans

— All groups

— Allinventory data that is stored in the Systems Director database
— Event logs

The backup also includes data in the local repository, such as updates that you
downloaded.

» What can the backup not be used for?

Do not use the backup procedures to migrate to a new version or to switch over to another
system with another version of Systems Director or another database. For a migration, use
other tools that are described in 4.3, “Migration” on page 225.

4.2 Backup and recovery

To protect your Systems Director 6.3.x data from a disaster, back up and restore your data.
Use commands that are provided by Systems Director.
The following command-line tools are used for backup and recovery:

» smsave (backup)
» smrestore (restore)
» smreset (reset)

4.2.1 Systems Director backup
Use the smsave command to save a backup image of the Systems Director server. The

command is in the install_root\bin\ directory, where install_root is the root directory of
your Systems Director installation.
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Tip: The Systems Director server must be stopped before you run the smsave command.

A description of the options for the smsave command is at this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffgm0_r cli_smsave.htm]

The backup image that is created by the smsave command is saved in the
install_root\backup\time_stamp directory, unless you otherwise specified the output
directory in the command.

The smsave command creates a backup image of Systems Director persistent data.
Persistent data includes file system data (also called master data) and database data. The
master data set contains information about the location of the database data set and uses
that stored location when you run the restore operation. The database backup image is saved
in the format that is specific to the database type. Backups cannot be moved from one
database type and version to another database type or version.

When you run the command, the execution log is saved to install_root\log\smave.1log and
all status is updated in real time in that file. No output is posted to the command prompt.

Figure 4-1 shows an example of using the smsave command on a Microsoft Windows 2008 R2
System.

First, you see that if the Systems Director server is not stopped before you run the smsave
command, an information error is displayed. Stop the Systems Director server before you run
the command by running the net stop dirserver command on Windows. For Linux, use the
smstop command instead.

After you stop the Systems Director server, you can run the smsave command. Figure 4-1
shows the messages that you see during the procedure.

PS C:\Program Files\IBM\Director\bin> smsave

The Director Server is currently active. Please stop the server before running this
command.

PS C:\Program Files\IBM\Director\bin> net stop dirserver
The IBM Systems Director Server service is stopping...............
The IBM Systems Director Server service was stopped successfully.
PS C:\Program Files\IBM\Director\bin> smsave
Command is running. Monitor live status and results in C:\Program
Files\IBM\Director\log/smsave.1log

1 file(s) copied.
ALR1325I: The Tightweight runtime has started.
com.ibm.net.SocketKeepAliveParameters

1 file(s) moved.

Command completed successfully

PS C:\Program Files\IBM\Director\bin>

Figure 4-1 smsave command
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The log file, which is created during the backup process, is in the install_root\log
directory. Figure 4-2 shows part of an example log file.

Command Execution for: Fri Oct 19 20:57:34 CEST 2012
Starting execution of Save Operation

Execution: Operation is save to the following location C:\Program
Files\IBM\Director\backup\2012 10 19 20.57.34

Execution: Loading aem.ext

Execution: Loading AgentFile.ext

Execution: Loading BaseFile.ext

Execution: Loading console.ext

Execution: Wildcard expression not matched to anything
-->Twi\runtime\isc\loginMessage\loginMessage*.properties
Execution: Loading database.ext

Execution: Loading databaseMigration.ext
Execution: Loading defaults.ext

Execution: Loading discovery.ext

Execution: Loading EventMapping.ext
Execution: Loading HMS.ext

Execution: Loading LegacyTablesExtension.ext
Execution: Loading LRTMMigration.ext
Execution: Loading MetricsMigration.ext
Execution: Loading security.ext

Execution: Loading skm.ext

Execution: Loading ssm.ext

Execution: Loading ssm_reset.ext

Execution: Loading StartAgentFile.ext
Execution: Loading StopAgentFile.ext
Execution: Loading StorageControlExt.ext
Execution: Loading ThresholdMigration.ext
Execution: Loading updates.ext

Execution: Loading vsm.ext

Execution: Loading Workflow.ext

Execution: Executing Extensions

Execution(20:57:34): Starting extension StopAgentFile.ext
Execution(20:58:48): Completed extension StopAgentFile.ext
Execution(20:58:48): Starting extension BaseFile.ext

BaseFileExt: save C:\Program Files\IBM\Director\version.srv to C:\Program
Files\IBM\Director\backup\2012_10_19_20.57.34\version.srv

BaseFileExt: save C:\Program Files\IBM\Director\data to C:\Program
Files\IBM\Director\backup\2012 10 19 20.57.34\data

Figure 4-2 smsave.log file

The data from the backup process is saved to the install_root\backup directory. The size
depends several components:

» Number of systems that are discovered
» Inventory that is collected

» Update packages that are downloaded
» All other settings

In our simple lab tests, the initial backup that we performed after installation and an inventory
run is about 60 MB in size.
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4.2.2 Systems Director restore

Use the smrestore command to restore the persistent data, including file system (master)
data and databases, from a backup image.

You can run the smrestore command locally from the management server. Or, run the
command remotely by accessing the management server by using a remote access utility,
such as Secure Shell (SSH) or Telnet.

To run the smrestore command, navigate to the install_root\bin directory, where
install_root is the root directory of your Systems Director installation. The Systems Director
server must be stopped before you run the smrestore command.

A description of the options for the smrestore command is at this website:
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffqm0_r_cli_smrestore.html

You can restore saved persistent data only on a management server with the same
characteristics:

» Same operating system
» Same version of the Systems Director server from which the data was backed up
» Same database type and version

In addition, the Systems Director server and the database that you restore must be the same
as the saved installation instances.

When you run the command, the execution log is recorded in the
install_root\log\smrestore.log file, and all status is updated in real time in that file. Little
information is posted to the command prompt.

Figure 4-3 shows the output from the command.

PS C:\Program Files\IBM\Director\bin> smrestore -sourceDir 'C:\Program
Files\IBM\Director\backup\201

2_10_19 20.57.34'

This operation will replace all current data with the specified backup set.
To continue, type "1" for yes or "0" for no.

1

Command is running. Monitor live status and results in C:\Program
Files\IBM\Director\Tog/smrestore.log

1 file(s) copied.
ALR1325I: The Tightweight runtime has started.
com.ibm.net.SocketKeepAliveParameters

1 file(s) moved.

Command completed successfully

PS C:\Program Files\IBM\Director\bin>

Figure 4-3 smrestore command
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4.2.3 Systems Director reset

The smreset command reinitializes the databases and clears all persistent data. The smreset
command deletes local data on the file system where Systems Director is installed. The
smreset command deletes and rebuilds all database tables that are used by Systems
Director.

A description of the options for the smrestore command is at this website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffgm0_r cli_smreset.htm]

Use the smreset command to return the Systems Director server to its installation default
values. This command must also be run immediately after you run the cfgdbecmd command to
change to a new database. For example, run the smreset command when you upgrade from a
managed IBM DB2 database to an enterprise database such as Oracle Database. Run the
smreset command only when the Systems Director server is stopped.

The smreset command does not delete or reset Agent Manager information. The smreset
command deletes the following data:

Discovered resource data (except for 6.x Common Agents that were previously accessed)
Inventory data

Event data (event log, custom event filters, custom event actions, and custom event plans)
Monitoring data

Updates data

Status data

Configuration templates

Security configurations

All other data that is associated with running and configuring Systems Director after the
installation

vyVVyVYyVYVYVYYVYYY

The smreset command creates two log files, smreset.log and reset.1og, which are in the
install_root\1og directory.

Figure 4-4 shows the output from the smrestore command.

PS C:\Program Files\IBM\Director\bin> smreset.bat
This operation will revert the IBM Systems Director database and server to the installed
state. To ¢
ontinue, type "1" for yes or "0" for no.
1
1 file(s) copied.

ALR1325I: The Tightweight runtime has started.
com.ibm.net.SocketKeepAliveParameters
1 file(s) moved.

Command completed successfully

PS C:\Program Files\IBM\Director\bin>

Figure 4-4 smreset command
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4.3 Migration

The tools that can be used to migrate from one version of a Systems Director to a newer
version or to another system are described.

A backup and restore process can only be used if the management server, where a backup is
restored, runs the same operating system. And the version of the Systems Director server
must be the same as the version from which the data was saved. The database type and
version must be the same. In addition, the Systems Director server and the database that you
restore must be the same as the saved installation instances.

You can switch to another operating system, another system, or another database and take
the settings from the former Systems Director server with you. Use the commands in
Table 4-1 to export and import settings and managed endpoints.

Table 4-1 Command-line tools for migration

Command Description
dircli 1smo? List managed objects - replaced by smc1i 1ssys
dircli mkmo? Make managed objects

smcli Tsevtautopln | List information about event automation plans. You can also export one or
more event automation plans to a file.

smcli mkevtautopln | Create an event automation plan or import one or more existing event
automation plans.

a. Before you use this command, issue the set CLILEGACY=1 command.

For the complete list of the smc1i commands and a description for each command, see the
Systems Director Information Center:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.cli.helps.doc%2Ffqm0_r_c1i_smcTi.html

4.3.1 Exporting systems and settings

How to export the systems and settings (for example, event automation plans) from an
existing Systems Director server by using command-line tools is described.

Exporting systems
Use the following command for exporting the existing systems to a file. This information can
be used later on a new Systems Director server to import the systems without discovery:

./smcli Tssys -t "OperatingSystem" -d ";" -A
"Displayname, IPv4Address,Hostname,ManagementSoftware" >>0S.txt
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In our lab example, the contents of the file that is created are shown in Figure 4-5.

9.42.171.194: 9.42.171.194;{ '9.42.171.194" };{ };{ '' }

9.42.171.195: 9.42.171.195;{ '9.42.171.195" };{ };{ '' }

9.42.171.196: 9.42.171.1963{ '9.42.171.196" };{ };{ '' }

9.42.171.197: 9.42.171.197;{ '9.42.171.197" };{ };{ '' }

9.42.171.198: 9.42.171.198;{ '9.42.171.198" };{ };{ '' }

9.42.171.199: 9.42.171.199;{ '9.42.171.199" };{ };{ '' }

9.42.171.203: 9.42.171.203;{ '9.42.171.203" };{ };{ '' }

9.42.171.22: 9.42.171.22;{ '9.42.171.22" };{ };{ "' }

9.42.171.23: 9.42.171.23;{ '9.42.171.23" };{ };{ 'IBM-IBM Director Agent-v6.3.2',

IBM-IBM Director Platform Agent-v6.3.2' }

9.42.171.232: 9.42.171.232;{ '9.42.171.249', '9.42.171.232" };{ };{ "'}
9.42.171.244: 9.42.171.244;{ '9.42.171.244" };{ };{ '" }

9.42.171.25: 9.42.171.25;{ '9.42.171.25" };{ };{ '' }

9.42.171.254: 9.42.171.254;{ '9.42.171.254" };{ };{ '' }

9.42.171.26: 9.42.171.26;{ '9.42.171.32', '9.42.171.26', '9.42.171.29', '9.42.171.30',
'9.42.171.31", '9.42.171.33", '9.42.171.34" };{ };{ '' }

9.42.171.27: 9.42.171.27;{ '9.42.171.27" };{ };{ '' }

9.42.171.28: 9.42.171.28;{ '9.42.171.28" };{ };{ '' }

9.42.171.40: 9.42.171.40;{ '9.42.171.40" };{ };{ '' }

9.42.171.54: 9.42.171.54;{ '9.42.171.55', '9.42.171.54"', '9.42.171.56" };{ }:{ '' }
9.42.171.60: 9.42.171.60;{ '9.42.171.60"' };{ };{ '' }

9.42.171.62: 9.42.171.62;{ '9.42.171.62"' };{ };{ '' }

9.42.171.82: 9.42.171.82;{ '9.42.171.82" };{ };{ '' }

9.42.171.86: 9.42.171.86;{ '9.42.171.86"' };{ };{ 'IBM-IBM Director Agent-v6.3.2',
'IBM-IBM Director Platform Agent-v6.3.2' }

9.42.171.97: 9.42.171.97;{ '9.42.171.97"' };{ };{ 'IBM-IBM Director Core
Services-v6.2.1.2', 'IBM-IBM Director Agent-v6.2.1' }

9.42.171.99: 9.42.171.99;{ '9.42.171.99' };{ };{ 'IBM-IBM Director Agent-v6.3.2',

'IBM-IBM Director Core Services-v6.3.2' }
SLES11: SLES11;{ '9.42.171.84"' };{ 'SLES11' };{ 'IBM-IBM Director Agent-v6.3.2',
'IBM-IBM Director Platform Agent-v6.3.2' }

Figure 4-5 Output of the smcli Issys command

4.3.2 Exporting settings

Use the Systems Director command-line tools to export settings, such as event automation
plans and groups. You can export settings in two ways:

» Use the smc1i command line, for example, to export event automation plans (Figure 4-6
on page 227).

» Use export functions in the Systems Director web interface (exporting groups as shown in
Figure 4-7 on page 227).
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To export the event automation plan, use the smc1i 1sevtautopln command. In our lab

example, Figure 4-6, we exported the “Send eMail to Admin” event automation plan to the
EAPexport.xml file. Use the -o attribute for an easier export because you can use the object
identifier (OID) instead of the complete name.

Log A1l Events

Send eMail to Admin
SLES11:/opt/ibm/director/bin # ./smcli 1sevtautopin -o
Log A1l Events, 0x11

Send email to Admin, 0x11
SLES11:/opt/ibm/director/bin # ./smcli 1sevtautopln -F xml 0x11 /tmp/EAPexport.xml

SLES11:/opt/ibm/director/bin # ./smcli 1sevtautopln

Figure 4-6 Export event automation plan

To export groups, you can use the Systems Director web interface. Start from the Resource
Explorer Groups view and select the group that you want to export (Figure 4-7).

Resource Explarer

Groups (View Members)

| Create Group | | | Actions v| | Search the tahle... Search
Select Name = | Type

|:| HH All Networtk Systemns (3) Dynamic: Systemn

|:| HH All Operating Systems 145) Dynamic: Operating Systemn

|:| HH All Storage Systems (0) Dynamic: Storage Subsystemn

|:| HH All Systems (58] Dynamic: Systemn

|:| HH Groups by Access (3) Static: Group

|:| HH Groups by Agent (3) Static: Group

|:| HH Groups by Status (2) Static: Group

|:| HH Groups by Systern Type (8) Static: Group

|:| HH Other Groups (1) Static: Group

|:| HH FPersonal Groups (3) Static: Group

HH Residents systems (15) Dynamic: System

|:| HH Service and Support Groups (3) Static: Group

|:| HH Update Groups (13) Static: Group

(]

44 Page1 ofl FH

1|+

Selected: 1

Total: 13 Filtered: 132

=0

Description
Contains All Netwotk Systems
Contains all operating systemns that can be managed

Contains all storage systems

Contains all systerns that can be managed including serv...
Contains groups based on their access state: None, Parti...
Contains groups based on the agent types running on the...

Contains groups based on their status: critical, waming, i...

Contains groups based on systemn types

Contains additional groups that can isolate different type...

Contains groups optimized for each individual user

Contains groups for Service and Support Manager

Contains groups for managing updates

[+]

<

Figure 4-7 Groups in Resource Explorer
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With the group selected, click Actions — Export Group.

Figure 4-8 opens where you can select to which directory you want to save the data. The file
is named group _%username%.xml. The username is the user that is logged on and creates the
export file.

Opening/ group_administrator.xml

“ou have chosen to open

|| group_administrator.xml

which is a; XML document
from: hitps://sles11:8422

What should Firefox do with this file?

) Open with | Firefox (default)

L8]

@ |Save File

[[] Do this automatically for files like this from now on.

0cr

Figure 4-8 Save group data

You can use the file to import the group and the members of the group to another Systems
Director server or use the file for recovery options.

4.3.3 Importing systems and settings

With Systems Director, you can use command-line tools to import systems and to request
access to those systems. The command to import systems is smc1i mkmo (dircli mkmo).

Prerequisite: Before you run the smc1i mkmo (dircli mkmo) command, issue the following
command:

set CLILEGACY=1

Use the smc1i mkmo command to create a managed object for the server and systems. The
server represents the hardware service processor and the systems represent the operating
system and agent.
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In Figure 4-9, we first check whether the system is available. Then, we remove the system
and check again whether the system exists. Then, we show the settings for mkmo and add the
system to the Systems Director server again with the smc1i mkmo command. We check again
whether the system exists.

SLES11:/opt/ibm/director/bin # ./smcli 1ssys 9.42.171.196
9.42.171.196

SLES11:/opt/ibm/director/bin # ./smc1i rmmo 9.42.171.196
SLES11:/opt/ibm/director/bin #

SLES11:/opt/ibm/director/bin # ./smcli 1ssys 9.42.171.196
DNCZCLI0239E : (Run-tinme error) The system named 9.42.171.196 was not found
use the smcli 1ssys command to view all the valid system names
SLES11:/opt/ibm/director/bin #

SLES11:/opt/ibm/director/bin # ./smc1li mkmo

Server:

type=Server

name=<Specify Name> (Optional)

ip=<Specify IP Address>

Systems:

type=Systems

name=<Specify Name> (Optional)

ip=<Specify Network Address>

network=<Specify Network Protocol> (Optional)
Available Protocols: TCPIP

SLES11:/opt/ibm/director/bin # ./smcli mkmo type=Systems ip=9.42.171.196
SLES11:/opt/ibm/director/bin #

SLES11:/opt/ibm/director/bin # ./smcli 1ssys 9.42.171.196

9.42.171.196

Figure 4-9 smcli mkmo command

You can also run the smc1i mkmo command in a script. With a script, you can add many
systems to the new Systems Director at the same time.
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If you saved groups, you can import them to a new system. From the Resource Explorer,
follow these steps:

1. Click Action — Import Group as shown in Figure 4-10.

Resource Explorer (A =]
Groups View Members)
|- Create Group | | | Actions - | | Search the table... Search
Select Name Create Group wpe % | Description &3
D HH All Metw) (SR 4 namic: Systemn Contains All Metwok Systems
D HHAIIDper knamic: Operating Systemn Contains all operating systemns that can be managed
D HHAII Storgy Columns... knamic: Storage Subsystemn Contains all storage systems
D HHAIIS;.-SQP Export namic: Systemn Contains all systerns that can be managed including serv...
D HHGloupsl: a3 atic: Group Contains groups based on their access state: None, Parti...
Deselect All
D HHGmupsl: atic: Group Contains groups based on the agent types running on the...
Show Filter Row

D HH Groups Clear Al Filters atic: Group Contains groups based on their status: critical, waming, i...
D HHGmupsl: Edit Sarnt atic: Group Contains groups based on systemn types
D HH Other Gy Clear All Sors atic: Group Contains additional groups that can isolate different type...
D HH Fesonal Groups i4) Static: Group Contains groups optimized for each individual user
D HH Semwice and Support Groups (3) Static: Group Contains groups for Sewvice and Support Manager
D HH Update Groups (13) Static: Group Contains groups for managing updates

(] []

44 Pagel of1 FFH L Selected: 0 Total: 12 Filtered: 12

Figure 4-10 Import Groups

2. Figure 4-11 opens where you can browse for the XML file that contains the group
information.

Group Import (A =]

To import a file, click Browse to select a file.

froot/Desktop/group_administratarsml

| QK | | Cancel |

Figure 4-11 Select the file with the group information

3. The imported groups show under Groups — Personal Groups as shown in Figure 4-12
on page 231.
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Resource Explorer FEB

Groups = Personal Groups (Wiew Members)
| Actions W | | Search the table... Search
Select Name * | Type % | Description &3
|:| Ea administratar (1) Static: Group
|:| Ea amenke (1) Static: Group
|:| Ea Fesidents systems (15) Dynamic: System
|:| Ea Residents Warkstation (15) Dynamic: System
|:| Ea root (1) Static: Group
[<] ]
44 Page1 of1 FF » Selected: 0 Total: &  Filtered: &

Figure 4-12 Groups: Personal groups view

To import a saved event automation plan, run the smc1i mkevtautopln /tmp/EAPexport.xml
command as listed in Figure 4-13. In our example, we use the event automation plan that we
exported before to the EAPexport.xml file.

SLES11:/opt/ibm/director/bin # ./smcli mkevtautopln /tmp/EAPexport.xml
Warning Number: 1

DNZEAP2068W: (Run-time warning)

The IP address or host name 'smtp.itso.ral.ibm.com' is not accessible.

Action name: eMail to Admin
Element name: EmailSmtpServer
Element value: smtp.itso.ral.ibm.com

Warning Number: 2

DNZEAP2059W: (Run-time warning)

The event filter named 'Critical Events' has the same name and definition as an existing
filter in the system.

The filter will be not be created again.

Filter name: Critical Events
Total number of warnings: 2

DNZEAP20641: (Informational) Created event action 'eMail to Admin'.

DNZEAP20661: (Informational) Created event automation plan 'Send eMail to Admin'.
DNZEAP20671: (Informational) Targets 'Al1 Systems', applied to event automation plan
'Send eMail to Admin'.

SLES11:/opt/ibm/director/bin #

Figure 4-13 Importing an event automation plan

During the import process, the event automation plan is checked. Warnings display if
incorrect settings exist in the event automation plan or if event actions or filters exist on the
system. The existing filter or event action is not created again. You can see that the event
Action plan “Send eMail to Admin” is created. All systems, predefined in the event automation
plan that we exported, are assigned to this event automation plan.
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Additional information and
education

How and where to get information and education about IBM Systems Director are described.

The following topics are included:

» 5.1, “Information center” on page 234
5.3, “Education and training” on page 237
5.4, “Downloads” on page 241

5.5, “Other useful links” on page 242

vYyy
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5.1 Information center

One of the first sources for information is the Systems Director Information Center. The
Systems Director Information Center is an online and regularly updated version of the
Systems Director product publications. For the latest version of Systems Director, see this
website:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp

If you use older versions of Systems Director, you can see the URLSs to the information center
in Table 5-1.

Table 5-1 Information center links

IBM Systems Information center
Director version

6.2.x Systems Director version 6.2.x Information Center:
http://publib.boulder.ibm.com/infocenter/director/v6r2x/index.jsp

6.1.x Systems Director version 6.1.x Information Center:
http://publib.boulder.ibm.com/infocenter/director/v6rix/index.jsp

5.2.x IBM Director version 5.20.x Information Center:
http://publib.boulder.ibm.com/infocenter/eserver/vir2/topic/diricinfo
_5.20/fqm0_main.htm1

In the information center, you can search for information about the installation, configuration,
management, and problem determination. You can also download the PDF versions of the
installation guide, planning guide, troubleshooting guide, and systems management guide.

5.2 Social media and support

Other users are a great source of help with Systems Director.

5.2.1 Forum

The Systems Director forum is available through the following link:

http://www.ibm.com/developerworks/forums/forum.jspa?forumID=759

This forum provides a place for all Systems Director discussion topics. You can post your
questions and comments, and share your thoughts, ideas, and solutions with other users.

The forum also offers an RSS feed. To subscribe to this feed, go to this website:

http://www.ibm.com/developerworks/forums/forum.jspa?forumID=759
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developerworks/forums/forum.jspa?forumID=759

Look for the orange RSS icon near the upper-middle part of the page. On the RSS
subscription page, select the method to use to subscribe to the feed and click Subscribe
Now (Figure 5-1).

This is a "feed” of frequently changing content on this site,

You can subscribe to this feed to receive updates when this content changes.

Subscribe to this feed using (|5, INERERE NG

[ Always use Live Bookmarks to subscribe to feeds,

Subscribe Now

Figure 5-1 Systems Director Forum RSS feeds

5.2.2 Wiki

There are two wikis for Systems Director. Both wikis are focused on Systems Director running
on a Power platform. However, some of the information applies to all platforms:

» Systems Director Wiki:

https://www.ibm.com/developerworks/mydeveloperworks/wikis/home?1ang=en#/wiki/Po
wer%20Systems/page/IBM%20Systems%20Director

» Systems Director Best Practices Wiki:

http://www.ibm.com/developerworks/wikis/display/WikiPtype/IBM+Systems+Director+
Best+Practices+Wiki
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5.2.3 YouTube channel

To subscribe to this channel, go to http://www.youtube.com/user/IBMSystemsDirector/feed
(Figure 5-2) and click Subscribe.

Uploads Comments Wiew =

|E‘ IBMSystemsDirector uploaded a video 4 maonthzs ao

e IBM Systems Director 6.3 Initial Setup
528 views

An overview of the Initial Setup steps for 1BM Systems Directar (500
6.3,

@

|E‘ IBMSystemsDirector uploaded avideo 4 months sgo

‘ |, Systems Directar IBM Systems Director 6.3 Console

P 258 views
o An overview of the IBM Systerns Director (1500 6.3 consale,

|E‘ IBMSystemsDirector uploaded a video 5 maonthzs aor

IBM Systems Director 6.3 Event Thresholds and
Automation Plans

Learn how to use [IBM Systerns Directar 807 Event Alutomation Plans
to automate specific tasks on systems as well a5 notifications when

;__
| 528 wiews

Figure 5-2 Systems Director at YouTube

5.2.4 Facebook page

Systems Director is on Facebook:
https://www.facebook.com/pages/IBM-Systems-Director/193362963483

Click Like to receive updates on your own Facebook timeline or news feed.
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5.2.5 My Notifications email announcements

With My Notifications, you can subscribe to Support updates for any IBM product.

Tip: My Notifications replaces My Support, a similar tool.

With My Notifications, you can specify that you want to receive daily or weekly email
announcements. You can specify the type of information that you want to receive:

»

vvyyy

Publications

Hints and tips

Product flashes (also known as alerts)
Downloads

Drivers

With My Notifications, you can customize and categorize the products about which you want
to be informed and the delivery methods that best suit your needs.

Complete the following steps to subscribe to My Notifications:

1. Goto http://www.ibm.com/support/mynotifications.

2. Enter your IBM ID and password1 and click Submit.

3.

Identify the updates that you want to receive and the method through which you want to
receive them:

a.
b
C.
d. Click Submit.

Click the Subscribe tab.

. Select IBM Systems Director.

Specify or select your notifications and other preferences.

5.3 Education and training

IBM offers various educational offerings, including instructor-led online (ILO) courses,
classroom courses, virtual learning courses, private/on-site training, and web-based learning
videos. Links are available in the Systems Director console for online training.

T you have no IBM ID and password, you can request this information on the logon site. The ID and password are

no-charge.
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5.3.1 Integrated education modules in Systems Director

The Systems Director console provides links for online training. The links are on the Systems
Director home page under the Learn tab as shown in Figure 5-3.

é @ https:/localhost:3422/ibm/conscle login. do?action =secure

cl &

IBM* Systems Director

=l

‘ View: IAll tasks

Welcome Diradmin Froblems

0@ ol

Compliance

0@ ol

Help

J Home X - Resource Ex..

| --- Select Action ---

Heme

Find a Task

Find a Resource
Resource Explarer
Welcome

My Startup Pages
Automation

Inventory

e ¥s Use these tabs to perform some initial setup tasks, view or
‘ activate plug-ins, and access additional information.

@ Plug-ins ‘ Learn ’

Additional Setup

Update IBME Systems Direc

Information Cen

Release Management
Security

System Configuration
System Status and Health
Task Management
Remote Access

[H Settings

Perform the following initial setup tasks to set up IBME Systems
Director for the first time.

Update IBM® Systems Director

Obtain and install updates for IBME Systems
Director. This will require a restart of IBM& Systems
Director.

7y Learn more about restarting the IBME Systems
" Director server

System Discovery

Discover systems by using a single IP address or
host name, a range of IP addresses, or a discovery
profile.

ﬂ Systems have been discovered

-

Operating system:
systems with no agent
systems with Platform Agent

= O O

system with Common Agent

Request Access

Request access to the systems that Systems
Director has no access to using either the request
access task or the configure access task.

ﬁ 0 systems have no access

Collect inventory
Collect the most current inventory from a resource
or view the inventory of a resource.

Eﬂ,\ 1 system has no inventory collected

Common Links

Resource Explorer
Start managing the resources in your environment.

Health Summary
Display a perscnalized view of resources, groups, and
monitor graphs.

]

" Binp oo
W Sinp we
' Siep thres

o Givp fuimd

Figure 5-3 IBM Director Console home page
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On the Learn page, you can see the available learning modules for Systems Director
(Figure 5-4).

=0

Home

-'g" E‘ Use these tabs to perform some initial setup tasks, view or Update IEME Systems Director
activate plug-ins, and access additional information. Information Center

Initial Setup Additional Setup @ Plug-ins Learn

Learn how IBME Systems Director helps you leverage your IT assets, enabling you to be
muore respansive and efficient. You must have Internet access to view this information.

[E Getting Started
| Managing System Access and Securityi

o

Monitoring Systems
Automating Tasks
Managing Storage

e

Managing System =z

Figure 5-4 Learn tab
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When you click one of the topics, you link to the Systems Director Information Center website.
Videos for the selected topic are displayed. In our example, we select the “Managing system
access and security” topic (Figure 5-5).

Country/region [ zelect]

Home Solutions Services Products Support & downloads My IBM
Search: | | m Scope: All topics
Contents (=)~ | ¢~ - 5 H G i lw el @ E

€ 18M Systems Director Editions V6.3
= B 18M Systems Director V6.3.1
B 18M Systems Director V6.3.1 elLearning: Managing system access and security
# [ overview
SfEL] Learning and tutorials
+ [ Getting started

IBM Systemns Director V6.3.1 = Learning and tutorials 4

In this e-Learning module, you will learn about some of the functions of
authentication, authorization and credential mapping. You will also learn how to
request access to systems and the differences between users, roles and
resources, and how to manage them.

Managing system access and secu

=l Monitoring system

# [14 Automating tasks It takes approximately 15 minutes to complete this module.
= Managing storage
# [ Planning Tip; It might take a minute for the learning module to load and appear in this
+ ”L.I.-"?Installing topic.
+ [ Upgrading and migrating
# [14 Using the Web interface System access and security with IBM Systems Director 6.1
7 (24 Dicovering systems and collecting
= Configuring systems What are users and roles?
+ [ Monitoring system status and health How do | add users?
* m; Automating tasks How do | assign roles and resources to users?
# [14 Updating systems
+ [ Remotely accessing systems and reso How do | create and manage roles?
+ [ Managing agents
&

”L.I.-"? Managing systems

=l Managing virtual environments
+ [ Security
5L Troubleshooting and support
# [ Reference

= publications and related information Press play to begin
=l Glossary
x @ IBM Systems Director plug-ins
* @ IBM Systems Director Upward Inte This course contains audio with optional captions. Please ensure
% ibm.com: About IBM - Privacy - Con your speaker volume is adjusted properly before proceeding. -

# & view information in information cer

4| | || Note: If you are having trouble viewing this module, install version &.0 or later of
B = | 5 Adobe Flash Player from www.adobe.com/downloads/ and ensure your browser
o et e T BT R e R el o o Lo Al =

Figure 5-5 Managing system access and security module

You can also access the training modules at the Systems Director Information Center through
the following link:

http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp?topic=%2Fcom.ibm.directo
r.main.helps.doc%2Ffgm0_c_elearning.html
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5.3.2 Education courses

The following Classroom (XTR) courses and ILO (XTV) courses for Systems Director 6.3 are
available in the US at the time of writing:

>

>

| 2

XTR/XTV 42 - IBM Systems Director 6.3 Hands-on Workshop
XTR/XTV 46 - IBM Systems Director 6.3 - Introduction

XTR/XTV 47 - IBM Systems Director 6.3 for IBM System x and BladeCenter Servers -
Base

XTR/XTV 48 - IBM Systems Director 6.3 for IBM System x and BladeCenter Servers -
Advanced

XTRD1+2/XTVD1+2 - IBM Systems Director 6.3 for IBM System x and BladeCenter
Servers

AN940/AX940 - IBM Systems Director 6.3 for Power Systems I: Installation and
Management

A self-paced virtual class (SPVC) is available:

»

ANODO/XTRDO - IBM Systems Director 6.3 - Power and System x - Planning and
Installation

The availability of on-site or classroom training depends on your country. For detailed
information about the offerings in your country, see the following link:

http://www-304.ibm.com/jct03001c/services/learning/ites.wss/zz/en?pageType=pagedc=
a0011023

Complete the following steps to check the availability of Learning courses in your country:

1.

o o A~ WD

Go to the link:

http://www-304.1ibm.com/jct03001c/services/learning/ites.wss/zz/en?pageType=page
&c=a0011023

Select your country and click the arrow.

Scroll to the bottom of the page and click Training Search.

Type IBM Systems Director 6.3 in the search field and click Search.
The available courses are displayed.

Select your course.

5.4 Downloads

All downloads for Systems Director, including server, Agents, and Plug-ins, are at the
following link:

http://ibm.com/systems/software/director/downloads
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On the Downloads overview page, you see information about the recent product updates that
you can download (Figure 5-6). By selecting the tabs for Management servers, Agents,
Plug-ins, and Partner integration, you can access the pages for download.

United States [ change]

[FEermany]

Home Solutions ™

Systems Director Editions
Active Energy Manager
Network Control

M Contral

Storage Control

Service & Support Manager

(Bovmioass )

Related links

= Power Systams
= 1B Pomerlinu
= System x

= System =

- BladeCenter

- Storage

= Tivali

Services *

Froducts = Support & downlozds ™ Pl 1ESRA =

Bl Downloads

Owverview Managemert servers Agents Plug-ins Partrer intecration

BB Systems Director provides a central point of control for aggregating and managing
systems. t can be installed on one or moare systems, called management servers, and systems
can connect to the IBM Systems Director Web interface through & Web brovwser.

Plug-in=s can be installed to extend the functionality of 1BM Systems Director.

1B Systems Director iz available for AXE 1BM i, Windows®, Linu:E on Power, Linwx on =86,
and Linux on System 7.

Recent product releases available for download
October 2012

* |BM Systems Director §.3.1 Common Agents for System x
August 2012

= The latest dowwnloads of the IBM Systems Director 6.3 x Common and Platform Agents for
System z now support SLES 11 SP2

June 2012

* The latest dowwnloads of the IBM Systems Director 6.3 x Common and Platform Agents for
System x and Povwwer Systems nove support SLES 11 SP2

May 2012
= |IBM Systems Director 6.3.1 Platform Agents for System =
February 2012

elcome Olaf Menke [Mot you™?] [1BM Sign in

Wiz're here to help

=z Call uz at
i\q‘ 1-866-853-3301
Friority code:
00881 T

u Chat nonw
U E-rnail 1EM

o Find = Business Partner

Sy=stems Director on
Facebook

Find us on

Facebook

'} Become afan

Figure 5-6 Downloads for Systems Director

5.5 Other useful links

The following references are useful:

» xREF: IBM x86 Server Reference:
http://www.redbooks.ibm.com/xref

» IBM Configuration and Options Guide (COG):
http://ibm.com/support/entry/portal/docdisplay?ndocid=SCOD-3ZVQ5W

» BladeCenter Interoperability Guide:
http://ibm.com/support/entry/portal/docdisplay?1ndocid=MIGR-5073016

» IBM Flex System Interoperability Guide:

http://www.redbooks.ibm.com/fsig
» IBM ToolCenter (ServerGuide, Bootable Media Creator, Advanced Settings Utility):
http://ibm.com/support/entry/portal/docdisplay?Tndocid=TOOL-CENTER
» IBM BladeCenter Information Center:

http://publib.boulder.ibm.com/infocenter/bladectr/documentation/index.jsp
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» IBM PureFlex System Information Center:
http://publib.boulder.ibm.com/infocenter/flexsys/information/index.jsp

» IBM Power Systems Hardware Information Center (including IBM System p®,
IBM System i, and Hardware Management Console information):

http://pic.dhe.ibm.com/infocenter/powersys/v3rim5/index.jsp?topic=/ipha8/hwicwe
Tcome.htm
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Abbreviations and acronyms

AES Advanced Encryption Standard SDD
AMM Advanced Management Module SLP
BMC Baseboard Management Controller SMTP
CAS Column address strobe SNMP
CIM Common Information Model
CLI Command-line interface saL
CMM Chassis Management Module SSH
COG Configuration and option guide SsSL
Ccsv Comma-separated variable SsoO
DCOM Distributed Component Object TPM
Model UDP
DMZ Demilitarized zone UEFI
DNS Domain Name System
EAP Event Action Plan ul
ESA Electronic Service Agent uiD
FCM Fast communication manager UXSPI
FSM Flex System Manager
GID Group ID vios
GUI Graphical user interface WLE
HMC Hardware Management Console XML
IMM Integrated Management Module
IPC Interprocess communication
ISD Integrated System Development
ISO International Organization for
Standards
IVM Integrated Virtualization Manager
LDAP Lightweight Directory Access
Protocol
LDIF LDAP Data Interchange Format
LED Light emitting diode
LPAR Logical partitions
LPD Light path diagnostic
NIM Network Installation Management
(o]]p) Object identifiers
PID Product ID
PMR Problem management record
PTF Program temporary fix
RBAC Role-based access control
RPM Red Hat Package Manager
RSA Remote Supervisor Adapter
RSS Really Simple Syndication
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Subsystem Device Driver
Service Location Protocol
Simple mail transfer protocol

Simple Network Management
Protocol

Structured Query Language
Secure Shell

Secure Sockets Layer
Single sign-on

Trusted Platform Module
User datagram protocol

Unified Extensible Firmware
Interface

User interface
Unique ID

UpdateXpress System Packs
Installer

Virtual I/O Server
Workload Estimator
Extensible Markup Language
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Related publications

The publications listed in this section are considered particularly suitable for a more detailed
discussion of the topics covered in this paper.

IBM Redbooks

The following IBM Redbooks publications provide additional information about the topic in this
document. Note that some publications referenced in this list might be available in softcopy
only.

» |IBM BladeCenter Products and Technology, SG24-7523

» IBM PureFlex System and IBM Flex System Products and Technology, SG24-7984
You can search for, view, download or order these documents and other Redbooks,
Redpapers, Web Docs, draft and additional materials, at the following website:

ibm.com/redbooks

Online resources

These websites are also relevant as further information sources:

» |IBM Systems Director home page
http://ibm.com/systems/software/director/

» IBM Systems Director downloads
http://ibm.com/systems/software/director/downloads

» IBM Systems Director 6.3 Information Center
http://pic.dhe.ibm.com/infocenter/director/pubs/index.jsp

» IBM Systems Director 6.2.x Information Center
http://publib.boulder.ibm.com/infocenter/director/v6r2x/index.jsp

» IBM Systems Director 6.1.x Information Center
http://publib.boulder.ibm.com/infocenter/director/v6rlx/index.jsp

» IBM Director 5.20.x Information Center

http://pic.dhe.ibm.com/infocenter/director/v5r2/index.jsp?topic=/diricinfo_5.20
/fqm0_main.htm

» The IBM Systems Director support forum
http://www.ibm.com/developerworks/forums/forum.jspa?forumID=759
» YouTube Channel
http://www.youtube.com/user/IBMSystemsDirector

IBM Support and downloads

ibm.com/support
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