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Preface

The systems management hardware that is part of IBM @server® xSeries® and
BladeCenter™ servers serves as an important part of the overall management
strategy for customers. This hardware, either integrated into the server or
BladeCenter chassis, installed at the factory as an adapter, or available as an
option, provides vital information back to the administrator and gives the
administrator the ability to remotely control the server, even when the operating
system is not running.

This IBM Redbook describes the full range of management hardware currently
available for the xSeries and BladeCenter systems. We cover the integrated
Baseboard Management Controller, the Remote Supervisor Adapter Il family of
adapters, and the BladeCenter management module. The user interfaces used
to access this hardware are discussed in detail, as is information on how to
configure security features such as SSL and authentication features such as
LDAP.

This book is aimed at customers, IBM® Business Partners, and IBM employees
who need to understand the capabilities of our systems management hardware,
and how to configure and use it to assist with the management of their servers.

Update July 2006: Corrected the change to the /etc/inittab file as discussed in
6.4.5, “Configuring Red Hat Linux to support SOL’ on page 211 and 6.4.6,
“Configuring SUSE LINUX to support SOL” on page 214.
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Bachelors of Engineering degree from the University of Queensland (Australia)
and has worked for IBM for over 15 years. He is an IBM @server Certified
Specialist for xSeries and an IBM Certified IT Specialist.
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Introduction

Important differentiators in the IBM @server xSeries server and IBM @server
BladeCenter product families is the systems management features, both
hardware based and software based. These features make the servers easier to
manage, and provide comprehensive alerting and task-based management.

Good overall server management is key for reducing overall total cost of
ownership for entry-level environments up to large high-end enterprise
environments.

This book covers the hardware side of the IBM systems management solution,
specifically:
The integrated Baseboard Management Controller

The Remote Supervisor Adapter Il, both PCI and SlimLine models
The BladeCenter management module

We explore ways to manage the xSeries servers and the BladeCenter using the
available user interfaces such as the Web interface, Management Processor
Command Line Interface (MPCLI), Advanced Settings Utility (ASU), and the OSA
System Management Bridge (SMBridge) Utility.

A partner redbook is Implementing Systems Management Solutions using IBM
Director, SG24-6188, which describes in detail IBM Director, the software
component of the IBM systems management solution.

© Copyright IBM Corp. 2005. All rights reserved. 1



1.1 Service processors supported in xSeries servers

Table 1-1 details which service processors are supported in each IBM @server

system. The support falls into three categories:

No: There is no support for this service processor in this system.

Standard: This service processor is integrated onto the system planar or is
pre-installed in the server at the factory.

Option: This service processor is available to be ordered as an optional

upgrade.

Tip: The latest version of this table (including the listing of older Netfinity
servers) is available as an IBM Technote, available at:

http://www. redbooks. ibm.com/abstracts/tips0146.html

Table 1-1 Service processors supported in IBM @server xSeries servers

Server ASMP ISMP BMC ASMPCI | RSA RSAII RSAII
Adapter SlimLine

xSeries 200 No No No No No No No
xSeries 205 No No No No Optional | Optional’ | No
xSeries 206 No No No No No Optional’ | No
xSeries 220 No No No No Optional No No
xSeries 225 (8647) | No No No No Optional No No
xSeries 225 (8649) | No No No No No Optional' | No
xSeries 226 No No No No No Optional No
xSeries 230 Standard | No No Optional | No No No
xSeries 232 No Standard | No No Optional No No
xSeries 235 No Standard | No No Optional Optional’ | No
xSeries 236 No No Standard | No No No Optional
xSeries 240 Standard | No No Optional | No No No
xSeries 250 Standard | No No Optional | No No No
xSeries 255 No Standard | No No Optional | Optional®’ | No
xSeries 300 No No No No No No No
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Server ASMP ISMP BMC ASMPCI | RSA RSAII RSAII
Adapter SlimLine

xSeries 305 No No No No Optional | Optional’ | No
xSeries 306 No No No No No Optional’ | No
xSeries 330 (8654) | Standard | No No Optional | Optional®> | No No
xSeries 330 (8674) | Standard | No No No Optional2 No No
xSeries 330 (8675) | Standard | No No No Optional® | No No
xSeries 335 No Standard | No No Optional Optional® | No
xSeries 336 No No Standard | No No No Optional
xSeries 340 Standard | No No Optional | No No No
xSeries 342 No Standard | No No Optional No No
xSeries 343 No No* No No No No No
xSeries 345 No Standard | No No Optional Optional’ | No
xSeries 346 No No Standard | No No No Optional
xSeries 350 Standard | No No Optional | No No No
xSeries 360 No No No No Standard | No No
xSeries 365 No No No No No Standard | No
xSeries 366 No No Standard | No No No Optional
xSeries 370 No No No Standard | No No No
xSeries 380 No No No No No No No
xSeries 382 No No* No No No No No
xSeries 440 No No No No Standard | No No
xSeries 445 No No No No Standard | Optional® | No
xSeries 450 No No No No Standard | No No
xSeries 455 No No No No Standard | No No
xSeries 460 No No Standard | No No No Standard
eServer™ 325 No No Standard | No No No No
eServer 326 No No Standard | No No Yes No
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Server ASMP ISMP BMC ASMPCI | RSA RSAII RSAII

Adapter SlimLine

Notes from the table:
1.

The server needs the latest system BIOS, ISMP firmware, and RSA |l firmware to support the Remote
Supervisor Adapter II.

The xSeries 330 (8654, 8674, 8675) supports the Remote Supervisor Adapter as a gateway only. The
onboard ASMP provides all the system management functions. For x330 models 8674 and 8675, you
should install the 12C cable (20-pin cable), which will be used to provide the Remote Supervisor Adapter
with power. The external AC power supply will only be used for redundancy. However, on the x330
model 8654, you should not install the 12C cable (20-Pin Cable), but you must use the external AC
power supply that is supplied with the adapter.

The xSeries 335 supports the Remote Supervisor Adapter II; however, the C2T function of the x335 will
not work with the RSA Il because the adapter's video disables the onboard video. Customers will need
to install an RSA Il in every x335, if they want to use the remote video functionality of the RSA Il. See
http://www. ibm.com/pc/support/site.wss/MIGR-54747 _html for more information.

The xSeries 343 and xSeries 382 have built-in service processors that provide system management
functions. Installing additional service processors in these systems is not supported. See the server
documentation for more information.

The xSeries 445 supports the Remote Supervisor Adapter [I-EXA, part 13N0382, but not the Remote
Supervisor Adapter I, part 59P2984.

1.2 Industry standards

Industry standards are important in today’s IT environments to enable companies
to select a product that suits their environment the best, without needing to worry
about whether the product will be able to support a new piece of hardware when
it is introduced in the future.

IBM is a strong advocate of using industry standard technologies, and uses
these standards in the full IBM @server range. This section describes the key
systems management standards.

1.2.1 Distributed Management Task Force

4

The Distributed Management Task Force (DMTF) develops the guidelines,
standards, and documentation for a number of systems management standards,
including the following:

Common Information Model (CIM)

CIM provides a common definition of management information for systems,
networks applications, and services, and allows for vendor extensions. Its

IBM @server xSeries and BladeCenter Server Management
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common definitions enable vendors to exchange semantically rich
management information between systems throughout the network.

Web-based Enterprise Management (WEBEM)

This initiative is a set of management and Internet standard technologies
developed to unify the management of enterprise computing environments.

Alert Standard Format (ASF)

This specification defines remote control and alerting interfaces for pre-boot
environments.

Systems Management BIOS (SMBIOS)

This SMBIOS specification addresses how motherboard and system vendors
present management information about their products in a standard format by
extending the BIOS interface on Intel® architecture system.

Desktop Management Interface (DMI)

These standards generate a standard framework for managing and tracking
components in a desktop PC, notebook, or server.

Directory Enabled Network (DEN)

The Directory Enabled Network initiative is designed to provide building
blocks for intelligent management by mapping concepts from CIM (such as
systems, services, and policies) to a directory, and integrating this information
with other WEBEM elements in the management infrastructure.

Systems Management Architecture for Server Hardware (SMASH)

SMASH is a suite of specifications that deliver architectural semantics,
industry standard protocols, and profiles to unify the management of the data
center.

More detailed information on any of the standards above can be found at:

http://www.dmtf.org/standards

1.2.2 IPMI

Intelligent Platform Management Interface (IPMI) defines a common platform
instrumentation interface to enable interoperability between:

The onboard (baseboard) management controller and chassis
The baseboard management controller and systems management software
Between servers

Chapter 1. Introduction 5
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IPMI enables the following:
Common access to platform management information, consisting of:
— Local access via systems management software
— Remote access via LAN and serial/modem
— Inter-chassis access via Intelligent Chassis Management Bus (ICMB)

— Access via LAN, serial/modem, IPMB, PCI SMBus, or ICMB, available
even if the processor is down

Support for a wide range of servers, including porting to new server designs.
IPMI interface isolates systems management software from hardware.

Hardware advancements can be made without impacting the systems
management software.

IPMI facilitates cross-platform management software.

You can find more information on IPMI at the following URL:
http://www. intel.com/design/servers/ipmi

1.2.3 SNMP

Simple Network Management Protocol (SNMP) is a set of Internet standards for
communicating with devices such as servers, workstations, printers, routers,
switches, and hubs connected on an TCP/IP network.

A device is said to be SNMP compatible if it can be monitored and/or controlled
using SNMP messages. These devices contain SNMP Agent software to
receive, send, and act upon SNMP messages. SNMP uses Management
Information Bases (MIBs), which define the information available from any
SNMP-manageable device.
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Baseboard Management
Controller

Many xSeries servers have service processors integrated onto the system board.
These provide different levels of monitoring and alerting depending on the type of
service processor used. This chapter describes these integrated service
processors, including communication methods, features, functionality, cabling,
and configuration of each. Discussed here are:

The Baseboard Management Controller (BMC) used in IBM @server 325
and 326. See 2.2, “BMC in the €325 and e326” on page 9.

The BMC used in xSeries and BladeCenter-based servers. See 2.3, “BMC in
the xSeries Servers” on page 18.

The Integrated System Management Processor (ISM Processor) found in
older servers. See 2.4, “Integrated system management processors” on
page 44.

A fourth type is the Advanced System Management Processor (ASM processor),
which is only found in older withdrawn servers. For information on this device,
see the IBM Redbook Netfinity Server Management, SG24-5208.

© Copyright IBM Corp. 2005. All rights reserved. 7



2.1 Feature comparison

Table 2-1 shows the key features that are standard on each of the three types of
xSeries integrated service processors.

Table 2-1 Feature comparisons of the integrated controllers

Feature BMC BMC ISM processor
(e325 and e326) | (xSeries servers)
RS-485 Interconnect network No No Supported
Remote access via LAN/serial Supported Supported Supported’
Serial-over-LAN Supported Supported No
Remote system power control Supported Supported Supported2
Text console redirection Supported Supported No
Remote out-of-band alerts Supported Supported Supported?
In-band alerts Supported® Supported® Supported®
Out-of-band environmental monitoring Supported Supported Supported?
System voltage monitoring Supported Supported Supported
Battery voltage monitor Supported Supported No
System temperature monitoring Supported Supported Supported
Fan speed control Supported Supported Supported
Fan tachometer monitor Supported Supported Supported
Power good signal monitor Supported Supported Supported
System reset control Supported Supported Supported
NMI detection Supported Supported Supported
SMI detection and generation No Supported
Remind button detection No Supported Supported
Auto Server Restart watchdog alert Supported Supported Supported
System LED control (power, disk, alert) Supported Supported Supported
Lightpath LED control Supported Supported Supported
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Feature

BMC BMC ISM processor
(e325 and e326) | (xSeries servers)

Notes:

1. This feature requires the addition of a Remote Supervisor Adapter Il.

2. This feature is possible via the ASM interconnect (RS-485) or with the addition of a Remote
Supervisor Adapter II.

3. In-band alerting requires that IBM Director Agent V4 or later is installed.

2.2 BMC in the e325 and e326

Systems management via the BMC allows users to manage their servers locally
or remotely. The BMC includes functionality such as IPMI compliance,
text-console redirect or serial/shared LAN, remote out-of-band alerts, unattended
firmware updates, and PXE.

The BMC is based on a QLogic chip and implements Version 1.5 of the IPMI
specification. The spec document is available from:

ftp://download. intel .com/design/servers/ipmi/IPMIv1_5revl 1-012904markup.pdf

2.2.1 External connections

The BMCs communicate via port 1 of the system Gigabit Ethernet. To
communicate with the BMC you would attach a standard Ethernet cable. Refer to
Table 2-2 for details on which Ethernet port is shared with the BMC to ensure
successful communication.

Note: Unlike the BMCs in the xSeries servers, you cannot use PING to
confirm that this connection is valid.

Table 2-2 Shared Ethernet ports with the BMC

Server System Ethernet port shared with the BMC

eServer 325 Ethernet port 1

eServer 326 Ethernet port 1

See Figure 2-1 on page 10 for the location of the correct port.
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Figure 2-1 Rear connectors of the e325 and e326 servers

2.2.2 Upgrading the BMC firmware

In this section, we describe the process to upgrade the firmware of the BMC on
the 325 and 326 servers.

You can download the firmware as an ISO image (which requires a CD burner to
create the CD) or as an EXE file (which creates a bootable diskette). Complete
the following steps to download the latest BMC firmware update:

1.

Refer to the IBM technote IBM @server xSeries BMC — Firmware and
Drivers Cheatsheet, TIPS0532, and click the link for the firmware for the
appropriate server.

http://www.redbooks. ibm.com/abstracts/tips0532.html
Alternatively, you can navigate to the appropriate download page from:
http://www.pc. ibm.com/support

If you wish to build a diskette image, select the EXE file. If you wish to burn a
CD, select the ISO file.

Note: The 325 and €326 do not have a diskette drive installed as
standard. If you plan to use the EXE to create a diskette, you will need to
provide a USB-attached external diskette drive to attach to the server.

Once the CD or diskette has been created, insert the media (attach an
external USB-attached diskette drive if necessary) and restart the server.

If you are booting from diskette, you may need to go into the BIOS
Configuration/Setup Utility program (press F1 during server startup) to
configure the external USB diskette drive as a startup device.

Once the update has completed you are now ready to configure the BMC.
Refer to 2.2.3, “Configuring the BMC” on page 11.
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6. If you have already configured the BMC, remove the diskette from the drive
and restart your server.

2.2.3 Configuring the BMC

The lancfg configuration utility is the method that can be used to configure this
BMC. One you have configured the network settings you are able to use IBM
Director to configure user IDs, passwords, and alert-forwarding profiles. We will
explore both methods below.

Configuring the BMC using lancfg

Using the lancfg configuration utility, you are able to make all the necessary
configuration settings. This utility is located on the BMC firmware diskette or CD
prepared earlier for upgrading the BMC firmware.

Note: You must run the LAN configuration utility (lancfg.exe) by booting to the
DOS session after you start your server from the startable BMC management
controller firmware update diskette/CD. Do not run the utility from a DOS
window from within Windows.

1. After the BMC firmware update is completed, a command prompt is
displayed. Type in lancfg and press Enter. The LAN configuration utility
starts, and the BMC Information screen is displayed. The default values that
are displayed are read only. You cannot make changes in this screen.

2. To use the LAN configuration utility, press F10 and use the arrow keys to
select the menu items at the top of the window.

3. Select LanCfg. The LAN Configuration screen is displayed. See Figure 2-2
on page 12.
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WINNT  system32), l:l'l'ld EHE - Iancfg exe ;7

Host IP Address: (1A8.15.234.8 |

Host MAC Address: cf:38:1e:00:80:80

Subnet Mask: 188.15.234.8
Router IP Address: BEEINEIEENC]

L 0 L Cercel B

Alt—X Exit F1H@ Menu

Figure 2-2 LAN configuration screen
4. Press Tab to edit the fields, type in the information requested for the BMC in
the fields detailed below, and select OK.

— Host IP address
— Subnet m